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Firewall Basics
» What is a Firewall?

Broadly speaking, a computer firewall is a software program that prevents unauthorized access to or from a private
network. Firewalls are tools that can be used to enhance the security of computers connected to a network, such as LAN
or the Internet. They are an integral part of a comprehensive security framework for your network.

A firewall absolutely isolates your computer from the Internet using a "wall of code" that inspects each individual "packet”
of data as it arrives at either side of the firewall — inbound to or outbound from your computer — to determine whether it
should be allowed to pass or be blocked.

Firewalls have the ability to further enhance security by enabling granular control over what types of system functions
and processes have access to networking resources. These firewalls can use various types of signatures and host
conditions to allow or deny traffic. Although they sound complex, firewalls are relatively easy to install, setup and
operate.

» Why do I need one?

As the Internet has come to play a role in the home and business alike, protection from unauthorized Internet users is a
necessity. When your network is connected to a public network, it is exposed to spies, thieves, hackers, thrill seekers,
and various other threats.

Internet users need to be increasingly vigilant of security issues, as network traffic coming into the computer can cause
damage to files and programs even when the user is away from the computer and the computer is idle. In a system that
is not protected with any security measures, malicious code such as viruses can infect systems and cause damage that
may be difficult to repair. The loss of financial records, e-mail, customer files, can be devastating to a business or to an
individual.

What's New in Comodo Firewall

New in Version 2.3.6

FIXED! Network monitor rules were not loaded during system boot.

FIXED! DHCP protocol stateful analysis were causing reconnection problems

FIXED! CPF was crashing when a ShellExecute hooking software(SuperAdblocker, counterspy etc.)
is installed

FIXED! CPF tray icon was showing wrong tooltip text

FIXED! Log size is not remembered correctly

FIXED! Many other bugs are fixed according to the user bug reports

New in Version 2.3.5

NEW! Removed Comodo LaunchPad Installation

FIXED! Startup Delay if Terminal Services service is disabled

FIXED! Navigating between adapters using "Next" and "Previous" links could cause error message
FIXED! When no adapter active was showing wrong adapter information

New in Version 2.3.4

NEW! Reduced Memory Usage

NEW! Added Protocol Analysis Option

Protocol Analysis is key to the detection of fake packets used in denial of service attacks. This new

feature means Comodo Firewall checks every packet conforms to that protocols standards. If not, then the
packets are blocked.

NEW! Added packet checksum verification feature

Every packet of data sent to your machine has a signature attached. Comodo Firewall will recalculate the
checksum of the target packet and compare this against the checksum stated in the signature. If the two do
not match then Comodo Firewall will block the packet. Altered checksums indicate that a packet has been
altered since transmission.

NEW! Added an option to define Alert Frequency level

Users can now quickly configure the amount of alerts that Comodo Firewall generates by raising or lowering
a new slider.
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NEW! Added defense for own registry keys and files against malware tampering

Meaning that Comodo Firewall registry entries and files cannot be deleted or modified either accidentally or
deliberately. This vital security feature prevents malicious programs or intruders from being able to shut
down or sabotage your installation of Comodo Firewall.

NEW! Added Suspicious file submission capability to popup alert

Each time Comodo Firewall discovers unknown components within an application, the user is notified via an
alert. In version 2.3, these particular alerts now contain a built in link to instantly submit the suspicious files to
Comodo for analysis.

IMPROVED! Default network control rules

IMPROVED! New icons for rules section

IMPROVED! Tasks and Advanced section layouts are redesigned

IMPROVED! Effect on OS system performance has significantly been decreased
FIXED! Bug causing Windows to freeze (a rare but serious bug of BETA Releases)
FIXED! Bug causing Log Size selection to be forgotten after a reboot

FIXED! Bug causing legitimate packets to be dropped by protocol analysis

FIXED! The firewall will use the default browser instead of IE
REMOVED! Hardware details section from the summary section
New in Version 2.2.0

NEW! Skip advanced security checks

Skip advanced security checks options in the Application control rules is for the applications which user
allows but still for some reasons they fail to connect.

NEW! CPF passes another leak test!!
Comodo Firewall - passes one more leak test called BITS. (http://www.firewallleaktester.com/news.htm)
IMPROVED! Display Settings

Display issues seen in system's DPI setting higher than 96 DPI or while using large fonts settings for system
has been fixed.

New in Version 2.1.0
NEW! Monitor COM/OLE Requests

Monitor COM/OLE requests” when enabled, forces CPF to detect any program hijacking attempt which may
occur by misuse of COM/OLE interfaces by other programs.

NEW! Automatically Approve Safe Applications

Automatically approve safe applications option, when enabled, forces CPF to allow all activities of an
application which is recognized as safe by its internal database of over 10000 applications. Unless explicitly
blocked by a rule, Comodo Firewall will allow any activity of the safe applications while still watching for
suspicious activities. In case for an application action to be taken is set as 'Ask' and if it appears in safe
database list of applications, it will be allowed without asking user. The firewall will still raise an alert if it
detects anything suspicious. This option is useful for avoiding unnecessary number of questions.
IMPROVED! Zone Modification

A Machine or network can be represented as a zone to which a access can be granted or denied by
specifying it in Application / Network rules. The newly designed easy to use GUI in Comodo Firewall 2 allows
the user to Add/Edit/Remove Zones.
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New in Version 2.0.0
NEW! Application Component Authentication

Comodo Firewall now validates all the components of an application before allowing it Internet access.
These components can be dynamic link libraries, activex components that an application is using.

NEW! Application Behavior Analysis

Comodo Firewall analyses each application’s behavior and detects any suspicious activity before allowing
internet access. This powerful new feature enables it to detect more trojan activity than any other firewall
- including:

® DLL/Code injections

® Hidden Connection Attempts
NEW! Defense against Trojan Protocols

Comodo Firewalll now features advanced protocol driver level protection - essential for the defense of your
PC against trojans having their own protocol drivers.

NEW! Smart Alerts

Alerts are completely redesigned in Comodo Firewall. They are now simple and more intuitive. Every alert
now includes a Security Considerations section which provides significant advices to users. Each alert also
has an associated Security Risk level shown on the top of it to help users decide a course of action.

Although they are simple, the new alerts also have an option to be more verbose or simple. Basic popup
logic removes unnecessary popup alerts whereas verbose logic reveals each activity to provide more details.

NEW! Windows Security Center Integration

Comodo Firewall is now recognized by Windows XP SP2 Security Center as a trusted firewall and reports
its state.

NEW! Self Protection against Termination of Critical Firewall Processes

A Trojan/Spyware/Virus may need to disable the firewall protection before performing its malicious
operations. Comodo Firewall secures itself to make sure its critical processes are always active and running.

NEW! PC Security during Booting

Comodo Firewall 2 includes an option to secure the host while the operating system is booting. When
enabled, it makes sure that no connections are established until booting process is completed.

NEW! Automatic Updater

Comodo Firewall now includes an interactive automatic updater component so that users can check for
updates any time.

NEW! Error Reporting Interface
To improve users’ satisfaction, Comodo Firewall 2 now includes an XP style bug reporting interface.
IMPROVED! Firewall Logging

The new logging structure in Comodo Firewall is more powerful than before. It reveals all the activities
with detailed descriptions of the events. It also allows exporting the logs in HTML format.

IMPROVED! Security Rules Interface

Comodo Firewall 2 has a completely redesigned security rules interface. More powerful, flexible security
rules structure is combined with an easy to use GUI.

IMPROVED! Application Activity Control

In this version, application connections are shown better. It allows watching each application in detail by
showing addresses, ports and amount of traffic it used. Users can intercept and close any application
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connection with a simple click.

IMPROVED! Graphical User Interface

The GUI of Comodo Firewall has significant improvements.
® |t allows full control over the firewall operations

® |t shows a host security index according to the protection level at which it is configured

® Any part of the firewall can be enabled or disabled with one click
IMPROVED! Application Recognition (Only in Comodo Firewall)

Comodo Firewall 2 can recognize over 10000 applications and determine their security risks. This database
allows users to easily notice if an activity is coming from a safe, virus or spyware program.

Comodo Firewall - Overview

Introduction

Comodo Firewall is designed as an endpoint security enforcer which fulfills all the requirements of a host
based security system should do. With its layered security architecture, it is one of the most challenging
firewalls available, providing an all-in-one security enforcer for all OSI network communication layers.
Comodo Firewall includes an integrated executable file database, which is a comprehensive classification
of all known executable files. It is the only firewall which provides such significant information with users.

Network Protection

Comodo Firewall, although designed for personal use, includes an industrial strength stateful inspection
firewall, acting at OSI Layers 2, 3 and 4 to filter incoming and outgoing network traffic. Such an advanced
filter keeps track of each and every packet sent/received and performs intelligent analysis on critical
protocols such as TCP, UDP, FTP etc.

Comodo Firewall also detects and prevents DOS/DDOS attacks including:

- SYN/UDP/ICMP Floods,
-« TCP/UDP Port Scans,
Upon facing such an intrusive attack, it switches to an emergency mode by creating some automatic rules

and updating its internal states according to the attack behavior, to secure the host against it until the attack
ceases. Users will not notice such a change in terms of functionality but will remain protected.

Quick Features:
« Advanced TCP/UDP/ICMP and IP protocol filtering

« IP fragmentation handling

DOS/DDOS resistance and handling

Stateful TCP/UDP Protocol Inspection
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Application Protection

Although the network protection is adequate to defeat the most of the network based attacks, today’s threats
require highly sophisticated application based access filtering mechanisms to enforce true host based
security policies.

Comodo Firewall provides a powerful application firewall which is one of the best application filters available
in the market.

Restricting network traffic according to the application which generates it, requires filtering at OSI Layers 3,
4,5,6and 7.

Application Filtering

Comodo Firewall provides full control on applications’ networking behaviors.

Application firewall can:

« limit applications network access characteristics such as port, protocol and host;

- give users the ability to control number of connections per minute an application can create.

Leak Resistance

Unfortunately, malware programs are evolving rapidly. Many of such programs employ very advanced
techniques to conceal their malicious activities so that they easily bypass the standard protection mechanism
provided by the most firewalls. These techniques are commonly known as “leak” techniques.

CPF passed ALL LEAK TESTS with an outstanding success rate not seen in any other firewalls
available.

Although passing the known leak tests are often enough to provide you a robust protection, Trojans do not
have to limit themselves to these known techniques and they always try to find new ones to cheat the
protection mechanism you have. Due to this fact, people at Comodo persistently research to improve firewall
to keep you constantly protected against emerging and unknown threats.

User Friendliness

Comodo Firewall has an easy to use and intuitive GUI which is suitable for both advanced and novice users.
Our selection of wizards make sure novice users will face no difficulties in managing vital security
configurations. Advanced users and experts can fine tune Comodo Firewall using its extensive configuration
options.

System Requirements

To ensure optimal performance of Comodo Firewall, please ensure that your PC complies with the minimum
system requirements as stated below:

*Windows 2000/Windows XP (All 32 bit versions)

*Internet Explorer Version 5.1 or above

* 64 MB available RAM

* 32 MB of available free hard disk space
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Comodo Firewall Installation

Before you install Comodo Firewall, read the installation instructions carefully and also review the system
requirements listed in this chapter. Quit all other Windows programs before installing Comodo Firewall as
other active programs may interfere with the installation and reduce your protection.

Installation Process

To install, download the Comodo Firewall setup files to your local hard drive. Next, double click on Setup.exe

g to start the installation wizard. And follow the process as below.

STEP 1: Uninstall Other Firewall Programs

1. Before you install Comodo Firewall, you must uninstall any third party Firewall programs installed in your
PC. This is necessary as other firewall programs may interfere with the installation of Comodo Firewall and

reduce the protection offered by it. Click Yes to continue.

Question ]

174 In case vou have anv third party personal firewall installed, please uninstall that before
installing Comado Persanal Firewall, 'Would you like to continue?

Nol

Figure: Uninstall Third Party Firewalls
STEP 2 : Welcome Dialogue box

2. The set up program starts automatically and the InstallShield Wizard Welcome wizard is displayed. At this
time, you may cancel the install process or continue with the Comodo Firewall Setup program. It is
recommended that you exit all Windows programs before running the setup. Click Next to continue.

W welcome to Comodo Firewall Installer, This will install Comodo
C-O-M 'U'D‘.d Firewall omn wour computer. Ta continue, please click an 'Mest'

Firewall #4 CEZH

e

Figure: InstallShield Welcome Wizard
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STEP 3: License Agreement
3. When Comodo Firewall is installed for the first

time, you must complete the initialization phase by reading

and accepting the license agreement. After you read the End-User License Agreement, click Yes to continue
installation. If you decline, you cannot continue with the installation.

& comop-o|Firewall

License Agreement
ad the 1

O

Press PAGE DOWH kep to see the rest of the agreement.

(COMODC

K

aggrement.

EMD LISER. LICEMSE AGREEMEMT
Software License Agreement For Comodo Firewall
This license agreement for Comodo Firewall license agreement™) is a legal agre

This license agreement contains rights and restrictions associabed with use of L -
» |

Do you accept all the terms of the proceding licenze aggrement? If you choosze Mo,
the zetup will cloge. To Install the Comodo Firewall . vou must accept this

Figure: End User License Agreement

STEP 4: Location Destination Folder

4. On the Destination Wizard page, confirm the location of the Firewall installation files. To install the
program in the default destination location, click Next. The default destination directory is the C:\Program

Files\Comodo\Comodo Firewall.

{""’ C-0-M-0-D-0 | Firewall

Choose Destination Folder

2 Setup il install files

zelect another folder.

Setup will install Comoda Fireweall in the following folder.

To inztall to this folder click next. To install to a different folder click Browse and

— Destination Folder

C:4%Pragram Files\ComaodotComodo Firewall

—Dizsk status on drive 'C'

Avalable zpace: 11881.36 MEB
Required zpace: 18.77 MB

T e T

Figure: Default Destination Folder
If you do not wish to install the Firewall files in the default location, to install to a different folder, click

Comodo Firewall 2.3 — User Guide
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BROWSE and select another folder. Click OK to continue with the installation process.

Choose Folder x|

Flease choose the installation Falder,

Direckories:

{:l Arcessories ;I
{:l fdobe
{_:l A
#- ClickToCorwert i
-] Comman Files
=] Comoda
B W

I (7] ComPlus Applications | _ILI

1 ¥

O I Zancel |

Figure: Choose Destination Folder

STEP 5: Set Up Status Box

5. A setup status dialogue box is displayed. You will see a progress bar indicating that files are being
installed.

E «tracting Files BRZ. .
File Mame : cpfwer.dat

Figure: Setup Status
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STEP 6: Configuration

6. Next, you are presented with a choice of automatic or manually configuration. Automatic configuration is
recommended for most users. Manual configuration runs the Add Trusted Zone wizard, the Scan For Known
Applications wizard and some basic options outlined in Advanced Configuration.

Firewall Configuration Wizard

Welcome to Comodo Firewall Configuration Wizard. @

Thiz wizard will help you to configure Comaoda Firewall according to your system
zettings.

i+ Automatic configuration [recomended]

O Manual configuration [for power users)

[v Turn on Windows Data Execution Protection [DEP] [recomended)

Thiz option will enable the pratection againzt buffer overflow attacks by activating
the defense mechanisms supported by wour Windows P inztallation and pour
processor, if applicable, ‘w'e highly recommend enabling this option.

STEP 7: Finalising Installation

7. To complete the installation process, your system will be configured and you will a dialogue box like the
one below.

Please wait while Comodo Firewall configures ikself,

Figure: Configuring your system
STEP 8: Restart your system

8. A Setup Complete confirmation dialogue box will be displayed indicating successful completion and telling

you that you should restart your system now so that the updates can take effect. Please save any unsaved
data and Click Finish.
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C-0-M-0-D-0 | Firewall ™ Thstallaten Wizard "= 'Es

Comodao Firewall has been installed succeszsfully. Please restart
thie zypstem faor inztallation to complete.

¥ Restart the computer:

(S

Figure: Restart your System

Comodo Firewall Management Interface

After installation, the Comodo Firewall icon will be displayed on the Windows desktop. To start the Comodo
Firewall program, double-click on the icon and the management interface will open.

Fireruall
Figure: Comodo Firewall Desktop Shortcut

Your computer is automatically protected by the firewall every time you start it. You do not have to explicitly
start the firewall to protect your computer. The start screen of the firewall appears every time you re-start
your computer.

Furthermore, the main window of the Comodo Firewall will be opened by default when you re-start your
computer. If you choose not to show the application window upon system start-up by unchecking this setting
in_Program Settings under Advanced Configuration. Via the main window, the Comodo Firewall is
administered. You find information on the main window and on administering the Comodo Firewall in Eirewall

Summary, Firewall Activity and Firewall Security.
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Closing this window will exit the Comodo Firewall management interface. The firewall will remain active,

& Comodo Firewall

HELP  ABOUT

UPDATER

d C-0-M-0-D-0 | Firewall L
\h 7

The firewall has logged 13 high severity events L} Vi

:z: Highlights

Custom

Mews

*Join the Comodo Forums*
...and meet up with thousands of
other Cormnodo users to ask

Subscription Validity : Lifetime
License Type : Full

J Update License...

®1 Security Monitoring

:: Traffic

questions, find answers, make
suggestions, about our products,

Application Metwark

@ Application Monitor on — D9 System
— . : Protection Strength
\%L.. Component Monitor Learning
===
@ Metwork Monitor Oon
Excellent B, ¥iew More...
@ Application Behaviour Analysis On e i
Adaptar
gf computer Security Level : Intel(R)
Qﬂ Name PRC/Wireless
&, Test your current security configuration 3945ABG Metwork
IP Address 0.0.0.0
- bustom Subnet Mask 0.0.0.0
-| Block Al Your computer's security level is set to Custom. This i, i
B custom rmeans your configuraton settings are applied. Type Adapter
MAL Address : 00-13-02-57-23-95
Allaw all

MNext =

Figure: Comodo Firewall GUI

protecting your computer, in the background.

To completely shut the program down, right-click on the Comodo Firewall and select 'Exit'. If you choose to

exit, you will see a dialogue box confirming whether you want to exit or not.

Comodo Personal Firewall |

® Comodo Persanal Firewall will not be probecting wour PiC, Are you sure you wank ko exit?

Figure: Exit Comodo Firewall

If you choose to exit, the Firewall will be disabled and will not protect your PC.

Comodo Firewall Uninstallation

If you need to uninstall Comodo Firewall, do the following:

1. Click the Windows Start button and browse to All Programs>Comodo>Firewall>Uninstall

OR

Comodo Firewall 2.3 — User Guide

On the Windows taskbar, click Start > Settings > Control Panel.
In the Control Panel, double-click Add/Remove Programs.

In the list of currently installed programs, click Comodo Firewall.
Click Change/Remove.
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2. A dialogue box appears asking for confirmation of uninstallation. Click Yes to uninstall.

Comodo Firewall ' x|
You are about to uninstall Comodo Firewall,
WWiould wou like ko continue?

] w |

Figure: Uninstall CPF configuration settings

3. Next, the firewall notifies you that the Comodo Application Agent is to be shut down. Click Yes to
continue uninstallation

Comodo Firewall - C:%Program Files',Comodo',Comodo Firewsa ]

If wou are uninskalling or upgrading Comodo Firewall press "es"
Ctherwise press "Ro"

@ Comodo Application Agent service is going to be closed.

Mo |

4. A Setup Status dialogue box informs you that un-installation is taking place.

@ COM-0D-0|Firewall %

Removing firewall configuration...

Figure: Uninstall CPF

5. After un-installation, InstallShield Wizard appears. Check the Restart Computer box and click 'OK' to
complete the un-installation.
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Comodo Firewall requires the spztem to be re-gtarted to
camplete the uninstallation.

W Restart System

Figure: Restart Your Computer

Starting Comodo Firewall

After installation, Comodo Firewall will automatically start whenever you start Windows. In order to configure
and view settings within Comodo Firewall you need to access the management interface.

There are 3 different ways to access the management interface of Comodo Firewall.

1. System Tray Icon

You can easily access Comodo Firewall via Firewall Tray icon.

Firewall LaunchPad
Tray lcon Tray lcon

i) Comodo Firewall Tray Icon

Just double click the shield icon to start the main firewall interface.
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2. Windows Desktop
Just double click the shield icon in the desktop to start Comodo Firewall.

3. Start Menu

You can also access Comodo Firewall via the Windows Start Menu.

Click 'Start' and select Programs->Comodo->Firewall->Comodo Firewall

3 Launch Internet Explorer Browser
E Programs 8 & Accessories i
@ OpenOffice.org 1.1.4 L4
—
E @ Documents L4 IE Picaza? 3
R4 T @ SC3 Infrared-Handset Manager ¥
| Settings L4
@ ¥ahoo! Messenger L4
ﬁ;.% Search 4 B> Belarc Advisor
E _Q,’ Adobe Photoshop C3
9 @ Al 'oj" Comodo Launch Pad
=1 -
= s <% MsHMessenger 7.0
@ Google Talk L4
& it iE ewall * E Comodo Firewall
@ Skartup L4 ¥ B Uninstall
-
' Shut Down. .. ¥ I

EStart |J e @a

Using any of the methods outlined above will lead you to the main interface as shown below:

& Comodo Firewall

‘;"" 0-M-0-D-0 | Firewall

Custom

::: Highlights

= T il
{s# C:0-M-0-D-O | Firewall

- s+ || *1gin the Comodo Forums™

The firewall has logged 13 high severity events ¢ ..and meet up with thousands of
other Comodo users to ask
questions, find answers, make
sugaestions, about our products.

Subscription Validity : Lifetime
License Type : Full J Update License...
=i Traffic

@1 Security Monitoring Application  Natwork

@ Application Monitor On — 99% Systern

Protection Strength

e s b

._'é[. Component Monitor Learning

@ Network Monitor On

Excellent ), ¥iew More...
2 System Info
Adaprer

@ Application Behaviour Analysis On

Lﬂ Computer Security Level + Intel(R)
m N
b= ame  pro/fwireless

B Test your current security configuration 3945ABG Network

IP Add 0.0.0.0
Custom S

% . Subnet Mask 0.0.0.0
Block Al four computer's security level is set to Custom. This N

means your configuraton settings are applied, Type Adapter

MAC Address : 00-13-02-57-23-95
| Allaw All

Next >
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Activating Your Free License

Comodo Firewall is a free-to-use application. However, the application license must be activated within the
first thirty days of installation. You will receive regular reminders if you have not activated your installation.

If you have registered the application with us and got activation code then you only need to Activate your
Free License.

If you do not have a license or have not yet registered Comodo Firewall, please see Registering and Getting
a license first.

Activate your free license

To activate, first make sure you are connected to the internet. Comodo Firewall uses Internet Explorer's
Internet connection settings to activate license.

Next, start up Comodo Firewall. (See Starting Comodo Firewall)

Select 'Update License' from the firewall 'Summary' section:

(% update License...

You will then be presented with the 'License Status' dialog box as shown below:

Comodo Firewall License Activation

Pleaze Activate you license.

Thiz trial licenze will expire on Sunday, September 24, 2006 5:03:28 P which iz in 20 day
[£). To activate make sure you are connected to the [ntermet and simply type the activation
code fram your confirmation e-mail inta the box belaw and click on Activate button, Thiz
will activate vour license which will never expire. Activation process: uzes Intermet Explorer's
internet connection settings to activate licenze.

Click here for more information. ..

Activation Code : o Loy

Figure: Comodo Firewall License Status
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To activate, copy and paste the activation code contained in your Comodo Firewall confirmation email and

click 'Activate' button and you will see a screen as below. (Note - after registering Comodo Firewall, you will
have received two emails. The first is a confirmation of your order, the second is the activation code email.)

Comodo Firewall License Activation

i@ CO'M-0'D'0 | Firewall

@ C-0-M-0O-D-0 | Firewall
S

Pleaze wait.._.
Your license iz being activated.
It may take few minutes.

L]

The application will then contact the Comodo website and install your free, lifetime license. In case the
license is activated successfully you will see the following screen.

And now onwards if you see license status you will see following screen:

Comodo Firewall License Activation

&/ CO'M'0'DO | Firewall

Congratulationz!!l Your license has been activated. To continue press
“"0K" button.

Comodo Firewall 2.3 — User Guide
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You have now activated your full, lifetime license for Comodo Firewall. Enjoy!!

Comodo Firewall License Activation

& CO'M-0'D0 | Firewall

‘@ C-0-M-0-D-0 | Firewall
®

You have already activated the icense which will never expire.

Registering and getting a license

If you installed Comodo Firewall directly from a magazine coverdisc you may not have registered the

application at the Comodo website. Registration is simple as we only require your name and email address.

You will then receive a confirmation email containing the code to activate your free lifetime license.
Make sure you are connected to the internet.

First click 'Update License' in the firewall 'Summary' section to display the license status dialogue box .
Next click 'Get Free License Now...'

You will then be taken to the Comodo website to register.

After registering, you will be sent an order confirmation email and a license activation email.

To activate your license, please refer to Activate your free License

Comodo Firewall 2.3 — User Guide
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The Main Interface

After installation, Comodo Firewall automatically protects any computer on which it is installed. You do not
have to start the program to be protected.

See Starting Comodo Firewall if you are unsure of how to access the main interface.

The interface contains three main area indicated by the tabs at the top left hand of the interface- Summary,
Security and Activity.

By default, the management interface displays the 'Summary' area information. You can also access this
area at any time by selecting the 'Summary' tab as shown above.

The 'Summary' area contains at-a-glance details of firewall settings and details.

-

% Comodo Firewall

UPDATER HELP  ABOUT

Custom

::: Highlights

Mews

e |
[
44| *1oin the Comodao Forums*
L ¢ ...and meet up with thousandsz o
== other Comodo users to ask
guestions. find answers. make
suggestions. about our products.

C-0:M-0-D-0 | Firewall

The firewall has logged 0 high severity events

Subscription Validity : Lifetime
License Type : Full (¥ Update License...

i Traffic
Application Metwork

&1 Security Monitoring

@ Application Monitor On 100%

g TE%
Protection Strength

o

Excellent 0% +—— : : :
TGP UDP ICMP Others
2 System Info

| Adapter

g8 Computer Security Level ¢ Intel(R)

%IQ Name  cpowireless
3945AEG Metwork:

Custom IP Address 0.0.0.0

- : i Subnet Mask 0.0.0.0
Block All Your computer's security level iz set to Custom. This R

ans your configuraton settings are applied. Type Adapter
6 MAC Address : 00-13-02-57-23-93

Next ==

@ Component Monitor Learning

@ Networlk Monitor

@ Application Behaviour Analysis

Gy Test your current security cenfiguration

Custarm

- U —[ Allow all

Figure: Comodo Firewall Summary
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1.Highlights

The Highlights section displays information about Security Alerts and News related to Comodo Firewall &
latest Critical security updates. You can view information about News and Alerts by clicking on News and
Alerts tabs in the Highlights section of the main Comodo Firewall GUI.

News

This section contains direct news feeds from from the Comodo Server. You can also download the latest
information about critical security updates and latest news about Comodo from the News section.

Mews
*loin the Comodo Forums®
...and meet up with thousands of
other Comodo users to ask

guestions, find answers, make
zuggestions, about our products.

Figure: News
2.Traffic Info

Comodo Firewall produces a Traffic history graph to give an overview of the last one minute of your traffic
history in terms of the most used Applications and Network protocols.

Application

You can view the information about the most active applications in the last 1 minute based on the traffic used
by the applications. The Application Traffic History graphs produce a real-time picture of the last one minute

of your traffic in terms of the highest number of simultaneous open network connections since the program
started.

‘::: Traffic
"@\'ﬁpii'ca'-:ion' Hetuork

6.0% Skypeene
‘H 2.0% suchostexe

\.‘ 1.0%  System

E] ¥iew More... |
Figure: Active Applications

Click View More to get more information about current active applications, the protocol being used, and the
addresses or names of the connected computers. (This performs the same function as clicking 'Activity' at
the top left hand of the main interface and takes you to the Connections screen).

Network

Comodo Firewall maintains real-time network counters that track users’ Internet usage. The detailed
statistics include the information about the overall network protocol distribution, Network TCP, UDP and

ICMP bytes sent and received. Click on the Network link under Traffic section to get the information.

12z Teaffic
[[Application  Metwork

in 9

100 r‘“]
|

TGP UGP ICHP Others
Figure: Network Traffic
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Comodo Firewall

The network traffic provides instant data, in percentage, about your incoming and outgoing network traffic.

3.System Info

The 'System’ Info area of the summary screen contains details about the network adapters installed on your
computer.

Adapters

i System Info
Adapter
: Intel(R)
E[!I Name PR O/ Wiralaess
2945AEG Network

IP Address 0.0.0.0
Subnet Mask 0.0.0.0

Type Adapter
MAC Address : 0D0-13-02-57-23-95
MHext ==

Figure: Network Adapter

Comodo Firewall detects all of the network adapters in your computer and provides you with a summary of
the details of the network adapters in your system. A network adapter could be a modem, an Ethernet
network card, a virtual VPN adapter, or a virtual PPPoE adapter (used for some DSL Connections).

Dial-up

If you are using a Dial-up coonection, then you can view the Dial-Up Adapter details by clicking Next.
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4. View Alerts

You can view information about the type of security alerts, the threat level and the communication that
triggered this alert by clicking on the Logs tab in the Activity main screen.

% Comodo Firewall

T ] C-0'M-0-D-0 | Firewall

Loas

Max Log Size 15 B __V_j |T0day
Severity | Reporter | Description | Date/Time
u Medium Netwc-rk Monitor Outbc-und Pc-h-:\-' \."ID|atIDI'| ’A-:-:ess Den|ed L., [12:36:3523-08-2... |
(] Medim Networlr Monitor ' 11 :46:00 23-08-2... |

] 50 23
EI"JEt‘A'Drk I | outbeund P ot \ccess : 3“0‘ 23
'“,- Medium .I'*Jet'f\\ori;MOnltor Outbound Pollc.r .IID|atIDI'I ’Access Denied, [11: 23:00 23 08-2..

':_,' Medium Net'r\'c-rk : Maritar | outhaund Pollcv Ition ’A-:-:ess Den|ed L B EETEE" IIIS 23-03 2
.'\_.;‘.MEEIIUITI. Network < Monitor ”C-)-;.ltbound F'D|IC\- Violation r.-1.0:&55 Denled T 1:31:50 23-08-2... |
@ ngh Appllcatlon Behavlo Susplaous BEha\-IDLII' ’ﬁref‘ox exe) - 16 39 23-03—2. ;
u Medium |Metwork Monltor L Qutbound PD|IC\¢' u'ID|atIDI'I ’.ﬂ.ccess Denled I. o Ik 10 .2.5 23 EI

\_,,' Medium .Net‘norlf Maritar Outbound Policy Violation ’Access Deried, I... |10:08:35 23-08-2... |

H|gh .-\ppll-'atlen BEl'l-:nID Suspmnus Beh |0|.|r ’ﬁreﬂ:-x exe | 10:07:22 23-08-2 .-

) Medium Net‘ vark Monitar |outbound F'D|IC\" Vidlation r.-S.Cn:ESS Denled. ;
'.5_,' Medium Net'f\ ork Monitar Outbound Pollc.r Violation ’Access Denled L.
'\_,' Medlum Net‘ \'orle Monltor 0utbound PD|IC‘||' .'ID|atIDI'I ’Access Denled L..

Description: Suspicious Behaviour (firefox.exa]
Application: C:"Program Files'Mozilla Firefox\firefox.exe
Parent: C:"WINDOWS\explorar.exe

Protocol: TCF Out

Remote: 81.187.167.521http=(443]

Figure: Alerts Reports

Max Log Size

Comodo stores the events reported by the firewall engine in the log. You can view the details of the alerts
triggered by the possible attacks on your computer. The events are reported and stored in HTML format.
You can reduce the maximum size of the log file from 5 MB , 10, MB, 15 MB, 25 MB , 50 MB and 100 MB by
selecting the File size from the Maximum Log size Drop down menu.

Columns Description:

1. The First Column (Severity) represents the threat level of an attack: High, Medium and Low. High
severity alerts are very serious security risks like DOS and Port Scan attacks and the firewall goes
into emergency to temporarily block incoming traffic. Medium and Low severity alerts are not so
serious and are caused by transgression of one or more Network Control rules.

2. The Second Column (Reporter) states which subsystem generated the attack report. (Application
Monitor, Network Monitor, Component Monitor or Application Behaviour Monitor).

3. The Third Column (Description) represents the nature of the logged alert. For example , alerts could
be caused by policy violation caused by transgressing a Network Control Rule; DOS ( Denial Of
Service) attack or TCP/UDP Port Scan .

4. The Fourth Column (Date & Time) represents the date and time when the alerts were triggered.
Context Sensitive Menu

Right clicking on the alert list reveals a context sensitive menu containing futher log options.
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@ High .F\.pplicatian Behavior Analysis ISLISDIIZ

@ High .Appli Show Logs For 4 .5uspici-.
@ High appli Log Events From  » Suspich
@ High _Appli Expart HTML. ., | Suspici
@ High Appli Clear All Logs Suspici:
@ High Application Behavior Analwsis Suspicic

Show Logs For - The user can choose to view logs of all alerts from Today, Last 7 days or Last 30
days. The default is to show today's alerts only.

Log Events From - There are four seperate components of Comodo Firewall that have the potential
to populate the 'Log' area with the alerts they generate. This entry lets the user change which events
are recorded in the logs according to the component that generated them. By default, alerts generated
by all four components are recorded. Comodo advise users to leave this setting at the default.

Export HTML.... Users can export a more detailed HTML copy of the logs to local or network drives.
This is very useful for records and troubleshooting purposes. Click the 'Export HTML..." entry, choose
a filename and destination and click 'Save'

Clear All Logs: Empties the current view

Types of Alerts

There are three types of alerts based on their severity levels : High, Medium and Low.

High, Medium and Low Severity Alerts :

High Severity Alerts are represented by a Red icon @ High Severity alerts are generated by DOS ( Denial
of Service) attacks, Port Scan, Trojan Probe attacks and when application monitor detects a 'leak’.

When a high severity alert is detected, the Firewall goes into emergency mode. The firewall will stay in
emergency mode for the duration set by user i.e time to stay in emergency mode, by default, the duration is
set to 120 seconds. In the emergency mode, all inbound traffic is blocked except those previously
established and active connections. However, all outbound traffic is still allowed.

Medium severity alerts are represented by an Orange icon L

Low severity alerts are represented by a Green icon .

Medium and Low severity alerts are caused by violation of network control rules.

Alert Description :

You can view details about a generated alert by selecting it and clicking on the Description tab . You will get
information about the nature of attack, Source IP, Destination IP and cause which triggered the alert.

Alert

@ C-0'‘M-0'D-0 | Personal Firewall %

Internet Explorer iz tiving to connect to the Internet. "what
wiould pou like to do’?

Details
Application @ [EXPLORE EXE
Remate IP; 64.233.161.93 Port ; http(80) - TCP

E]l More Details...

Security Considerations

{ v‘/ |IEXFLORE.EXE iz a gafe application,

[¥ Remember my answer for this application 2 of 2 @ @

When Comodo Firewall intercepts any unknown program or a program not matching the set rules, you will be
prompted by the generation of a Alert Pop-Up window.
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The Alert includes information like name of Application which triggered the alert, the Parent Application , the
Protocol used by the Application, its IP address and its Port Number.

The top right corner of the pop up also shows the Security Alert Severity Level. The colour assignations
correspond to those outlined above in High, Medium and Low Severity Alerts.
B ——
I=
For example, pop window shown above indicates a green severity security level.
This is because Internet Explorer is considered a safe application. Quickly glancing at the alert level indicator
provides a quick way to determine whether an application or activity should concern the user.

Details
Contains:
« The application name
- The IP address of the site it is attempting to connect to

« The port it is using to make the connection
- The protocol it is using to facilitate the connect

Security Considerations

This area provides a consise, at a glance summary of the security risk involved with allowing this application
to access the internet.

Choose options
Once you understand the risk, you can respond in the following ways :

Remember my answer for this application: check this box to instruct the Firewall not to generate an alert
again if the parameters of the application are the same.

Allow - allows the current instance of the application to access the internet according to the delinated
parameters

Deny - Blocks the application from accessing the internet

More Details

If you are unsure about the application, you can view more information about the application by clicking More

Details tab so that you can decide what to do. When you click More Details, a Pop-up window will appear a
brief information about the application.

"';.",1 C-0'M-0-D-0 | Personal Firewall

& aApplication ¢ Parent &pplication

Path : C:AProgram FileghInternet Explorert EXFLORE EXE

Yersion * B.00.2900.2180

Company ¢ Microgoft Corporation |
Security : SAFE

Description @ iedplare exe iz the main edecutable for Microgzaft |nkernet

Ewxplarer. This Microzoft \Windows application allows vou to surf
the web, and lozal intranets.
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cﬁmnnn| Personal Firewall

b

" Application = Parent &pplication

Path  CWWINDODWShexplorer exe

Version * B.00.2300.2180

Company : Microgoft Carporation |
Security i SAFE

Description  : explorer.exe iz the Windows Program Manager or Windows

Ewxplarer. It manages the “Windows Graphical Shel including
the Start menw, tazkbar, desktop, and File Manager. By
remaoving this process the graphical ip_ter_fau:n_&_:_ for 'Wwindows ;I

Selecting the 'Parent Application' radio button enables the user to view information about the application that
originally caused the child application to try to access the internet. In this case, Explorer.exe commanded

Internet Explorer.exe to access the internet. 'Explorer.exe’ is therefore the parent application to 'Internet
Explorer.exe'.

5. Update License

You can update the Comodo Firewall license by clicking on the Update License tab in the main Comodo
Firewall GUI and the License wizard will open to guide you through the process of upadting your license.

6. Computer Security Level

In this section, you can view how to customize security settings using the Computer Security Level.

Comodo Firewall allows you to customize firewall security by using the Computer Security Level slider to
change preset security levels. The Computer Security Level Slider allows you to select Block All, Custom or
Allow All security settings by adjusting the slider to change the security levels.

To Change the Computer Security Level slider:
1. Open Comodo Firewall GUI.
2. Inthe Computer Security Level, adjust the slider to Block All, Custom or Allow All.

By Test your current security configuration

Block all [ Custom _ _

Your computer's security level is set to Custom.,
Custom This means all restrictions set by you are applied.
Allaw all

Figure: Computer Level Security Slider

You can adjust the slider to the Computer Security Level you want:
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» Block All: The firewall blocks everything irrespective of the restrictions set by the user.
» Custom: Custom security configuration created by the user is applied.

» Allow All: Disables the firewall and makes it inactive. All incoming and outgoing connections are allowed
irrespective of the restrictions set by the user.

The security level Chosen by you will also appear in the form of a coloured ball icon on the top-right hand
corner of the Comodo Firewall GUI: A Red icon represents 'Block All' Security , an icon represents
Custom Level Security and a Green Icon represents a 'Allow All' security.

Clicking 'Test your current security configuration' contacts the Comodo HackerGuardian website
(www.hackerguardian.com).

HackerGuardian vulnerability scans conduct in depth testing of your computer and network to identify
potential security holes.

Sign up for a 'Free Scan' to find out how well defended your system is against hackers.

Test Security Configuration

You can check your current security configuration and see how vulnerable your system is for outside attack

by clicking the current security configuration icon &". The user will be directed to
http://www.hackerguardian.com/ a Comodo site which let's you check your server vulnerabilities.

7. Security Monitoring

The Security Monitoring Section section provides shortcuts to tasks in the Security section of the firewall.
These sections allow you to configure Firewall operations and settings administrating

Application Monitior - Shortcut to the Application Monitoring Section of Security. 2 modes of operation, ON
or OFF

Component Monitor - Shortcut to the Component Monitor Section of Security. 3 modes of operation ON,
OFF or LEARN MODE

Network Monitor - Shortcut to the Network Monitoring Section of Security. 2 modes of operation ON and
OFF

Application Behavior Analysis - Shortcut to the Advanced Section of Security. 2 modes of operation ON
and OFF

8. Protection Strength

There are five levels of protection strength. Comodo Firewall determines the protection strength based on
the ON or OFF attributes for each of the sections in the Security Monitoring section above.

The five levels are Excellent - Good - Fair - Poor - Bad. The default settings of Application Monitor (ON),
Component Monitor (Learn Mode), Network Monitor (ON) and Application Behaviour Analysis (ON) produce
a default Protection Strength of 'Excellent’

9. Updater

The Comodo Firewall Updater will download Manual or Automatic updates only if your computer is
connected to the Internet. If Internet connection is unavailable, the updating process will not start.

There are two types of Updater. These are: Automatic Updater | Manual Updater.
Automatic Updater

The 'Automatic updater' module checks for update availability once a day. As it is checking it shows a
flashing icon in system tray as shown below:
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-

[y, PP

Comodo Personal Firewall updater checking for updates. .. i
8 como... | T untitie... | |« FAIE Aavg o) MR 12:23 M

If updates are available the message box is displayed otherwise not and it checks again next day. To
download the updates click Yes else No. If you click No the updates would not take place.

Comodo Personal Firewall installing updates. .. 8%

.::';_' I::|:|r|'||:||j|:| Per... | ;_‘-;:.I J E I.F' -E v 1:09 PM

After updates are installed, a pop-up emerges from the system tray as shown below

y CO'M-0-D0 | Personal Firewall

COMODO Personal Firewall
has heen updated
successiully

ST oY BV Lo

After the installation process is completed you will need to re-start your computer for the changes to take
effect.

Click 'Yes' to re-start immediately or 'No' to re-start at a later time.

Comodo Firewall Automatic Updater %]

P Comodo Firewall requires system to be re-started For update to take affect. Do vou want to re-skatt the
‘-\/ syakEm nowy

Yes Mo |

Manual Updater

Manual updates can be downloaded and installed at any time by clicking the 'Updater’ button in the top right
hand corner of the firewall interface:

If updates are available, the following screen appears.
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q_;, Comodo Personal Firewall Automatic Updater

[\; C-0'M-0'D'0 | Personal Firewall

IUpdater uses Internet Explorer's Internet connection
settings to deliver vour updates

': ]

To intiate the update process click on the Start button. If you want to initiate the updates later, click on the

Abort button to leave the Updater wizard.

If the software finds any new updates it will start installing.

Once the installation of updates is finished, the message Updates have been installed will appear on the

screen.
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‘% Comodo Personal Firewall Automatic Updater

. C-0'M-0-'D'0 | Personal Firewall

Updates have been installed.

C-O-M-C
=1 Cc.0'M-0D0 | Firewall

The Firewall has [

on Yalidity:: Exg Updates have been installed.

pe: Expired. Tt
p—— | R
u wall Automatic Updater

L b Comodo Firewall requires syskem to be re-started for update to kake affect, Do you want to re-start the
-/ Sy sEEM Mo

111
e Mo I

or

cation Behavic

s S N f2s

Hardware
our current secu L :Realtek RTL
lock all _E$51 — e —JL  : 192.165.20
our computer's security level is set to Custom, !

ustormn This means all restrictions set by you are applied. i S R

Type : Ethernet Ad

Click Yes to reboot the system now or No to reboot at a later time.
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Comodo Firewall records information about all application and network connections, actions that the firewall
has taken, and any alerts that have been triggered. The Activity section includes details about active
Connections and the Logs section includes customized information about triggered Security alerts.

"‘_‘ C'0‘M-0:D0 | Personal Flrewall oo o
UPDATER HELP ABOUT
r Connections
[ Connections
Application &l Remote Port | Protocol | Traffic | Action |;
U Loags e casszexe  |127.0.0.1 1034 |uDP In |z |
& msrmsgree | T1om U In 2408
8 rsmmsar.exe 1114-1883  [TCPInfout  6.495KB
& msnmsor.exe 195,185 80-1122  |TCPInjout | 9.479KB
F b MSnIMSOr exe iListenmg '9 ] UDP In uD B
msnmsgrexe | 207.46.219.62 '.au - 1123 I TCb IHJOut 5589k
@ rrvu.exe [127.0.0.1 [10-1111 [TCPInjot 3B
@ rvuexe [127.0.0.1 [1110 |1cpm 08 [q
@ rvuexe [127.0.0.1 Tta-111 | TCP Injout 48
%8 Pocket_CHM.... |67.83.200.126 3550 P 1148
5] Skype. exe 24 4.145,95 - 222.93,145.165 |1065-64z61  |UDPInfOUE 15 613 MB
@ Skype exe 'L|sten|ng 80 TCI;‘ i-n . D B
@ Skype exe |L|sten|ng i443 ] -TCP In D B
B skpeene 12700 104z |UDP Injout | 481,254 kB
B speere 687919841 [1z-1783  [TcPinfout (1854kB | (GIEE|
@ Skype. exe ;L|sten|ng ?585?2 I TCP In D B , s
P svchost.exe | 167.206.245.10 |53- 1097 Tuoe In,l'Out a6z
-ﬁ-svchost exe  |167.206.245.9- 167.206.245.74  |53-1032  |UDPInjout  |302.646 KB
Please select an item to view its details
Figure: Firewall Activity
Connections

A list of active connections on the network and the connection parameters used in the Connections section
of Activity Report. Comodo Firewall records information about all application and network connections,
actions that the firewall has taken, and any alerts that have been triggered.

Select the Connections tab in the Activity Overview section to view the list of active connections on the
network and the connection parameters used by individual applications.
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% Comodo Personal Firewall

Custom
. Connections
[ Connections
Application &l Remote Port | Protocol | Traffic | Action |;
Zll Logs §ed casazexe  [127.0.001 1034 LDP In |28 |
& menmsar.eve | 207.46.2.95 [1114- 1883 [TcPInjont  |8.o5ekE
& rermsgrexe  |65.54,195.185 lan-1122 [TcPImiont |9.479kB
3 MSMMSgr, e :Li-stening 9 UDP In D B
B rsomsgrexe | 207.46.219.62 \80-1123  |TCPInjout  |B.589KB
& msnmsarexe 1270001 B 2408
[ [1z7.0.0.1 T11t0-1111 [TcPInjowe 200E
@) rvu.exe [127.0.0.1 l1110-1111  |TCPInjOUE 2108
P packst_CHM. ... |67.83.200,126 a0 |uoeIn [1148
a E;kype.exe -Listening .SD - -TCP In .D B
B skypeexe | Listening 443 TcPIn loE
B cskpeexe 127001 [14z luoPnjowe |1.ozame
Bl skvpeexs  |68.79.195.41 l1112-1783  |TCPInjOUE  |@.029 KB
B skvpeee |Listering leas7z [tePmm los
B skypeene |24.4.145.95-222.93,145.165 | 106564261 | UDPIRfOut | 33.955 MB
[ svchastexe | 167.206.245.9- 167.206,245.74  |53-1032  |UDPIn/OUt | 302,646 KB
[ svchost.exe | 167.206.245.9- 167.206.245.74  |53-1039  |UDPInfot | 14,176 KB
[ svchost.exe | 167.206.245.10 lsa-1007 |uDPIjour  3ezE
Description : Skype iz a software that uses P2P (peer-to-peer) technology -
to connect to other Skype users, It does not allow to share files but to talk
and chat with other Skype users, It Works with all firewall, NAT and routers
and all calls are encrypted “end-to-end” in order to safeguard your privacy. -

Figure: List of Active Connections

Columns Description:

« The First Column (Applications) represents each application's icon and name (description) — if the
application has no icon, the default system icon for executable files will be used; if no description
(name) is available, the name of the file without the extension will be displayed.

« The Second Column (Addresses) represents IP Address of the application. In case the application
is waiting for communication and the port is open, it is described as ‘Listening’.

«  The Third Column (Services) represents the ports used by the individual applications.

«  The Fourth Column (Protocol) represents the Protocols, usually TCP, UDP or Both, used by the
applications.

« The Fifth Column (Traffic) represents the Total extent of incoming (/n) and outgoing (Out) data
within the particular connection in Bytes.

«  The Sixth Column (Action) enables the user to close down the specific connection.
Details

You can view additional information about individual applications by selecting an application in column 1. The
Details panel at the foot of the interface displays in depth information about the particular application. In the
example above, you can view Application information like Application name ( c:\Program
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Files\Skype\Skype.exe) , Company, Description (a concise description of the progam polled from the
application database) Version and Security Risk ( SAFE).

Logs

You can view information about the type of security alerts, the threat level and the communication that
triggered this alert by clicking on the Logs tab in the Activity main screen.

% Comodo Personal Firewall I o ] |

{Z) CoOMO0DO | Personal Firewall & ) s _]
ABOUT
Custom
Logs
i Connections

| Max Log Size SME - - |
a= Logs Sewverity Reporter | Description | Date|Time |

@ High | Application Behavior A. .. | Suspicious Behaviour (CavalD,exe) 113:49:12 21-03-2006

@'High ;.E'.pplicatinn Behavior &.., ;Suspicinus Behaviour {CavalD exe) . 13:49:07 21-03-2008

@rish | Application Behavior A.., |Suspicious Behaviolr (v, exe) [13:37:43 21-03-2006

@ High | application Monitor | Suspicious Behaviour (Packet_CHI, exe) [13:36:43 21-03-2006
@ Hiéh iﬁﬁﬁ.lication Behavior A.., iSusp-icinus Eehavwiour (&pfupdat.exe) 13:36:11 21-03-2006 -
@ Hich | Application Behavior A... |Suspicious Behaviour (Packet_CHM, exe) |13:35:37 21-03-z006 |
-@; Higi‘l. ;.E'.ppl-in;atinn Bel-'n;avic-r A Suspicious B;e-haviour (.Firelénx.exeil T13:34:3EI 21-03-2008 i
.G'Hiah E.E\|':'|'|:'|Iicatinn Behaviar A.., Susp]icious Behaviour. imsnmsgr.e:&é) "13:34:2? 21-03-2006 j

@ H|gh ;I.C;ﬁpllic.a.t.i::nnué.éI.'uav'iu.:ur A .;gusp'i::i'nus 'B'e.hav.i.ouF Esallmangr.exe") 133424 éll-.Dé-.ZlleE;

@ High | Application Behavior &.., [13:34:24 21-03-2008
@Hngh :ﬁapliégt.i.l.:;n. éeh;\-fiﬁr“;ﬂ;::..miSuspicinus-Behaviour {sqlmangr, exe) 24 31032006 |
@Hnih P.ppllcatmn éehavi;:.-r..ﬁ-... 5gﬁsﬁi-ﬁinus-Eiehav-iéur_(msnmsgr.exej -:1.3:34:2-4”2_1—0.3—_26!]-6. 1
‘D Hiljh E.E';i:'ui:'ulicatinn Behavior &... iSusp-uicinus Behaviour (l:nsnms.ljr.exe'). 13:34:23 21-03-2006 .

Please select an item to view its details

Figure: Alerts Reports

Max Log Size

Comodo stores the events reported by the firewall engine in the log. You can view the details of the alerts
triggered by the possible attacks on your computer. The events are reported and stored in HTML format.
You can reduce the maximum size of the log file from 5 MB , 10, MB, 15 MB, 25 MB , 50 MB and 100 MB by
selecting the File size from the Maximum Log size Drop down menu.

Columns Description:

1. The First Column (Severity) represents the threat level of an attack: High, Medium and Low. High
severity alerts are very serious security risks like DOS and Port Scan attacks and the CPF goes into
emergency to temporarily blocks incoming traffic. Medium and Low severity alerts are not so serious
and are caused by Network Control rules.

2. The Second Column (Reporter) represents the subsystems like Application Control engine or
Network Control Engine which generated the attack reports.

3. The Third Column (Description) represents the nature of attack , for example , attack types could be
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Policy Violation caused by a Control Rule , DOS ( Denial Of Service) attack or TCP/UDP Port Scan .
4. The Fourth Column (Date & Time) represents the date and time when the alerts were triggered.
Context Sensitive Menu

Right clicking on the alert list reveals a context sensitive menu containing further log options.

@ High .Application Behavior &nalysis SIS

@ High ..ﬁ.ppli Shows Logs For » .SLISDiCi-.
@ High Appli Log Events From  # Suspicis
@ High Appli Expart HTHML. .. | Suspicic
& High appli Clear &l Logs Suspicis
@ High Application Behavior Analvsis SuUspicis

Show Logs For - The user can choose to view logs of all alerts from Today, Last 7 days or Last 30
days. The default is to show today's alerts only.

Log Events From - There are four separate components of Comodo Firewall that have the potential
to populate the 'Log' area with the alerts they generate. This entry lets the user change which events
are recorded in the logs according to the component that generated them. By default, alerts generated
by all four components are recorded. Comodo advise users to leave this setting at the default.

Export HTML.... - Users can export a more detailed HTML copy of the logs to local or network drives.
This is very useful for records and troubleshooting purposes. Click the 'Export HTML..." entry, choose
a filename and destination and click 'Save'

Clear All Logs - Empties the current view.

Types of Alerts

There are three types of alerts based on their severity levels: High, Medium and Low.

High, Medium and Low Severity Alerts:

High Severity Alerts are represented by a Red icon@. High Severity alerts are generated by DOS ( Denial
of Service) attacks, Port Scan, Trojan Probe attacks and when application monitor detects a 'leak’.

When a high severity alert is detected , the firewall goes into emergency mode. The firewall will stay in
emergency mode for the duration set by the user. This duration, set by default to 120 seconds, can be
configured in the Intrusion Detection tab in 'Advanced Configuration. Whilst in emergency mode, all inbound
traffic is blocked except those previously established and active connections. However, all outbound traffic is
still allowed.

Medium severity alerts are represented by an Orange icon Pt

Low severity alerts are represented by a Green icon @,
Medium and Low severity alerts are caused by violation of network control rules.
Alert Description:

You can view details about a generated alert by selecting it and clicking on the Description tab . You will get
information about the nature of attack, Source IP, Destination IP and cause which triggered the alert.
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Alert

When Comodo Firewall intercepts any unknown program or a program not matching the set rules, you will be
prompted by the generation of a Alert window.

w C-0‘M-0-D-0 | personal Firewall

Internet Explorer is trving to connect to the Internet. ‘what
would vou like ta da’?

Details
Application @& IEXPLORE.EXE
Remote IP: B4.233.161.93 Port : http(20] - TCP

(Z]] More Details...

Security Considerations

”J IEXPLORE .EXE iz a safe application.

W Femember ry answer for this application 2 of 2 @ @

The Alert includes information like name of Application which triggered the alert, the Parent Application,
the Protocol used by the Application, its IP address and its Port Number.

The top right corner of the pop up also shows the Security Alert Severity Level. The colour assignations
correspond to those outlined above in High, Medium and Low Severity Alerts.

For example, pop window shown above indicates a green severity security level:

—
—

Security Alert

This is because Internet Explorer is considered a safe application. Quickly glancing at the alert level indicator
provides a quick way to determine whether an application or activity should concern the user.

Details
Contains:
« The application name
- The IP address of the site it is attempting to connect to

« The port it is using to make the connection
- The protocol it is using to facilitate the connect

Security Considerations

This area provides a consise, at a glance summary of the security risk involved with allowing this application
to access the internet.

Choose options

Once you understand the risk, you can respond in the following ways :
Remember my answer for this application: check this box to instruct the Firewall not to generate an alert
again if the parameters of the application are the same.

Allow - allows the current instance of the application to access the internet according to the declinated
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parameters.

Deny - Blocks the application from accessing the internet

1]

If you are unsure about the application, you can view more information about the application by clicking the
@ icon at the top of any alert:

More Details

(.;" c-ﬂ-mulb»ﬁ 'Persnna'l Firewall

b

i Application 7 Parent &pplication

Path i C:AProgram Fileghnternet Explorer|EXPLORE .EXE
Version * B.00.2900.2180
Company * Microzoft Corporation

Security i SAFE

Description @ iexplore.exe is the main executable for Microsaft Internet
Explarer. This Microgoft Windows application allows pou to surf
the web, and local intranets.

Figure: More Details About The Application

Selecting the 'Parent Application' radio button enables the user to view information about the application that
originally caused the child application to try to access the internet. In this case, Explorer.exe commanded
Internet Explorer.exe to access the internet. 'Explorer.exe’ is therefore the parent application to 'Internet
Explorer.exe'.

{;-I C-0M-0'D'0 | Personal Firewall

i Application ™ Parent Application

Path : CANWINDDWShexplorer exe

Version ¢ B.00.2300.2180

Company : Microzoft Corporation |
Security 1 SAFE

Description  : explorer.exe iz the Windows Program Manager or Windows

Explarer. It manages the Windows Graphical Shel including
the Start menu, tazkbar, dezktop, and File kManager. By
removing this process the graphical ip_ter_fac?_ for Windows ;I
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Firewall security is accessed by selecting the 'Security' tab of the main interface:

lf";_—| Y RAA. O . =
W C:0:‘M-0:D 0 | Personal Firewall

You can configure the security settings of Comodo Firewall at different levels. The Tasks feature allows you
to create rules for applications and network connections through a series of shortcuts . The Application
Monitor feature allows you to either add/ modify or filter Application filtering rules. The Network

Monitor feature allows you to view configure your network control rules. The Advanced Configuration allows
the user to configure the security settings at an advanced level.

omodo Firewall

Custom

Tasks

@ Tasks

_* Application e Define a new Trusted Application = Define a new Banned Application

i‘@ Monitor Select an application for which you Select an application for which you do
would like to grant full Internet access not want to grant any Internet access

Component rights. rights.

& | Monitor
) AddfRemove /Modify a Zone 4 Check for Updates

[m Network A network can be reprezentad az a Make zure yvou have the latast

= |='] Monitor zone to which an access can be versions of Comodo Firewall and the
granted or denied by specifying it in zafe application database.
filtering rules, This secion lets you

+ Ruvancesd rmanage the netwark zones,

Send files to COMODDO for analysis Meed Help?
Suspicious about a file? ¥ou can send Meed Help? Find the answers to your
it to Comodo Research Lab, for further questions at COMODO farums, COur

analysis, developers regularly post and we'd
lave to hear from vou,

Define a new Trusted Network :_fa} Scan for known applications
This wizard will help you to define the Searches your PC for a wide range of
netwaork zone fromfto which all network popular applications such as Internet
traffic will be allowed, Explorer, Skype or MSN Messenger

and allows you to autornatically create
the Internet access rules for ther,

Figure: Firewall Security
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Tasks

The Tasks section allows you to create rules for applications and network connections through a series of
shortcuts and wizards. The section contains two main areas, Tasks and Wizards.

{f Comodo Firewall

@ Tasks
E%

Application
Monitor

Component
Monitor

MNetwork
Monitor

= Advanced

Tasks

1C-:0-M-0-D-O | Firewall

=101 x|

UPDATER

e .
HELF  ABOUT

Custom

€

Define a new Trusted Application

Select an application for which you
would like to grant full Internet access
rights.

AddfRemove fModify a Zone

A network can be represented as a
zone to which an access can be
granted or denied by specifying it in
filtering rules, Thiz sedion lets you
rmanage the network zanes,

Send files to COMODO for analysis
Suspicious about a file? You can send
itta Comodo Research Lab, for further
analysis,

o

4

Define a new Banned Application
Select an application for which you de

not want to grant any Internet access
rights.

Check for Updates

Make sure vou have the latest
versions of Camodo Firewall and the
zafe application databasze,

Meed Help?

Meed Help? Find the answers to vour
questions at COMODO farums, COur
developers regularly post and we'd
lave to hear from vou,

Define a new Trusted Network
Thiz wizard will help you to define the

netwark zone fromdto which all netwark

traffic will be allowed,

Scan for known applications

Searches your PC for a wide range of
popular applications such as Internet
Explorer, Skype or MSN Messenger
and allows vou to autornatically create
the Internet access rules far them.

Figure: Create Rules

Tasks

» Define a New Trusted Application

» Define a New Banned Application
» Add / Remove / Modify a Zone
» Send files to COMODO for analysis

» Need Help

» Check for Updates
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Wizards
» Define a new Trusted Network
» Scan For Known Applications

Define a New Allowed/ Trusted Application

This shortcut represents a convenient way to create an automatic allow rule by configuring the level of "trust"
that individual applications have. Comodo Firewall allows you to prepare a list of trusted/ allowed
applications and configure their access rights to networks and the internet.

1. Click on Add a New Allowed / Trusted Application link.

2. A dialogue box will appear asking you the select the application to be allowed.

Trusted Application il

{& CO'M-0D0|Firewall

- Specify Application

I il' Towse. i

[T Specify the Parent Application

| “Browse... |

Figure: Select Application to be allowed

3. Click browse to locate the application on your local or network drive.

- Specify Application

IE:'\DDcuments and SettingshyusearahDeskiophcloo W

- I Specify the Parent &pplication

I i Browse. |i

Figure: Application to be allowed selected
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4. The selected application appears along with its location in file system path .

5. You are given the option to specify an application’s parent as well. Check the box and browse to locate the
Parent Application. The Firewall will automatically learn it even if it is not specified.

Comodo Firewall verifies the integrity of the application trying to communicate. If this is modified - you are
informed. By tracing an application's parent process the firewall knows if another application is trying to
spawn an already trusted application and thus deny access to the network even for that trusted application.
This system provides the very highest protection against trojans and malware that try to use trusted software
such as Internet Explorer to sneakily access the internet.

6. Click OK to finalize the settings. An entry about the Trusted/Allowed Application will appear in the list of
Application Control Rules viewable in the Application Monitor section. The Rule takes effect immediately and
the application is classified as Trusted/ Allowed so that inbound and outbound connections are permitted.
When an application seeks internet access, Comodo Firewall first checks whether it recognizes the
application as trusted/ allowed or banned. If the application is recognized as trusted/ allowed, Comodo
Firewall automatically allows it access to the Internet.

7. Click Help to view the Help page for how to add a new allowed application.

Define a New Banned Application

If you do not recognize a program then we would recommend that you block it from accessing the internet. If
you later identify the application or realize that a program has stopped working because of this action, you
can change its settings in the Application Control Rules list.

This shortcut represents a convenient way to create an automatic 'block’ rule for an application and to fine-
tune its access rights to networks and the internet.

1.Click on Define a New Banned Application link in the Tasks section.

2. A dialogue box will appear asking you the select the application to be banned.

Banned Application .

% COMOoDO [ Firewall’

~ Specify Application

[ Specify the Parent Application

Figure: Select Application to be banned
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3. Click 'Browse' to locate the application on your computer.

Banned Application

% C'O'M0D0|Firewall

r Specify Application

|I::"-.F'r|:|gram Filez 7 ahool\Mezzengeriypager. exe M .

[ Specify the Parent &pplication -

| |

———— )

Figure: Application to be banned selected
4. The selected application appears along with its location in file system path .

5. You are given the option to specify an application’s parent as well. Check the box and browse to locate the
Parent Application. The Firewall will automatically learn it even if it is not specified.

Comodo Firewall verifies the integrity of the application trying to communicate. If this is modified - you are
informed.

6. Click OK to finalize the settings. An entry about the Banned Application will appear in the list of Application
Control Rules. The Rule takes effect immediately and the application is classified as Banned so that inbound
and out bound connections are disallowed. When an application seeks Internet access, Comodo Firewall
first checks whether it recognizes the application as trusted or banned. If the application is recognized as
banned, Comodo Firewall automatically disallows it access to the Internet.

7. If you do not want application to be banned, click cancel.

8. Click Help to view the Help page for how to add a new banned application.

Add/Remove/Modify a Zone

An individual machine or network can be represented as a zone to which access can be granted or denied in
Application Control Rules and Network rules. This section lets you Add/Edit/Remove Zones.

Comodo Firewall allows users to add/edit/remove zone through “Modify Zone” dialog box

1. Click on Add/Remove/Modify a Zone in the Tasks section.

2. A dialogue box will appear asking you to add/edit/remove zone.
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Muodify Zone i

{& C'O'M0D0|Firewall "\

MDIS 5.0 driver

Figure: Modify Zone

Click the “Add...” button to define a new zone:

Z0ne name:

Start Hange: I M &= 0 e 0 =

End Range:

Figure: Specify Zone

(1) Give the Zone a name , for example ‘Home'

(2) Enter the IP for the zone, starting from the Start IP to the End IP range for which you want
unrestricted access. The addresses you define here specify the IP(s) that traffic can be directed to
from the Internet.

(3) Click OK to create the new Zone rule.

(4) Repeat for any other zones which you want to add.
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If you want to edit any zone for Name/Start IP/ End IP, You can select it from the list and click on "Edit..."
button and again just like "Add" you can modify each field of it.

Specify Zone

& CO'M:0D0| Firewall

Zone hame: INIE-F‘a:ketScheduler Minipor
Start Range: | 192 168 . 200 . O
End Range: | 192 . 168 . 200 . 250

— —TeE

Figure: Edit Zone
In case you want to remove a particular zone, you can select it from the list and click on “Remove” button.

Send files to Comodo for analysis

If there is no advice available for an application and/or parent and they are not in the Comodo Firewall safe
list, then you have the option to submit them to Comodo for analysis. Clicking the "Send files to COMODO
for analysis" link will automatically begin the file submission process.

After sending the file to us, our developers will determine whether or not it represents a threat to your
security. If it does we will take immediate action to nullify it.

The submit function is an important component of our coordinated strategy to combat emerging threats to
your security.

Users can access the submit feature in two ways.

The first is by clicking on 'Send files to COMODO for analysis in the main Common Tasks interface (shown
below)

Suspicious about a file? ¥ou can send
it to Comodo Research Lab. for further
anzlysis.

Ell Send files to COMODO for analysis

Secondly, users can send a file to us as soon as Comodo Firewall detects straight from an alert that is
generated. (see below). Simply click the link to go straight to the files submission process.
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‘M-0'D-0 | Firewall '5écufit;_l,r'.ﬂ|.ieﬁ'

Internet

Details

Remate
Parent

( hir)

would pou like to do’?

Application 48 iexplore exe

Security Consideration

E xplorer iz trying to connect to the Internet. “What

(i

[F:195.131.4.164 Port : kitp(20) - TCP

E tooleal
&5 Send to COMODA far @

C:A\Leaktesters\PCFlank_exe haz tried to use
iewplare.exe through OLE Automation, which can be
uzed to hijack other apphcations. PCFlank.exe might
be uzing iexplore.exe to connect to the Internet,

[ Remember my answer for thiz application

Figure: Instant submission via the alert

File Submission Process

Comodo Firewall allows users to send files for analysis which are not in the safe list through “Files

Submission” dialog box as below.
1. Click on "Send files to COMODO for analysis"

2. The 'Files Submission' dialog allows you to choose which files you wish to submit. Click 'Add' to manually
add suspicious files to the 'List of Files'. Similarly, to remove a file from the submission process, click the
'Remove’ button. You have the option to add an accompanying description to each file you submit.

..-ﬁ“‘-l L ¥ + L
{& COMOD

‘0 | Firewall

List of Files

File Hame

|File Path |

Description {(Optional)

Figure: Send files to COMODO
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Using “Add...” button you can add a file, which will bring up following dialog:

{;1 C-0-M-0-D0 | Firewall

List of Files
File Mame |File Path |
weather.brnp C\Program Files\¥ahoo!\Messenger! i, ..

Description {Cpkional)

E-Mail ID {Optional)

Figure: Send files to COMODO - Add

In case you want to remove a particular file, you can select it from the list and click on “Remove” button and if
you want to remove all the files in the list Click on "Remove All" button.

Click 'Submit' to send the files to Comodo.

Need Help?
Comodo Forums

The fastest way to get further assistance on Comodo Firewall is by joining Comodo Forums, a message
board exclusively created for our users to discuss anything related to our products. Register free at

http://forums.comodo.com .

You'll benefit from the expert contributions of developers and fellow users alike and we'd love to hear your
thoughts and suggestions.

Users can also access the forums by clicking "Need Help?" in the "Tasks' main screen.
Online Knowledge Base

We also have an online knowledge base and support ticketing system at http://support.comodo.com .
Registration is free.

Check for Updates?

To download the updates manually,Click on the Updater icon at the top right hand corner of the application:

To know more see Manual Updater and Automatic Updater.
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Wizards

If you use specific services that require Internet or network access on a regular basis, you may want to
adjust access settings for these services or machines. You can configure security settings for each
application on your computer by setting certain restrictions on which IP addresses and ports an application
can utilize.

Define a new Trusted Network ? Scan for known applications
= /{4_)

This wizard will help you to define the Searches your PC for @ wide range of

network zene frem/te which all network popular applications such as Internet

traffic will be allowsd. Explorer. Skype or MSH Messenger
and allows you to automatically create
the Internet access rules for them.

Comodo Firewall can scan your computer for applications which seek Internet-access and create access
rules for them. When the scan is complete, you can use the results to determine which programs should
have access to the Internet and, if desired, adjust their access rules. Comodo Firewall has the following
wizards:

» Define a new Trusted Application

» Scan For Known Applications

Define a new Trusted Network
The Trusted Network Zone Wizard

Computers or Web sites in the Trusted Zone have full access to your computer. The trusted zone is for
machines you trust - filesharing is allowed, and by default no stealthing is done. The Trusted zone includes
the computer under protection and usually the local network and allows any network operations. These
network operations are expected safe because the zone is trusted. There are still some restrictions though,
to prevent fragmented packets or denial of service type attacks and port scanning.

You can specify the addresses of trusted machines and websites either by name or by IP address.

Trusted Network Zone Wizard il x|

Welcome to the Hew "Trusted Hetwork Zone™ wizard. !

Thiz wizard will help you to create a new husted netwark zone.

Once you are finished with this wizard, your computer will be fully accesible to the
computers in thiz zane while still remaining zafe against the attacks such az DaS or port
FCANNInD.

Y'ou may need to create a husted zone ;

- if thiz iz an internet connection sharing [IC5] host,
- to share your files with the other computers in that zone,
- to allow all network activities to and from that zone.

Pleaze note that pou do not need ta create such a zone to access nebwork resources
an the ather computers such az shared filez or a shared internet connection.

< Baclk I [ et » I Eimizh
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To begin adding a trusted zone, click 'Next'.

Firewall Configuration Wizard - Zone 1 of 1

name it before going on to the next step.

The wizard has detected the following new network zone. Pleaze

Broadcom 440x 10100 Integrated Controller - Packet Scheduler Miniport

—Zone

Mame : IEHn:uau:In:u:um 440 10700 Integrated Controller -

Starting IP : I EF .8 . 0 . 0

Ending IP : | 7 . 85 . 7 . 255

< Back I [ et > I

Firish

The wizard auto-detects any new network zones and displays the range of IP addresses to be contained

within the trusted zone. This will usually represent your computer and other machines on your local network.

Click next to continue:

Trusted Metwork Zone Wizard -

X

Pleaze zelect the "Zone" you wizh to trust and press "Mext" button. : !

Fleaze zelect a Zone from the lizt below and press "Hext'’ buttan.

67.85.0.0 - 67.85.7.255

< Back

West »

Firigh

You are now required to selected the network zone you wish to 'Trust'. Select the network zone from the
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drop down list and click 'Next'. At the ensuing confirmation dialog, please take a moment to review your
settings and click 'Finish'. If you wish to alter settings at any time, press 'Back'.

Scan for Known Applications
The Scan for Known Applications Wizard

The 'Scan for Known Applications' wizard is used to create automatic rules for a wide range of popular
applications, including Internet Explorer, Skype, FireFox, MSN Messenger. It also creates automatic rules for
critical system processes such as svchost.exe.

Using the 'Scan for known applications' wizard instructs Comodo Firewall to audit the applications currently
installed on your computer.

The wizard will search your system for applications it recognizes and will then ask you if you want to grant
the permissions it needs to operate.

Firewall Configuration Wizard - Application Analysis |

Comodo Firewall is now scanning your computer for known o
applications. f_)

Thiz may take a few minutes depending on currently inztalled applications on
wour computer.

Y'ou can press "Skip' button anvtime to cancel the operation.

C:5Program Files&dobesPhotozhop CS54Help

< Back et I Finizh I

Firewall Configuration Wizard - Application Analysis x|

Comodo Firewall iz now scanning your computer for known o
applications. f)

Thiz may take a few minutes depending on currently installed applications on
Your camputer.

You can press "Skip'! button anytime to cancel the operation,

The wizard has finished scanning your computer. Click "Finish' to exit the -
hidle

< Hack (= I Finizh I
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Application Monitor

Using Comodo Firewall, you can protect your system, beginning with the individual applications that you
have running on your system. Using Application Control rules, you can set the permission status of an
application.

Application filtering rules can be added/modified/deleted through Application Control Rule attributes.

Application Control Rules

Click on the 'Security tab' then the Application Monitor tab in the main firewall interface. The interface will
then display a list of applications alongside various, user configurable attributes.

% Comodo Firewall

C-0‘M-0-D-0O | Firewall -

E *
UPDATER = HELF  ABOUT

~

o

SECURITY Custom

ﬁ Tasks

Application Control Rules

& Turn On " Turn Off b add ) Edit T Remove |
2 Application
Q} Monitor Application | Destination | Port | Protocol | Permission |
@ cpfupdat.exe [Any] i [Any] ETCP,'UDP Cut I @ Allowe |
B ronwor || [@feforoe [ ] iR (@ Alow
U firefox.exe [Any] | [Any] ETCP,‘UDP Cut : @ ow
5]  Network &’3 msnNmsgr. exe EAT\-] i_[.?xn~;] E]?Pﬁ_IDP Cut _@ Allow
EE Monitor W MU, ExE [Any] i [_AF*;] . 'EP,'-LIDP In [ @ Allowe
: @ nvu.exe [Any] | Tany] [TcPoPOLt | @ Allow
24 Advanced F Packet_CHM.ex= | [Any] Tram E ¢
T Pocket_CHM.exe | [Any] Tlam |TcP/DP out
Dskypeexe | [Any] Tam] [tcpiopout | @ Allow
-@ YaﬁlooMesseng. 3 .-. -[-A|:|\-w-]- i[_.&m:]-' E'-I'CF;L.IDP In I@ Allow
& vahootesseng... | [any] I [TceuDP out | @ Allow
ﬂ yupdater.exe _[Rj !_[..Cm‘.f] EFLIDP Cut , @F\"DN

Security Risk : SAFE Invisibla : allow
Connections : Unlimited Version : 1.3.0.6
Path : C:'\Program Files\Mozilla Firefox\firefox.exe =
Parent Path : C:\Frogram Files\Yahoo!\Messenger\YahooMessenger.exe

Description : Mozilla Firefox is @ Web browser with Tabbed Browsing option. Firefox keeps

.|>

Figure: Application Control Rules

Column Description

1. The First Column (Application) represents each application’s icon and name (description) — if the
application has no icon, the default system icon for executable files will be used; if no description
(name) is available, the name of the file without the extension will be displayed.

The Second Column (Destination) represents the remote IP Address of the application.
The Third Column (Port) represents the Port Numbers of individual applications.

The Fourth Column (Protocol) represents the Protocol, usually TCP, UDP or Both, as well as
direction of communication as Incoming or Outgoing.

5. The Fifth Column (Permission) represents the action taken by the firewall like Allowed , Trusted ,
Disallowed etc..
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Selecting any of the applications in the first column also displays addition information in the 'Details' panel at
the foot of the screen. These are:

Secutity Risk - the file path of individual applications.

Connections - the state of connection of the application as established at the rate of number per minute.
Path - the file path of individual application on your hard drive

Parent path - the Parent application's location on your hard drive

Description - The name of the application. If the application is in the firewall database, you will see a brief
outline of the production functionality and main features

Invisible- Which action the firewall should take if this application attempts to make an invisible connection.
This feature is set in the Application Rules/Miscellaneous tab

Version- The specific version number of the application you have selected.

Add / Edit an Application Control Rule

You can add or modify or remove an application control rule by clicking on the Add/ Edit/ Remove buttons at
the top of the list:

:_=' Add ﬂ Edit ‘-i Remouwe {f—“ Move Up Ilﬂ'-:; Mowe Down

Alternatively, selecting any application and right clicking will display a context sensitive menu of the same
functionality:

kg# CLPCarfig.exe RANGE : 0.0.0.0 - 2= =22 27 - B5535 [TcPiUDP Out
kg CLPUpdater exe  |RANGE : 0.0,0.0 - 2° . o - G555 TCRIUDP Ouk
ﬁﬂ cpfupdat, exe _[.ﬁ.ny] Bt ] _TCF‘,I'UDF‘ Imul
ml:iw-\.l: nnnnnn - Inakl"C O 0O ] Pl ke | I Trndiimn Te

Add a New Application Control Rule

To create a new application control rule, click the 'Add' button at the top right corner of Application Monitor.
=add A E

2rotocol

A dialogue box will appear allowing you to configure the new application rule:
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Application Control Rule

& COM0DO|Firewall %

| Application f Parent Application

| IE:HF‘ngram Files'\b5H Meszengerimsnmsar. exe M

| 7 Skip parent " Learn the parent (+ Specify a parent

i ] C:wIMD O'WS Sexplarer. exe M
[

7 Allowe all activities for this application

— & Apply the following criteria

| General

| 3 \
I'|,Dr|251:inatir|:|nn IP | Destination Port | Miscellaneous | |

Action : Al -
Protocal TCRor UDFP -

Direction : Ot -

Figure: Add Application Rule

Select the Application

1.  Click 'Browse' to locate the new application on your computer's hard drive. In this case we have chosen
MSN Messenger.

2.  The selected application appears along with its location in file system path .

3. You are given the option to specify an application’s parent as well. Check the appropriate radio button
to browse to the Parent Application. The Firewall will automatically learn it even if it is not specified.

Comodo Firewall verifies the integrity of the application trying to communicate. If this is modified - you are
informed. By tracing an application's parent process the firewall knows if another application is trying to
spawn an already trusted application and thus deny access to the network even for that trusted application.

HELP

Click Help to view the Help page for how to add a new application control rule.

If you want specify the network to be allowed access you will have to provide details about Host IP Address,
Services Port and select the mode of Action, Direction & Protocol. This is done using the four tabs at the foot
of the Application Control Window.

'General' tab

General 2

-
<
11Dr|zsl:ina|ti|:m P III| Destination Port | Miscellaneous

Action Al v]
Protocal TCF or UDF 71

Direction Out -
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This area allows you to specify general attibutes concerning an applications rule. From here you can instruct
the Firewall on whether to allow an application to connect, using which protocol and in which direction
information is permitted to move.

Action
Select the action you want Comodo Firewall to take when the rule is matched. Select from Allow, Deny or
Ask as the action you wish the Firewall to take.

Protocol

All information sent over the Internet is communicated using a protocol called TCP/IP. Because all of the
computers on the Internet understand this protocol, each one can communicate with every other computer
on the Internet. TCP and IP are separate parts of this protocol.

Now you should select the protocol as TCP (Transmission Control Protocol), UDP (User Datagram Protocol),
or Both (TCP/ UDP) used by the application(s).TCP is the standard for file transfers, as it has built-in error
handling. UDP is faster than TCP, but doesn’t provide error handling. It's normally used for streaming data,
such as video feeds and on-line games, where loss of data is of less importance.

Direction
Then select the direction of connection whether it is made by a remote computer (In), by you (Out), or if it
has been established by Both.

'Destination IP' tab

Destination IP \
General Rslianan | Destination Port | Miscellaneous |

-
[+ Ay
" Single IP
(" IP Range
" IP Mazk
" Zone
" Hozt Mame

When you're connected to a network, for example the Internet, your computer, as any other computer, is
assigned a unique identification. This is called an IP address. It consists of 4 groups of numbers, ranging
from 0 to 255, separated by a dot.

Example: 192.168.200.113

Specify the hosts IP addresses from which you will allow or deny connections. You can select the IP
Addresses number(s) from the list.

Select the IP address:

1. You can choose any IP Address by selecting Any .This menu defaults to the IP range of 0.0.0.0-
255.255.255.255 to allow connection from all IP addresses.

2. You can choose a Single IP address by selecting Single and entering the IP address in the IP address text
box, for ex, 192.168.200.113.

3. You can choose an IP Range by selecting IP Range for example the range in your private network and
entering the IP addresses in the Start Range and End Range text boxes.

4. You can choose IP address / mask by selecting IP Mask. IP networks can be divided into smaller networks
called subnetworks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
network. Enter the IP address and Mask of the network.

5. You can choose an entire zone by selecting Zone .This menu defaults to the zone first defined during
installation. But you can also define your own zone by first creating a Zone through the Add a Zone shortcut.
6. You can choose to give a name by selecting Host Name which denotes your IP address.
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Exclude (i.e. NOT the choice below)

The opposite of what you specify is applicable.

So if you Check the Exclude box in, say, the 'Destination IP' tab and enter values for the IP range, those
values will be not be applicable and values other than those specified become applicable. If you have chosen
to exclude a certain range of IP addresses, you will have to create a seperate 'Application Rule' for the range
of IP addresses that you DO want to use.

The exclude feature is limited to the subject tab and does not affect any other parameters you choose within
the specific rule - so you can have one Application rule that 'Excludes' certain IP addresses whilst 'Including’
certain Ports.

'Destination Port' tab

Destination Port .l, i ™
i Miscellaneous |

‘ General .'l, Destination IP

=
(% Ay
(" A zingle port
" A port range
(" A zet of ports [comma seperated e.g 80,443)

Figure: Define Port

A Port Number is used to decide which service you are about to use, for example , Web browsing HTTP has
a port number of 80.

You must enter which ports are used by the application(s), by selecting the port number(s) from the list.
Define Port Types:

1. You can choose any port number by selecting Any - set by default , 0- 65535.

2. You can choose a Single Port number by selecting Single Port and selecting the single port numbers from
the list.

3. You can choose a Port Range by selecting Port Range and selecting the port numbers from the From
and To list.

4. You can choose a set of ports seperated by commas eg 80;443)

'Miscellaneous' tab

5 S i = \
General | Destinaton IP | Destinaton Port IaEaTAnRRLS

I Allow invizgible connection attemphs
I Skip advanced security checks

I Limit number of connections

Allow invisible connection attempts
Checking this box means the application is trusted to make invisible connections to the internet and will not
generate an alert.

Skip advanced security checks

This option is for applications which user allows but still for some reasons they fail to connect. eg. AVG
e-mail scanner.

Limit number of connections

This controls the amount of connections per minute that an application can create. If you select this feature,
then the menu defaults to a limit of 10 connections per minute.
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Component Monitor

A component, when loaded into application’s memory, acts as a part of that application hence having the

same network access rights as the application itself.

Comodo Firewall now validates all the components of an application before granting the Internet access.

These components may be dynamic link libraries or ActiveX components that an application is using.
Component Control Rules can be added, removed and applied via the Component Monitor.

Component Control Rules

Click on the 'Security tab' then the Component Monitor button. The interface will then display a list of
Components alongside various user configurable attributes.

Tasks

3. Application
“:-‘B Monitor

EE  Component
Monitor

j'fij Network
%] Monitor

Advanced

{';:.Eomodn Personal Firewall

Component Control Rules

{T ] C.0'M-0-D0 | Personal Firewall

UPDATER = HELF  ABOUT

Custom

| " Turn On " Turn Off {* Learn Mode '-J,}' Add T Remove ) Apply < Refresh |
Component | Version | Company | Description | Perrmission | -

Lﬂ activeds.dl |5.00.2195.6601 ;Microsoft Corporation |ADs Router Layer DLL {:__\ Allc C Block

:‘g adsldpe.dil 5 00.2195.6993 |Micrasaft Carporation |ADs LDAP Provider C DLL P Alow {_\ Black

L‘Q ADYAPTIZ,DLL 5 00,2195, 7038 ’Mlcrosoft Carporation :Advanced Windows 32 Base API C Allaw O Block. |

¢ BROWSELLOLL |6.00.2800.1522
%] casadb.di [Lo, 1,1
2] casCrnp.dl 1, 0 1 1
8 casaULdl '1 01,1
[ castogs.al [L0,1,1
18 Castop.dl [Lo,11
18] cassec.dl Lot
] cassyne.d [1,0,1,1
&) casutisdl |1,0,1,1
%] cbcatq.di '03 00.00.3511
* cometizz.di |5.50.4916.400

|5.00.3700.6693
[5.131.2195.6926 |

|4 compLazz oL
(%] cryeaz.olL

Lﬂj cryatdl.di |5.00.2195.6607 |
_"l cscdl.dil 1 5' 00.2195.671%
;,_1‘ cscul dII 5 DD 2195 6?05
Lj ] dbghelp.di s 2.0013.1

Company : Microsoft Corporation
Description : clbcatq, dil

UFt Corporatlon

|comon.o.
|C.oM0.D.0.
|comon.o.

[c.omoD.0.

[c.omoD.0.
|C.0M0.0.0.

[c.oMoD.0.

lc.om

Q.

:.I\.ﬂi.crosoi’-t"@rporafion

| Microsoft Corporatlon

Microsoft Corporation

Mlcrosoft Corporatlon

Mlcrosoft Carparation

| Microsoft Corparation

Microsoft Corporation

Microsoft Corporation

Path : C:\WINNTYsystern 32\ clbeatqg. dIl

[ shell Browser UI Libra
:Comodo AntlSpam Database Ut by D

Compressmn Utlllty DLL

| casaur o
CasLogs

Ernail Processmg Appllcatlon

.Compressmn [ Decryption Utlllty DLL

:Auto Synchronlzatlon DLL

Caslltils

| dbcata.di

Common Controls lerary
Common Dlalogs DLL

| crypta apraz

'Cryptography Manager
Offline Mebwork Agent
:Cllent Slde Cachlng UI

Wlndows Image Helper

Version : 03.00.00,3511

IowC Block

. AIIowC Block |

| (& Alow () Block. |

| (& Allows (7 Block. |

Allow (7 Block. |

' Allow (7 Block. |

. Allow{_‘ Block |
Allow C Block |

low C lack.

| low (:‘ Block |

(.? Allow C\ Elock

|G dllow () Black. |

) Allow () Block. |

|G tllow C Block

|G Allow () Block |

F Al C Black |

| F\"DWC Block J

Figure: Component Control Rules

Column Description

1.The First Column (Component) represents the component files

2.The Second Column (Version) represents the version of the components.

3.The Third Column (Company) represents the developer of the components.

4. The Fourth Column (Description) represents the description of the components.

5.The Fifth Column (Permission) represents the action to be taken by the firewall, whether to Allow or Block
access. Allow or Block are the two types of permissions:
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1.Allow means allow the internet access request of the application which has the component loaded
into its memory.

2.Block means block the application’s internet access request while it has the component loaded into
its memory.Permissions of a component affect the whole application i.e. according to selected
components existence, the whole application will be blocked or allowed access.

Selecting any of the component in the first column also displays additional information in the 'Details' panel
at the foot of the screen, where complete path of the component can be seen.

= Turn Off {" Learn Mode

You can activate/ deactivate Component Monitor by clicking Turn On/ Turn off buttons at the top of the list.
Component monitor 'On’

When Turn On is selected, the Component Monitor section of the Summary screen will dispay

‘@ Component Monitor
Figure: Green

This mode forces the firewall to check for the applications’ components in memory before granting them
internet access.

If any application tries to make a connection to the outside, the firewall audits all the loaded components and
checks each against the list of components already allowed or blocked. If a component is found to be
blocked, the entire application is denied internet access and an alert is generated. If the firewall detects
unknown components (those not listed in the firewall database) then the alert will contain a "Show
Libraries..." button. Click to review the components and decide whether or not to grant them access.

An alert similar to the following will appear when one or more components are found which are not listed.

S C'0'M-0'D-0 | Firewall %, Security Alert

'

Internet Explorer iz tving to connect to the Internet. ‘what
would you like to do’?

Details @
dpplication & iexplore. exe
Remate IP: BE.102.9.99 Part : hitp(30) - TCP

Security Considerations

There are unknown components in iexplore. exe that
require approval before proceeding with thiz request. Click
on "Show Libranies..." to view the details,

il Show Libraries... |

[T Remember my answer for thiz application 1 of 3 @ @

e B
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To check the components click Show Libraries, which will show list of components.

1"‘-" ) f sy« A3 . A ’
@ C'0O'M'0'D0 | Firewall Ty Alert

Internet Explorer iz tiving to connect to the Internet. 'w'hat
would pou like to do?

Details Gz

i

& C'O'MO'DO]| Firewall

Path | Description | Internet Access |
E Z:\Program Files\Adobe),. .. |.ﬁ.|:||:||:|e Acrobat IE Helper Yersion 7.0 For... |@ Al C Block. {: Ak |
[ cywINDowShsystemaz), |.ﬁ.dvanced Windows 32 Base 4P |@ Allow () Block () Ask. o

If any of the components loaded by application is set to be blocked, the application is not allowed to connect.
So in order for an application to connect out, all it's components must be allowed.

When you select Ask against a component, you will be prompted to Allow/ Deny access every time this
component appears in any application's memory

Component monitor 'Off'

When Turn Off is selected, the Component Monitor section of the Summary screen will dispay

@ Component Monitor

Deactivating the component monitor means the firewall does not check components loaded by an application
making a connection and therefore any rules set for it's components are ignored.

Component monitor ‘Learn Mode'

When you install Comodo Firewall the Component Montitor is set to 'Learn’ mode by default

.;@ Component Monitor

Whereas the number of internet

accessing applications will usually be relatively small, there is always a huge number of components loaded
within these applications. By enabling learn mode the firewall will be forced to learn and build the component
profile of the PC. Whenever an allowed application attempts to connect to the internet, Comodo Firewall will
add all the components it loads to the control rule list. By default, each of these components inherit the
applications 'Allow' status. Users have the option to change this status by selecting one the appropriate
Allow/Block/Ask radio button.

Add / Remove an Component Control Rule

You can add or remove an Component control rule by clicking on the Add/ Remove buttons at the top of the
list:
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== add

rﬁ-ﬂ' Remove

“J Apply

-.[':_?‘ Refresh

Add: Opens a new component dialog and lets you chose the component you want to add as a rule.

‘0O'M-0'D-O | Firewall

Component Control Rules

| " Turn On " Turn OFf

{* Learn Mode

=P add

r@' Remove

>

on

Loak in: I 3 Comodo
nt

| = ®=: e E-

21

Backup
COMMman

i-%aulk
LaunchPad

E5lesigil.di

Comodo Ankispan
Comodo Ankivirus

Comodo Firewall

Twpe: Application Extension

Size: 1,10 ME
hy Compute . .
ot s File narme: IESlglI.dII
Files af type: ILiI:urar_l,I Files [=.dll]

[+ Open as read-only

e
Cancel |
A

Open

After the rule is added, you can choose the permission to Allow or Block access.

Remove: Remove the selected components from the list

Custom

Component Control Rules

@ Turn On " Turn Off " Learn Mode .:\':'E. Add 'ﬁ' Remove ‘“4'? aApply > Refre:
ation
s Component Version Company Description Permission

activeds.dl 5.00.2195.6601 | Microsoft Corporation &0 Rouker Layer DLL (o Allows (0 Block
":_‘e"t- adsldpc. dl 5.00,2195.6993 | Microsoft Corporation ADs LDAP Provider € DLL (= &llow (" Block

ADYAPTIZ.DLL 5.00.2195,7035 | Microsoft Corporation Advanced Windows 32 Base APT (o Allows () Block
rk -@ appguard,dl A MO0 Comodo Personal Firewall LSP Inkerf. . G\ Allowy C: Block
b Eml £.00,9435 Micrasaft Carparation ATL Madule for windows NT (Unicade) G\ Allowy C Block

browser,dll 5.00.2195.6866 | Microsoft Carporation Computer Browser Service DLL G Allowy C Block,
ced ¥ BRoWSELLOLL £.00, 2500, 1622 | Microsoft Corparation Shell Browser LI Library @ Allow C Block

Casadh.dll T o0 MDD, omodo AntiSpam Database Utility DLL | (& Allow () Black

[ acrran Al ABE AT COMOnN rmrrecsinn | kR T fa Al 7 Rlork
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Select the component which you want to remove from the rules list and Click Remove.
Apply: Saves your settings after adding/removing components.

Refresh: When in learning mode, CPF continuously updates the component database which may not be
reflected to component monitor list until Refresh button is pressed.

Network Monitor
Click on the Network Monitor tab in the Security main screen.

Network filtering rules can be added/modified/deleted through Network Control Rule Attributes. Any rules
created using Add New Network Control Rule will be displayed in this list.

Comodo Firewall applies rules on a per packet basis and applies the first rule that matches that packet type
to be filtered. If there are a number of rules in the list relating to a packet type, the one nearer the top of the
list will be applied.

% Comodo Firewall

C'0‘M-0'D-O | Firewall <

Custom

Network Control Rules
@ Tasks

& Turn On ¢ Turn Off == add 7] Edit T Remove @ Move Up “- Move Downl

Ir=! Application
'::'G.I- Monitor : | Permission Protocal | Source | Destination | Criteria |

0 | & Allow | TePpUDP .. | [Any] [Any] | WHERE SOURCE PORT IS ... |

iy [ 1 [@alow [1owPout |fany [y | WHERE 1CMP MESSAGE TS... |

2 | & allow ICMPIn | [Any] | [Any] HERE ICMP MESSAGE IS...

——— 3 [@aow [P Ayl Tiam) HERE ICP MESSAGETS... |
“I= Monitor 4 (gl Block &... [P Infout | [Any] | Any] | WHERE IPPROTO 15 ANY

3\4‘ Advanced

Plezse select an item to view it's details.

Figure: Network Control Rules
Turn On/ Turn Off

The radio buttons specify whether the violation of the listed rules generates an alert notification. The default
and recommended setting is "Turn On'.

Column Descriptions
1. The First Column ( ID) represents the serial number of the applied network rule.

2. The Second Column (Permission) represents the action taken by the firewall, of either allowing or
disallowing a network connection to be established.

3. The Third Column ( Protocol) represents the direction of communication like incoming or outgoing
and the protocol being used.

The Fifth Column (Remote) represents the IP Address of the computer accessing the network .

The Sixth Column (Criteria) represents the Port Numbers of individual applications.
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Context Sensitive Menu
Rules can be modified by Right Clicking on any rule in the list. Comodo Firewall then displays a context
sensitive menu:

L | Parmission | Protocol | Souce | Destination
o | & Allow TCPUDP ... [[Any] | LAyl
1 | & Allow [1cMP Oou:  |[Any] [Ary]
2 | & Albow [TCMP In [LAny] LAy
3 | & allbw [1€MP TR | tanyl [Arry]
4 @ Dlock Add Rule - B F.-dd. n [Ary]
Edit. ... Add Eefor=
Remowe Add After [
Mowe Up
Mowe Dowwn

Shortcut Buttons

Alternatively, you can add,modify, remove, promote or de-escalate a network control rule by first selecting a

rule then clicking on the desired button in the taskbar.

J:' Add ‘ﬂ Edit @Remove @}Muue up f}} Move Down

See below for more details on these actions.

Network Monitor Rule Configuration Options

Add Rule.. Adds a new Network Control Rule to the list.

Add Before... Adds the new rule above the currently selected rule.

Add After... Adds the new rule after the currently selected rule.

Edit... Allows the user to amend the network control rule options for the selected rule.
Remove... Deletes the currently selected rule.

Move Up - Moves the currently selected rule up one row in the priority list.

Move Down - Shifts the currently selected rule down one row in the priority list.
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Advanced Configurati

One of the key capabilities of Comodo Firewall is Intrusion detection and intrusion prevention. It analyzes

on

network packets and compares them with both known attacks and known patterns of attack, and then blocks

those attacks. Advanced Configuration allows the user to configure the security settings at an advanced

level.
In Advanced Configuration,

% Comodo Firewall

[* ] C.0O-MO0DO|

you can configure the security settings at the following levels:

Firewall

Application
Monitor

Component
Monitor

In this section, you can modify various application analysis parameters for Cormaodo
Firewall, To access the configuration screen which will help you to enable ar disable
various rnonitaring options such as memaory modification ronitoring andfor COMSOLE

ronitaring, dick an 'Configure' button,

Network
Monitor

Advanced

Cormoda Firewall has miany options which affect its defense mechanisrms, You can =asily
rmodify these options to make the firewall operate according to the specific defenze
requirernents of your netwark, To rmodify such pararmeters as DOS/DDOS detection

threshaolds ete, dick an 'Confiqure' buttan,

Miscellaneous

— In this sedtion, you can access various options which will help you to define how the
Fﬁ firewall application should run, To rmodify such pararmeters as program startup, popup
frequenecy et click an 'Configure' buttan,

To restore all of the options in this section to default settings, click on 'Restare’

Figure: Advanced Configuration

Application Behaviour Analy

sis

Comodo Firewall analyses each application’s behavior and detects any suspicious activity before granting it

internet access. This powerful new feature enables it to detect more trojan activity than any other firewall -

the ultimate protection again

st the leaks that the most personal firewalls fail to detect, including:

«  Process memory injections

* Invisible processes

« Parent application change

» DLL/Code injections
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Application Behavior Analysis

[ Enable Application Behavior Analysis:

I Monitor inter-process memory modifications

Detacts it an application modifies the mermory of another
application

V¥ Monitor DLL injectons

Detects if an application loads a dynamic link library into
ptocess space of another application

Iv Monitor Windows messages

Detects if an application modifies another application's
window by sending special Windows messages such as
W _PASTE

|+ Monitor COM/OLE automation attempts

Detaects if an application tries to commmunicate with
ancther application in & way so that it can be
rmanipulated by an underlying COM interface,

v Monitor DNS queres

Detectz if an application uzes Windows DNS service to
rmake recursive DNS requests,

[¢ Monitor parent application leaks

Detacts if the parent application has any of the
rnonitored leaks abaove.
[D'MS monitoring is not dependent on this option)

e ] o

Enable Application Behaviour Analysis - Switches the functionality on or off

Monitor Inter-Process Injections Memory Modifications - Forces the firewall to monitor common code
injection techniques that can be used by viruses

Monitor DLL Injections - Forces the firewall to monitor common DLL injection techniques used by viruses

Monitor Window Messages - Forces the firewall to monitor special window messages that can be used to
manipulate an application’s behavior by a virus

Monitor DNS Queries - Forces the firewall to monitor DNS requests so that viruses trying to use Windows
system services for DNS queries will be detected.

Monitor Parent Application Leaks - Forces the firewall to check if there is a leaking attempt in the parent
application. i.e. if Process Injection is selected above, Comodo Firewall will look for the parent application to
see if there is a process injection in it before allowing the internet request.

Monitor COM/OLE automation attempts - When enabled, forces the firewall to detect any program
hijacking attempt which may occur by misuse of COM/OLE interfaces by other programs.”
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Advanced Attack Detection and Prevention
'Intrusion Detection’ tab

Comodo Firewall Advanced Attack Detection protects against a common type of denial of service (DoS)
attack used against servers. When launching a denial of service or 'flood' attack, an attacker bombards you
with so many connection requests that your computer is unable to accept legitimate connections, effectively
shutting down your web, email, FTP or VPN server. Comodo Firewall employs parameters to detect and
protect you from flood attacks.

Advanced Attack Detection and Prevention

{3 C:0-M0-D-0 | Firewall

Y

N,
Instrusion Detecton . )
Miscellaneous I|I

TCP Flood
Traffic Rate G0 packetz / zecond
Duration 20 seconds
upP Flood
Traffic Rate cn packets / second
Duration 20 seconds
ICMP Flood
Traffic Rate 50 packets / sacond
Duration 0 seconds
Port Scan
Prabing rate 50 ports § second
How lang should a suspicious haost be g ep G
autormatically blocked after it attermpts
a port scan?
How lang should the firewall stay in 120  secaonds
emergency mode while the host iz
under D05 attack?

Figure: Intrusion Detection tab

Comodo Firewall is capable of filtering traffic based on /TCP/UDP ports and packet types. It can be
configured to accept limited traffic from specific addresses or completely prohibit all access. In addition,
specific TCP/UDP traffic, or any application based on these protocols can be restricted. Advanced
mechanism for flood detection, such as TCP flood, UDP flood and ICMP flood, allows for quick isolation of
such malicious attacks.
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TCP Flood / UDP Flood / ICMP Flood

Flood attacks happen when many packets of data are sent either via TCP, UDP or ICMP with a spoofed IP
source address which will never send back a response to the destination server. This results in a backlog of
responses. When this is done multiple times from multiple sources it floods the destination server, which has
a limit of unacknowledged responses it can handle. This will ultimately bring down the server. By default,
Comodo Firewall is configured to accept limited traffic for a set duration, for example, 50 packets per second
for 20 seconds. If the packets threshold is exceeded, a DOS attack is detected and the Firewall goes into
emergency mode. The firewall will stay in emergency mode for the duration set by user. By default this is set
at 120 seconds. Users can alter this to their own preference by configuring How long should the host stay in
emergency mode while the host is under dos attack (see below), by default, the duration is set to 120
seconds. In the emergency mode, all inbound traffic is blocked except those previously established and
active connections. However, all outbound traffic is still allowed.

Ports Probe Rate

Port scanning, a favorite approach of computer cracker, gives the assailant an idea where to probe for
weaknesses. Essentially, a port scan consists of sending a message to each port, one at a time. The kind of
response received indicates whether the port is used and can therefore be probed for weakness.

Comodo Firewall detects the most common forms of port scans, alerting you and temporarily blocking the
banning the IP address of the scanner, ensuring that they are "cut off" before they can discover any useful
information about your system.

This is enabled by the Port Scan Probe Rate i.e. by default, when the number of individual ports scans
exceeds 50 per second at your system; this pattern is detected as a port scan. This indicates that someone
is scanning your system for services or vulnerabilities, Comodo Firewall will detect this as a port scan.

How long should a suspicious host be...

If a port san is detected, the Firewall identifies the host scanning your system as suspicious and
automatically blocks its access for example 5 minutes, as set by default. During these 5 minutes, the
suspicious host cannot access the user’s system but the user’s system can access it.

How long should the firewall stay in emergency mode...

When a DOS is detected, the Firewall goes into emergency mode for a duration , set by default to 120
seconds . During this stealth mode, the existence of your computer becomes 'invisible' as all inbound traffic
is blocked for that duration. When your machine does not reply to network events, the sender is led to
believe that there is no machine at the IP addresses which they're pinging. Hiding your machine's presence
on the Internet is in some ways good from a security standpoint, because if a hacker thinks that your
machine is not online, they may not make further attempts to access it.
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'Miscellaneous' tab

fdvanced Attack Detection and Prevention

C-0'M-0'D0 | Firewall

Miscell |
Instrusion Detection IRERTARAAMS I'nl

[~ Block all outgoing connections while booting

Blocks all outgaing connections befare Cormodo Firewall
zervices are up and running [(Inbound defensze iz always
active while booting independent of thiz aption)

v Block fragmented IP datagrams

Blocks all outgaingfincoring fragmented IP packets (A
personal cornputer barely needs to send ar receive
fragmented IP packets, These types of packets are more
useful for rauterz, Thiz option must not be dizabled
unlesz neceszary)

v Do protocol analysis

Analvzes all incoming and outgaing packets to verify that
they have the correct parameters according to the
specific protocol's standards and stop them if found
suspicious

[~ Do packet checksum verification

Verifies the checksum of all incaming/outgoing packets
to werify integrities, A personal computer usually do not
need such a check [(May zlow down internet connection
speed and requires protocol analysis option to be
enabled)

[~ Monitor other NDIS protocols than TCP/IP

Monitors packets originated from other protocals which
use their own drivers to create TCP/IP packets e.q.
wincap (Enabling this option rmay affect system
perfarmance, Changing this option requires a system
restart)

ok e e

Figure: Miscellaneous tab

Block all outgoing connections while booting

This option allows the user to secure the host whilst booting by blocking all connection attempts until the
system is up and running.

Block fragmented IP Datagrams

When a connection is opened between two computers, they must agree on a Mass Transmission Unit
(MTU). IP fragmentation occurs when you pass through a router with an MTU less than the MTU you are
using i.e when a datagram is larger than the MTU of the network over which it must be sent, it is divided into
smaller fragments which are each sent separately. Fragemented IP packets can create threats like DOS
attack. Moreover, these fragmentations can double the amount of time it takes to send a single packet and
slow down your download time.

Comodo Firewall is set by default to block fragmented IP datagrams i.e the option Block Fragmented IP
datagrams is checked by default.

Do Protocol Analysis

Protocol Analysis is key to the detection of fake packets used in denial of service attacks. Checking this
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option means Comodo Firewall checks every packet conforms to that protocols standards. If not, then the
packets are blocked.

Do Packet Checksum Verification

Every packet of data sent to your machine has a signature attached. With this option enabled, Comodo
Firewall will recalculate the checksum of the incoming packet and compare this against the checksum stated
in the signature. If the two do not match then the packet has been altered since transmission and Comodo
Firewall will block it.

Monitor other NDIS protocols than TCP/IP

This will force Comodo Firewall to capture the packets belonging to any other protocol diver than TCP/IP.
Trojans can use their own protocol driver to send/receive packets. This option is useful to catch such
attempts. This option is disabled by default: because it can reduce system performance and may be
incompatible with some protocol drivers.

Miscellaneous

The Miscellaneous section allows you to (1) Manage the generation of alerts in Comodo Firewall (2)
Configure various program settings.

Miscellaneous Xl

& COM-0.D-0|Firewall X O

Firewall Alerts
[¥ Enable alerts [if disabled, the firewall will not dizplay any alerts)

[T Do not show any alerts for the applications certified by COMODo
¥ Skip loopback(127. % 5. %) UDP connections
[T skip loopback(127.%.%. %) TCP connections

Alert Frequency Level

Lowr
At this frequency, the firewall will show alerts for

outgeing and incorming (or act as a server)
connection requests for an application

How rnany alerts at a time should be displayed? |2|:|

How long should an alert rermnain on the screen if 150 zeconds
left unanswered?

Program S5etiings

W Autornatically check for prograrm files updates

¥ Autornatically check COMODO certified applications updates

[T Show the application window on systern startup

[¥ Protect awn reqgistry keys and files from unauthorized modifications
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Firewall Alerts
Enable Alerts

Switches alerts on or off. Unchecking this option means no alerts will be generated by the program. Whilst
this does not affect your security (which is determined by the rules that you have created for the firewall), it
will diminish your awareness of connection attempts. Without alerts, any connection attempts that do not
have any matching rules will be blocked but you will not be notified. However, in the case of serious attacks,
this setting will be over-ruled and an alert generated. It is highly recommended that you leave this option
checked and configure pop up frequency using the Alert Frequency Slider (see below)

Do not show alerts for applications certified by Comodo

This option automatically approves safe applications. When enabled, it forces the firewall to allow all
activities of an application which is recognized as safe by its internal database of over 10000 applications.
Unless explicitly blocked by a rule, the firewall will allow any activity of the safe applications while still
watching for suspicious activities. The firewall will still raise an alert if it detects anything suspicious. This
option is useful for avoiding unnecessary number of alerts.

Skip loopback (127.x.x.x) UDP connections

Loopback connections refer to the internal communcations within your PC. Any message transmitted by your
computer through a loopback connection is immediately also received by it. This involves no connection
outside your computer to the internet or a local network. This option is checked by default because the threat
profile is very low for UDP attack using this channel whilst enabling would lead to a large increase in
unnecessary alerts.

Skip loopback (127.x.x.x) TCP connections

Loopback connections refer to the internal communciations within your PC. Any message transmitted by
your computer through a loopback connection is immediately also received by it. This involves no connection
outside your computer to the internet or a local network. The TCP option is not checked by default because,
in the case of someone using a proxy server, there is a higher chance of attacks being launched using a
loopback connection.

Alert Frequency Level

Users can configure the amount of alerts that Comodo Firewall generates with this slider. Raising or lowering
the slider will change the amount of alerts accordingly. It should be noted that this does not affect your
security, which is determined by the rules you have configured. For the vast majority of users, the default
setting of 'Low' is the perfect level - ensuring you are kept informed of connection attempts and suspicious
behaviours whilst not overwhelming you with waves of alerts.

How many alerts at a time should be generated?

The user can configure the generation of a maximum number of alerts to be generated at one time. By
default, the maximum number of alerts is kept at 20 appearing as Alert 1 0f 20, 2 of 20 and so on. The pop-
up window will include a navigation bar if the number of alerts is greater than one and the alerts are stored in
the memory so that the user can navigate between them until they are responded to.

How long should an alert remain on the screen if left unanswered

Determines how long the Firewall will show an alert for without any user intervention. By default, the timeout
is set at 120 seconds.
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For an in depth explanation of the types of alerts and how to understand them, please refer to Alerts

Program Settings
Automatically check for program file updates

Determines whether or not Comodo Firewall should automatically contact Comodo servers for updates. We
advise users enable this option to maintain the highest level of protection. Users that choose to disable
automatic updates can manually download updates by clicking the 'Updater' button at the top right of the
firewall interface.

Automatically check Comodo certified application updates

This option allows the user to update Comodo Firewall's internal database of known applications from our
servers on a daily basis. It is highly recommended users keep this setting to it's default 'Checked' status.

Show Application window on system start up

The start or 'splash' screen of the firewall appears every time you re-start your computer. Furthermore, by
default settings, the main window of the firewall will be opened every time you re-start your computer. If you
do not wish to see the application window on system start-up, just uncheck the Show Application Window on
System Start Up box.

Protect own registry keys and files from unauthorized modifications

Meaning that Comodo Firewall registry entries and files cannot be deleted or modified either accidentally or
deliberately. This vital security feature prevents malicious programs or intruders from being able to shut
down or sabotage your installation of Comodo Firewall. Leaving this option checked will protect your system
from:

« Malicious trojan horse programs and spyware - The first thing a burglar does when he breaks in to a
house is to switch the alarm off. To avoid detection, many trojan horse programs follow the same
logic and attempt to modify or remove the user's firewall. This feature prevents any such attacks.

« Manual deletion or modification. User interaction with Comodo Firewall libraries and files is disabled.
e.g. A user cannot accidentally delete firewall registry keys using utilities such as Windows RegEdit.
Similarly, a hacker is not able to disable or delete critical firewall system files such as 'cpf.exe'.
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Clicking the 'About' tab on the Comodo Firewall Summary page to view the 'About’ information dialog.

From here you can view information about the Version Number of the Firewall that is installed on your
computer , the Web site from where you can download the latest version of the Comodo Firewall and the
status of your license like Subscription validity , type of License and the Expiration date of the License. You
can also update the License by clicking on the Update License tab. (Note: This option only appears if you
have not yet activated your license. See Activating your Free License for more details.)

Yersion : 2.3.4.40
COMODO Certified Applications Database ¥Yersion : 1.0

License Status
Subscription Yalidity : Lifetime
License Type : Full

http://personalfirewall.comodo.com
http://comodo.com

Figure: About Comodo Firewall

For more information, you can visit the site :http://www.personalfirewall.comodo.com and
http://www.comodo.com/.
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About Comodo

C d is a leading global provider of Identity and Trust Assurance services on the

O m O O Internet, with over 200,000 customers worldwide. Headquartered in Jersey City,
NJ with global offices in the UK, Ukraine, and India, the company offers businesses and consumers the
intelligent security, authentication and assurance services necessary to ensure trust in online transactions.

As a leading Certification Authority, and in combination with the Digital Trust Lab (DTL), Comodo helps
enterprises address digital ecommerce and infrastructure needs with reliable, third generation solutions that
improve customer relationship, enhance customer trust and create efficiencies across digital ecommerce
operations. Comodo's solutions include SSL certificates, integrated Web hosting management solutions, web
content authentication, infrastructure services, digital ecommerce services, digital certification, identity
assurance, customer privacy and vulnerability management solutions.

C d is delivering the highly rated Comodo Personal Firewall 2 free to consumers as
O m O O part of an initiative to empower consumers to create a safe and trusted online
experience whenever they go online. This initiative will make available free to all consumers some of the
leading tools that consumers can use to be safe and avoid leading threats such as Phishing attacks.

To download Comodo Personal Firewall and other free security products, visit
http://www.Comodogroup.com/products/free products.html
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Getting Support

Need Help?

Comodo Forums

The fastest way to get further assistance on Comodo Firewall is by joining Comodo Forums, a message
board exclusively created for our users to discuss anything related to our products. Register free at

http://forums.comodo.com

You'll benefit from the expert contributions of developers and fellow users alike and we'd love to hear your
thoughts and suggestions.

Users can also access the forums by clicking "Need Help?" in the "Tasks' main screen.

Online Knowledge Base

We also have an online knowledge base and support ticketing system at http://support.comodo.com .
Registration is free.
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