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1 Introduction to Comodo Endpoint Security Manager

Comodo Endpoint Security Manager (CESM) solution is designed to help administrators of corporate networks deploy,
manage and monitor Comodo endpoint security software on managed networked computers.

1.1 Enterprise Benefits
Total Protection for networked computers

CESM allows administrators to leverage and maximize the protection offered by Comodo's end point security solutions.
These products can now be centrally managed and administered to ensure a workforce that is protected by best-of-breed
solutions such as Comodo Internet Security (including Firewall and Anti-virus), Comodo Disk Encryption, Comodo
DiskShield, Comodo Secure Email, Comodo AntiSpam and much more. If installed individually, each product delivers
superior protection against its specific threat vector. If installed as a full suite of packages, they provide a level of total end-point
security that is unrivaled in the industry.

More efficient, effective and easier management

This ability to roll out and centrally manage security policies to a network that is protected with a proven and fully
integrated security suite can save thousands of man-hours per year. Administrator time that would otherwise be lost to
repetitive configuration and management processes can be re-directed towards more productive and profitable core
business interests. Furthermore, because CESM policies can be deployed immediately across all protected nodes,
administrators can respond more quickly to protect an entire network against the latest, zero hour threats

Huge Cost Savings

Apart from the operational and support cost savings that are inherent in centrally managing a single-vendor suite of
client security software, CESM's low cost pricing structure also makes sound economic and managerial sense. Instead of
hard-to-manage individual license fees for each security application, Comodo have instituted a flat, per workstation
charging system whereby organizations pay for the number of computer's they manage irrespective of the number of
Comodo applications that are installed on any one computer. As soon as new CESM controlled applications are
launched they will be provided to your administrator as free-of-charge packages ready for seamless deployment across
your entire network.

1.2 Overview of Modules

The CESM solution is a complex but easy to use multi-tier application consisting of three inter-dependent modules: The
Administrative Console module; The Central Service module and the Remote Agent module.

1.2.1 Administrative Console

The Administrative Console provides access to all functionality of Comodo End Point Security Manager through a friendly
and highly configurable interface. Administrators can use the Administrative Console to deploy, manage and monitor
Comodo Endpoint security software on networked computers.

1.2.2 Central Service

The Central Service is the main functional module responsible for performance of all CESM system tasks. Central
Service also keeps and updates information on all current and past system's activities. The Central Service requires a
local installation of Microsoft SQL Express for building its databases.

http://www.comodo.com 6
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1.2.3 Remote Agents

Remote Agents are intermediaries between remotely managed PC's and CESM Central Service and must be installed on
every managed PC. CESM Remote Agents are responsible for receiving tasks and requests from the Central Service
and executing those tasks on the Managed Computers. ('Tasks' from Central Service include operations such as installing
or uninstalling MSI packages, configuring and re-configuring security products, managing Windows' Local Services and
rebooting of managed computers)

2 Installing Comodo End Point Security Manager
2.1 System Installation Requirements

The Central Service computer (or Server PC) requires Microsoft Windows 2003/2008 Server with .NET Framework 2.0
and local Microsoft SQL Server 2005 Express.

The Administrative Console can, if desired, be installed on the same machine as the Central Service running under the
same installation of Windows 2003/2008. Alternatively, the console can be installed on a separate computer (Console
PC). If installed on a separate machine, the Console PC must have Microsoft Windows XP SP2 or Windows Vista SP1
with .NET Framework 2.0.

The installation of the Administrative console and/or the Central service is done from a single, unified installer.
Administrators are given the choice of installing either or both components during the setup process. See section
2.2.Installation for more details.

The Comodo Remote Agent is installed onto Managed PC's directly from the Administrative console. Managed PC's must
be running either Windows XP SP2 (and above) or Windows Vista. The exact computing power of Managed PCs (usually
network workstations) should, of course, be determined by the general needs of the users within that organization but
should also meet the minimum specifications of the Comodo Packages that are installed on them (e.g. Comodo Firewall
Pro, Comodo Internet Security etc)

The remainder of this section contains detailed system installation requirements for each of the three components listed
above.

2.1.1 Central Service Computer

The following table lists the minimum requirements for the machine upon which CESM Central Service will be installed.

Central Service Computer — System Requirements
Hardware
Component 32 bit 64-Bit
Processor 1 GHz Intel Pentium Il or equivalent 1 GHz Intel Pentium IV 64 bit processor or
equivalent
Memory 1 GB RAM minimum (2-4 GB recommended) 1 GB RAM minimum (2-4 GB recommended)

http://www.comodo.com 7
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Central Service Computer — System Requirements

Environment

Hard Disk 4 GB (This incorporates the space required for |4 GB (This incorporates the space required for the
the SQL server) SQL server)
Display Super VGA (1024x768) or higher resolution Super VGA (1024x768) or higher resolution video
video adapter and monitor adapter and monitor
Software
Operating The following operating systems are supported: | The following operating systems are supported:
System
Windows Server 2008 Windows Server 2008
Standard Edition / Enterprise Edition / Data x64 Standard Edition / Enterprise x64 Edition / Data
center Edition / Storage Edition / Web Edition / | center x64 Edition with Service Pack 1 or later
Small Business Server
Windows Server 2003 SP 1 or later .
Standard Edition / Enterprise Edition / Data Windows Se""ef.2°°3 SP 1 or later .
oy " iy x64 Standard Edition / Enterprise x64 Edition / Data
center Edition / Storage Edition / Web Edition / o ; .
Small Business Server center x64 Edition with Service Pack 1 or later
Windows XP Professional - SP2 or later Windows XP x64 Edition
Windows Vista — SP1 or later Windows Vista x64 Edition
Software Microsoft .NET Framework 2.0 Microsoft .NET Framework 2.0

Requirements

Database Microsoft SQL Server 2005 Express — SP2 or | Microsoft SQL Server 2005 Express — SP2 or
higher higher
Other CESM program modules (Agent, Service and Console) may require firewall and personal firewall

configuration changes in order to operate successfully. Each of the program modules should be added

to the list of “trusted” applications.

By default, CESM Central Service is assigned:

« Port number 9001 for connections with CESM Agent Service

« Port number 9900 for connections with CESM Administrative Console. (For receipt of
callbacks CESM Administrative Console occupies a random, ephemeral port.)

2.1.2 Administrative Console

The following table lists the minimum requirements for the machine upon which CESM Administrative Console will be

installed.

http://www.comodo.com
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Administrative Console Computer — System Requirements

Hardware

Component

32 bit

64-Bit

Processor

1 GHz Intel Pentium Il or equivalent

1 GHz Intel Pentium IV 64 bit processor or
equivalent

Memory 128 MB RAM minimum 128 MB RAM minimum

Hard Disk 10 MB 10 MB

Display Super VGA (1024x768) or higher resolution Super VGA (1024x768) or higher resolution video
video adapter and monitor adapter and monitor

Software

Operating The following operating systems are supported: | The following operating systems are supported:

System
Windows XP Professional - SP2 or later Windows XP Professional x64 Edition
Windows Vista — SP1 or later Windows Vista x64 Edition
(Note — If desired, both the Administrative (Note — If desired, both the Administrative console
console and the Central Service can be installed | and the Central Service can be installed on the same
on the same operating system on the same operating system on the same machine)
machine)

Software Microsoft .NET Framework 2.0 Microsoft .NET Framework 2.0

Environment

Other
Requirements

CESM program modules (Service, Console and Agent) may require firewall and personal firewall
configuration changes in order to operate successfully. Each of the program modules should be added

to the list of “trusted” applications.

By default, CESM Central Service is assigned:

«  Port number 9001 for connections with CESM Agent Service

e Port number 9900 for connections with CESM Administrative Console. (For receipt of
callbacks CESM Administrative Console occupies a random, ephemeral port.)

213

CESM Agent Computer(s)

The following table lists the minimum requirements for the machine upon which CESM Remote Agent will be installed.
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Agent / Managed PC Computer — System Requirements

Hardware
Component 32 bit 64-Bit
Processor 1 GHz Intel Pentium Il or equivalent 1 GHz Intel Pentium IV 64 bit processor or
recommended equivalent
Memory 64 MB RAM 64 MB RAM
recommended
Software
Operating The following operating systems are supported: | The following operating systems are supported:
System
required Windows XP Professional - SP2 or later Windows XP Professional x64 Edition
Windows Vista — SP1 or later Windows Vista x64 Edition
Other CESM program modules (Service, Console and Agent) may require firewall and personal firewall

Requirements | configuration changes in order to operate successfully. Each of the program modules should be added
to the list of “trusted” applications.

By default, CESM Central Service is assigned:

«  Port number 9001 for connections with CESM Agent Service

« Port number 9900 for connections with CESM Administrative Console. (For receipt of
callbacks CESM Administrative Console occupies a random, ephemeral port.)

2.2 Installation
Before installation, please make sure the target machine meets the hardware and software prerequisites for the particular
component you are installing. Full details regarding system requirements can be found in the preceding section, System

Installation Requirements.

2.21 Installing CESM Central Service and CESM Administrative Console

A Firstly, decide which computers you will use as Central Service and Administrative Console
hosts. If you intend to run the Service and Console applications on the same machine you

should opt to install both components at jii. Choosing Installation Preferences stage of the
installation wizard. If you choose to install only the Central Service application on the Server PC
then the Administrative Console should be installed on a separate machine (aka the 'Console
PC' ). Administrators can re-run the installer should they wish to install components on a
particular machine that they omitted first time round

http://www.comodo.com 10
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Downloading and running the installer
Download and save 'CesmSetup.msi' installation file. This unified installer can be used to setup both

the Central Service and Administrative Console.

Preliminaries and License Agreement
The set up program starts automatically and the Welcome wizard is displayed. At this time, you may

cancel the installation process or continue with the Comodo Endpoint Security Manager Setup

program.

12 comopo Endpoint Security Manager Setup g [ E

C'O'M°0'D_'0 Welcome to the "COMODO Endpoint
ELLINETHU S Soc ity Manager 1.0.3.50078" Setup
Manager Wizard

Version 1.0

The Setup Wizard will install "COMODO Endpoint Security
Manager 1.0.3.50078" on vour computer, Click Mext to
continue or Cancel to exit the Setup Wizard,

EBack [ omext [ Cancel

Click 'Next' to continue.

To complete the initialization phase you must read and accept the License Agreement. After you
have read the End-User License Agreement, check the 'l accept the terms in the License Agreement'
box and click 'Next' to continue installation. If you decline, you cannot continue with the installation.

ﬁ' COMODO Endpoint Security Manager Setup

End-User License Agreement

read the Following license agreement carefully

END USER LICENSE AGREEMENT B‘!
Comodo Endpoint Security Manager

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE.
PLEASE READ THE AGREEMENT CAREFULLY BEFORE
ACCEPTING THE TERMS AND CONDITIONS.

IMPORTANT - READ THESE TERMS CAREFULLY BEFORE
DOWHLOADING COMODD EMDPOINT SECURITY MANAGER (THE
"PROGRAM" . BY DOWNLOADING, INSTALLING OR USING THE
PROGRAM, OR BY CLICKING ON "l ACCEPT" BELOWY, YOL M

[]1 accept the kerms in the License Agreement

Print ] [ Back. ek
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After assenting to the license agreement, carefully read the release notes. Apart from displaying a
reminder of system installation requirements the release notes can also contain the very latest
information regarding new product features, developments, known issues and installation advice to
help you to avoid possible installation and configuration problems.

Release Notes E‘

Sofiware Requiremenis

CESM Ceniral Service computer

1. Windowrs 2008 Berver, Windows 2003 Zerver 3P1, Windows ZF 3F2 or
Windows Vista

2. MWET Framewotl: 2.0

3. B B0L Server 2005 Express S3P2 or higher

CESM Adusinistrative Console computer
1. Witndows ZF P2 or Windows Vista
2. NET Framework 2.0 v|

Back. ” Text ] [ Cancel

iii. Choosing Installation Preferences

The next stage of the installation process is to specify which components of CESM to install:

13 comopo Endpoint Security Manager Setup g [
Custom Setup ,;2_,\

wou wank Features to be installed,

Click the icons in the tree below ta change the way Features will be installed.

B =Ry
(= ~ | Administration Console
¥ - | CESM Server

This feature requires 6109KE an
waur hard drive. It has 1 aof 2
subfeatures selected, The
subfeatures require 9545KE on your
hard drive.

Location: C:\Program Files\COMODORermateManagement

Reset ] [Diskgsage] [ Back. “ Texk ] [ Cancel ]

By default, the installer will offer installation of only the Administrative Console on the target computer.
Administrators should modify the relevant controls according to their installation preferences. (More details)

http://www.comodo.com 12
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® The default installation location is 'C:\Program Files\COMODO\RemoteManagement' Administrators can
specify an alternative installation location by clicking the 'Browse..." button. (More details)

BEx]

15! comopo Endpoint Security Manager Setup

Custom Setup 'W .

Select the way you want features to be installed.

Click the icons in the tree below ko change the way Features will be installed,

= QVICESMI.D.S.EDD?B
3 - | Administrati
=

= will be installed on local hard drive

(=38 Entire Feature will be installed on local hard drive n your

CESM Server service and database

n Console

=0 Feature will be inskalled when reguired

¥ Enkire Feature will be unavailable

Reset ] [Diskusage] [ Back. “ (%4 ] [ Cancel

Installation Options — Table of Parameters

Control Description

Icons with the ¥ symbol to the right are the currently selected installation option. Clicking this icon will
g'l open a menu allowing the user to select alternative installation options. These alternative installation
options are explained in the next four rows of this table.

= Indicates that the component named to the right of the icon will be installed on the local drive.
=8 Indicates that the component named to the right of the icon and all of its associated sub-components

will be installed on the local drive.

= Indicates that the component named to the right of the icon will be installed as and when the user
requires. Choosing this option will create a shortcut to the Comodo folder on the Windows start menu -
allowing the feature to be installed when the shortcut is selected.

% Indicates that the component named to the right of the icon will not be installed.
Browse.... The 'Browse..." button allows to select another location folder for CESM to be installed.
Reset The 'Reset' button allows to roll back to default installation options.

Disk Usage The combined disk space that will be taken up if the currently selected components are installed.

Back The 'Back' button allows to roll back to 'Release Notes' dialog.
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Installation Options — Table of Parameters
Next The 'Next' button confirms your choices and continues onto the next stage of the installation process.
Cancel The 'Cancel' button annuls the installation and quits the installation wizard.
iv. Specify Database and CESM Administrator parameters for Central Service.
If you elected to install the CESM Central Service when _Choosing Installation Preferences then
you now need to provide configuration details so that this service can (i) Connect to the SQL
Express Database (ii) Connect to the CESM Administrative Console. Both of these tasks are
carried out at the 'Service Parameters' dialog box:
15 comopo Endpoint Security Manager Setup g [
E i F -
Service parameters ™ _ e ——
I k. and S conneckion properties : 1 1
S0L Server compuker:
|V2K3EE64R2-1E|91
S0L Server instance:
ISQLEXPRESS
Database name:
ICrmData
Liskening pork to agent conneckions:
|99|:u:|
Listening port ko console conneckions:
|9|:u:|1
Back “ Tk ] [ Cancel
'‘Service Parameters' dialog — Table of Parameters
Field Name Description
SQL Server Administrators should enter Server computer's name
computer
SQL Server Administrators should specify SQL Server instance
instance
Database Administrators should enter database name.
name

Listening port
to agent
connections

Administrators should specify port for agent connections. Default: 9900
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'‘Service Parameters' dialog — Table of Parameters

Listening port | Administrators should specify port for console connections. Default: 9001
to console
connections

v. Specify CESM Administrator Console Connection Parameters.

If you elected to install the CESM Administrative Console when _Choosing Installation
Preferences then you now need to provide configuration settings so the Console can connect to
the Central Service. Please specify the host name and port number of the computer upon which
CESM Central Service is installed:

Service compuker:

IIocthost

Park:
|9001

Back " ezt ] [ Cancel

- If you are also installing (or have already installed) the Central Service on the same machine that
you are now installing the Administrative Console, then you can leave the 'Service Computer'
field at the default setting of 'localhost'.

- If you have installed the Central Service on a different machine to one that the Administrative
Console is (or is to be) installed on, then you must specify the host name of that machine in the
'Service Computer field.

« Port 9001 is the default port number that the Central Service will listen to for connections from
the Administrative Console. If you wish to change this port number, then remember to also make
the corresponding alteration to the Central Service Listening Port Number.

vi: Finalizing the installation

After completing the configuration options to your satisfaction in the preceding steps, a confirmation
dialog box will be displayed.
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1% comopo Endpoint Security Manager Setup

Ready to install COMODO Endpoint Security Manager

Click Install ko beqin the installation. Click Back ko review or change any of your
installation settings. Click Cancel ko exit the wizard.

[ Eack. ]| Install | [ Cancel ]

Click the 'Back' button to review and/or modify any of settings you have previously specified. To confirm
your choices and begin the installation of the selected CESM components, click 'Install'.

A setup status dialog box is displayed. You will see a progress bar indicating that files are being installed.

i3 comopo Endpoint Security Manager Setup

BEIX]
it\

Installing COMODO Endpoint Security Manager

Flease wait while the Setup Wizard installs COMODO Endpoint Security Manager,

Status:

Back et Cancel |

Click 'Finish' to complete installation and exit the wizard.
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15 comopo Endpoint Security Manager Setup u [ E

SRS RS RO - leted the COMODO Endpoint

BLLINETHUS I Soc ity Manager Setup Wizard
Manager

Version 1.0 Click the Finish button to exit the Setup Wizard,

Back Cancel

3 The Administrative Console

3.1 Logging in to the Administrative Console
After installation of the Administrative Console and Central Services is complete, Administrators can start the
Administrative Console interface via the Windows Start Menu. Providing that the default installation paths were chosen

during installation, the CESM Administrator Console can be started by selecting:

Start > All Programs > Comodo > Remote Management > CESM Console.

All Programs DI BE CoMoDo

= q
{=, License

.
=, Release Motes

The CESM Administrative Console requires authorization before granting access to the interface:
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Authorization

==
It:-.*l'i R

Server

Host: | lozalhost [v]

Part: 3001 =

Credentials
(%) windows Authentication

[ ] Use automatically on program start

) Custom credentials

Izer Mame:

Paszwaord:

& 0K l [Sgliancel ]

CESM Administrative Console Authorization Parameters

Field Name Description

Server « If you have installed the Central Service on the same physical machine that you are
now attempting to open the Administrative Console from, then leave the 'Host' field
at the default setting of 'localhost'.

» If you have installed the Central Service on a separate machine to one that you are
now attempting to open the Administrative Console from, then you must specify the
host name of that machine in the 'Host' field in order to connect.

e Port 9001 is the default port number that the Central Service will listen to for
connections from the Administrative Console. If you specified an alternate port
number during Central Service Installation then you should type that port number
here. If you did not specify an alternate port number then you should leave this
setting unchanged.

Credentials: Windows If you are currently logged into the Windows domain as the administrator that originally
Authentication installed the CESM application, then your login credentials will automatically be drawn from
the Active Directory database. You should choose “Windows Authentication” and do not
need to enter a user name and password in order to access the Administrator interface. If
not, you will need to authenticate yourself to the CESM Administrator Console by entering
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CESM Administrative Console Authorization Parameters

User Name and Password details in the 'Custom Credentials’ fields.

Credentials: Custom If you are not currently logged into the Windows Domain as the administrator that originally
Credentials installed the CESM application then you will need to enter a valid User Name and Password
in the 'Custom Credentials' field. This User Name and Password must belong to a member
of the Workgroup 'CrmUsers' group that has access rights to the CESM Central Service.
The 'CrmUsers' Workgroup is created automatically during the installation process.

Click 'OK" to login to the interface. After successfully logging in the CESM Administrative console will become
available. The Administration Interface is fully explained in the next section - 3.2.Administrative Console
Overview.

3.2 Administrative Console Overview
The Administrative Console is the nerve center of Comodo End Point Security Manager and is designed to help
administrators of corporate networks deploy, manage and monitor Comodo endpoint security software on networked
computers. The interface has a modular design that is entirely reconfigurable. Each window or management area can be
dragged, dropped and docked to virtually anywhere within the interface, allowing administrators to create the custom
workspace that suits their needs and preferences.

TS

© Consaole  Wiew  History  Windows  Help
B Login [ Lagout |§@|Q ﬁlﬁg e RO [&I

8|8 B E 8B |
Camputers |
= @ Root 043f 381 B-696C-4375-5443-5401 1068487
B EEEE”?‘“ t [, | windows service list aashl 1h3-2F4e-4e72-0d5c-balbsFé 1 ee5t
=) omputers
: m COMODO-XPOZ B, | 1nstalled product list 1c0a0c1d-13a3-44fc-9d0S-add1 9= 12F5fb
@ SUPPORTYISTAOL Q CFP Config 6:3d1988d-c336-4f05-207b-d310cc67d933 j
= a WORKGROLP [ Sequence Manager |Eﬁ Task Manager | [E} Package Manager | [y Discovery Profiles

-5 comopo-xPaL
- SUPOORTVISTAGZ

Status:  Loading completed

(38 Computers | % Group Manager |
[ie|

(]

| | Description | Computer | Created | Expired At | Received | Product Name

1| | M
Counk: 0 H

[, Motification Manitor Request Monitor
Connection State: -

CESM Administrative Console

The Administrative Console is sub-divided into the following main functional areas:
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The "Computers and Group Manager' windows — Enable administrators to import, view and manage network computers

The 'Package Management window — Enables administrators to view, manage and upload Comodo .msi packages

The 'Discovery Profiles' window — Enables administrators to choose information to retrieve from network computers

The 'Sequence Manager' window — Enables administrators to define a set of actions to be carried out as part of a task

The 'Task Manager' window — Enables administrators to define tasks based on sequences of actions to run on
computers

The Administrator Console also contains the following Monitoring and Reporting areas:

The 'Task Result' window — Enables administrators to view whether a task executed on a computer was successful or
not.

The 'Notification Monitor' — Enables administrators to view service messages from Comodo packages running on
computers

The "'Notification History' window — Enables administrators to view all service status messages from CESM Central
Service

The 'Request Monitor' — Enables administrators to view and react to alerts from Comodo packages running on
computers.

The 'Request History' window — Enables administrators to view all alerts including those dealt with and removed from
the monitor

Note: Most Monitoring and Reporting areas contain shortcuts that initiate activities carried out by the functional areas.

3.21 Persistent Navigational Elements -The File Menu and Shortcut Menus

The CESM File and Shortcut Menus provide access to all functional areas of the CESM interface. The File Menu can be
accessed at all times and consists of five areas: Console, View, History, Windows and Help. The Shortcut Menu,
positioned directly below, provides fast and easy access to many of the functions contained in the 'Console’, 'View' and
'History' areas of the the file menu. Both these menus are always visible at the upper left hand side of the screen
irrespective of the layout chosen by the user.

Console  Wiew  History  Windows — Help

Elogn Blegout ([ | R B E% T8 DD O QL

The following table contains a brief summary of these areas:

File Menu Element |Equivalent Description
Shortcut Menu
Icon
Console Contains program commands relating to user login and shutdown.
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Log in = Allows a new user to log into the CESM Administrator session.
Log out Logs the current user out of the Administration Interface but does not close the
‘ @‘ interface down.

Exit None Logs the current user out of the Administration Interface then closes down the
application.

View Contains shortcuts that open up the various functional and task management
areas of the interface.

Computers e Opens the 'Computers' window.

Group Manager & Opens the 'Computers' window.

Request Monitor £ Opens the 'Request Monitor' windowl

Notification Monitor 3} Opens the 'Notification Monitor' window.

Task Manager ® Opens the 'Task Manager' window.

Sequence Manager @ Opens the 'Sequence Manager window.

Discovery Profiles h Opens the 'Discovery Profiles' window.

Package Manager Opens the 'Package Manager' window.

History Contains shortcuts that open 'History' windows relating to Tasks, Requests or
Notifications.

Task Result Opens up the "Task Results' window.

Request History a Opens up the 'Request History' window.

Notification History ﬁ Opens up the 'Notification History window.

Windows Contains workspace related options and presets.

Layout None

Save Current Layout |None Saves the currently configured arrangement of windows. This workspace will be
loaded by default upon next login.

Reset Layout None Resets layout of windows to the arrangement that was loaded upon first login.

Optimal None Comodo pre-configured workspace. Provides visibility and fast access to all major
functional areas.

Scheduling None Comodo pre-configured workspace. Provides greater visibility and access to the Task
Manager and Request and Notification History windows. Remaining windows are
docked to the left hand side of the interface.

Monitoring None Comodo pre-configured workspace. Provides greater visibility and access to the
Notification and Request Monitoring Windows. Remaining windows are docked to the
left hand side of the interface.

Results and Monitoring | None Comodo pre-configured workspace. Provides greater visibility and access to overall

monitoring of network tasks results and request notifications. Remaining windows,
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apart from 'Discovery Profiles' are docked to the right hand side of the interface.
Custom Layout 1/2/3 | None Allows the user to quickly select then deploy 1 of 3 user-defined workspace layouts.
Set this as Current None Loads the workspace layout previously saved as layout 1,2 or 3.
Save current Layout to | None Saves the current arrangement of windows as Custom Layout 1,2 or 3.
this
Close All Windows None Closes all open windows but does not close down the main Administration Interface.
Help None
Help 7] Opens the internal help guide.
About None Provides the user with license and software version information.

3.3 The 'Computers' and 'Group Manager' Windows
3.3.1  Overview

The 'Computers' and 'Group Manager' windows play a key role in the CESM Administrative interface window by providing
system administrators with the ability to import, view and manage networked computers.

The 'Computers' window displays the network structure of imported machines in a familiar hierarchical tree structure and
can also be used as the launchpad for running tasks and controls on imported machines. For a more detailed summary of
the functionality of the Computers window, see section 3.3.2.The 'Computers' Window — Functionality and Purpose . For
a detailed tutorial explaining how to import computer structures then configure those computers for management under
CESM, see section 4.Importing Network Structure

The 'Group Manager' window displays a list of user-defined groups of imported computers. Creating groups of computers
allows the administrator to split large networks up into convenient and/or logical groupings. For example, an administrator
may create groups of computers called 'Sales Department', 'Accounts Department', 'Vista Workstations' , 'XP
Workstations', 'Domain Controllers', '64 bit Machines' or 'All Managed Computers'. Once created, the administrator can
create and deploy tasks to run all machines belonging to that group. For a more detailed summary of the functionality of
the Group Manager window, see section 3.3.4.The 'Group Manager' Window— Functionality and Purpose . For a tutorial
explaining how to set up a group of imported computers, see section 5.1.3.Managing groups of computers

By default, the 'Computers' and 'Group Manager' windows are displayed next to each other in a tab structure as shown
below. Administrators can view each as an individual window and re-position them according to their preferences by
simply left-clicking + hold on either tab then dragging the window to the desired location.

http://www.comodo.com 22



http://www.comodogroup.com/banking/twofactor.html
http://www.comodogroup.com/banking/twofactor.html

C-0-M-0-D-0

Creating

Computers  w B X
8 |- || =

Computers I 8 | op = | g
1
- & Root ipki
g fame Drescription
= E darmnain = | | :
—-@H Camputers =
: - [E COMODO-RPOZ & | Test Group 2 test

& SUPPORTYISTADL
~ @ WORKGROUP

-~ &} COMODO-POL

- G SUPOORTYISTAOZ

Stakus:  Loading cormpleted I Skatus:  Loading completed

CE Corputers |8l Group Manager | B Camputers | Group Manager |
Conneckion Skake! Conneckion Stab#: _

Computers tab Group Manager tab
|

Status:  Loading completed
2B Computers |% iaroup Manager f

Connecktion Stake: _

3.3.2 The 'Computers' Window — Functionality and Purpose

The 'Computers' window allows the administrator to:

« Import network structures from Active Directory Domains and Windows Workgroups into the CESM
Administrative Console. For a detailed tutorial on importing network structures, see 4.Importing Network Structure

« Assign 'Managed' status to individual computers, Domains, Domain controllers or Workgroups for which control
of Comodo applications is required. For more details on assigning 'Managed Status', see 5.2.Preparing Imported
Computers For Remote Management

- Install or uninstall the CESM Remote Agent onto computers with 'Managed' status so that the CESM Central
Service can establish or relinquish control of the machine. See #5.2.2.Installing CESM Remote Agent|outline for
more details

- Create a new Task to run on this computer. Selecting 'Create Task' from the right-click menu will open the 'New
Task' dialog with the selected computer already preselected as the target. See 3.7.The 'Task Manager' window
for more details .

- View 'Discovered Data' about the selected computer. 'Discovered Data' is information that has been collected by
a Task that ran a Discovery Profile on the selected computer. See section 3.5.The Discovery Profiles window for
more details
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Administrators can open the 'Computers' window in the following ways:
« Viathe File Menu. Select View > Computers to open the 'Computers' window

« Via the shortcut menu button:

Icon to access ‘Computers’ tab =3

« Via keyboard shortcut. Press 'CTRL + ALT + C' to open the 'Computers' window

Compums v A
8 |8-H & EH

Compukers |

= # Root
- €@ domain
- =@l Computers
- ~[EL COMODO-¥POZ
- SUPRORTYISTAOL
= @ WORKGROUP
- &} COMODO-%PO1
- ) SUPOORTYISTADZ

Skatus:  Loading completed

|I!§IE Camputers |%| Group Manager |
Zonneckion State: _

Window Specific Controls - 'Computers’

Menu Element Description
a Refresh Refreshes the list of imported computers by re-auditing the network structure.

‘ B - Active Directory Import Initiates either the Active Directory or Workgroup import wizard. Simply clicking this button will
(Default) begin the 'Active Directory' import wizard. Clicking the arrow to the right of the icon allows the
user to choose between initiating the 'Active Directory' or 'Workgroup' import wizards.

Show All Click the 'Show all' button to view all hidden items (workstations)
E Expand All Click the 'Expand All' command to expand all of the items in the tree.
IE Collapse All Click the 'Collapse All' command to collapse all of the currently items in the view.
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'‘Computers’ Window - Tree Icons

Tree Icon Description

Root folder icon

Domain / Workgroup icon

Organizational Unit

B e e

Computer Status = Unmanaged. All newly imported computers are unmanaged until the
administrator chooses to manage them. CESM cannot interact with a computer unless it has
'Managed' status.

Computer Status = Managed but not connected to CESM Central Service. The CESM Remote
Agent must be installed on a workstation in order for it to connect to central service.

Computer Status = Managed and connected to CESM Central Service.

S

Right clicking on any workstation, Domain, Domain controller or workstation listed in the 'Computers' window will open a
context sensitive menu that allows further actions to be carried out on the group:

E:  Active Directory Import Hows service list
Workgroup Irmpork alled product lisk
| Conkral ¥ Manage
Shion IUnmanage
Hide Install agent
L Open Discovered data Uninstall agent

Create Task

& Refresh FS

Details

'Computers’ Context Sensitive Menu - Table of parameters

Action's name Description

Active Directory Import Imports the list of computers you want to manage from Active Directory. More...
Workgroup Import Imports the Workgroup of computers you want to manage. More...

Control Manage — Assigns “Managed” Status the selected item

Unmanage — Removes “Managed” status from the selected item.

Install Agent — Will initiate the CESM Remote Agent installation procedure on the selected
item

Uninstall Agent — Will initiate the CESM Remote Agent uninstallation procedure on the
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selected item

Show Hidden computers can be made visible at Computers' panel again by clicking “Show all”
button.
Hide Hides the selected item so that it is not displayed in the tree. This is handy should, for

example, an administrator only wish to view CESM 'Managed' computers. Note: Computers
can not be deleted from the display, but in case they are not needed at the moment - they
can be hidden.

Open Discovered data Allows the administrator to view 'discovered' data about the selected item. Discovered data
is fetched by running a task that includes a CESM 'Discovery Profile' on the item. The
CESM Administrative console presently includes discovery profiles for OS version,
Windows service list, Installed product list and Comodo Firewall Pro Configuration (CFP

Config.)
Create Task Allows administrators to start the add new task dialog for the selected workstation, unit or
group.
Refresh Updates the list of computers displayed in the tree by re-polling the network structure.
Details Allows the user to view details for the selected object such as Name, GUID, SID, Creation

date, Date of last modification, DNS (for workstations only), Status (for workstations only)

3.3.3 The 'Group Manager' Window— Functionality and Purpose

The 'Group Manager' window allows the administrator to:

« Define a CESM 'Group' of imported computers for the purposes of rolling out Tasks across multiple computers
and/or networks. Creating groups of computers allows the administrator to split large networks up into convenient
and/or logical groupings. For example, an administrator may create groups of computers called 'Sales
Department’, 'Accounts Department' , 'Vista Workstations' , 'XP Workstations', 'Domain Controllers', '64 bit
Machines' or 'All Managed Computers'. For a tutorial explaining how to define a group of imported computers,

see section 5.1.3.Managing groups of computers

« Instantly assign or remove 'Managed' status to all computers, Domains, Domain controllers or Workgroups that
are members of that group. For more details on the importance of assigning 'Managed Status', see 5.2.Preparing

Imported Computers For Remote Management

« Install (or uninstall) the CESM Remote Agent onto all computers in the groups so CESM Central Service can
establish or relinquish control of the machine. See 5.2.2.Installing CESM Remote Agent for more details

- Create a new Task to run on all computers in the group (for example, a task to install Comodo Firewall Pro on all
computers in the group). Selecting 'Create Task' from the right-click menu will open the 'New Task' dialog with the
selected Group already pre-selected as the target. See 3.7.The 'Task Manager' window for more details on the
nature, implementation and types of Tasks available .

Once a CESM 'Group' has been created, this group can be specified as the target entity for any new Tasks (or added to
the target list of an existing task). The ability to roll out tasks to large numbers of machines will prove itself to be an
invaluable time-saver in networks of all sizes:

http://www.comodo.com 26



http://www.comodogroup.com/banking/twofactor.html
http://www.comodogroup.com/banking/twofactor.html

C-0-M-0-D-0

Creating

E *MNew task:New Task

g E Save -

Comman | Schedule |

M arne: |Install Comaodo Fireveall

D ezcription: |Instal| Comodao Firewall then reboat the machine

Sequence: | Ingtall Comodo Firewall Sequence
Target " Computers ' Groups
Computers ;I M arne [ Descriptian |
=S []& Foot B Test Group 2 Wigta Machines
=[] domain

EIDEH Computers

- ~[]E} coMoDo-poz
=[N SUPPORTWISTAD
= []fa WORKGROUP

[z cOMODD#POT |
l_ln—ﬂ CHImmOnTY AT AT
F

Kl

Administrators can open the 'Group Manager' window in the following ways:
« Via the File Menu. Select ' View > Group Manager' to open the 'Group Manager' window

« Via the shortcut menu button:

Icon to access ‘Group Manager' tab ‘ %

« Via keyboard shortcut. Press 'CTRL + ALT + G' to open the 'Group Manager' window

@ o == | ,
| Marme | Description
B [Test Group 2 kesk

Status:  Loading completed

B Computers | % Group Manager I
Conneckion Skate: _

The 'Group Manager' window lists all existing, user defined 'Groups' and provides the ability to Add, Remove and
reconfigure groups.

http://www.comodo.com 27



http://www.comodogroup.com/banking/twofactor.html
http://www.comodogroup.com/banking/twofactor.html

C-0-M-0-D-0

Creating

Window Specific Controls — Group Manager

Menu Element Description

Refresh Updates the entire list of groups displayed in the Group Manager tab so that the list incorporates
groups which have been recently created, deleted or modified.

‘.;E.:.‘ Add Initiates the 'Add New Group' dialog. More details can be found in 5.1.3.1.Creating groups

a= Delete Deletes the currently selected group

ﬁ Edit Opens the 'Edit Group' dialog — allowing the administrator to alter settings related to this group
including Group composition, Name and Description.

Right clicking on any group listed in the 'Group Manager' window will open a context sensitive menu that allows further
actions to be carried out on the group:

DA Addnewitem  Chrl+Ins

&= Remove ikem Ckrl+Del
| Conkrol 3 Manage
Create Task Unmanage :
& Refresh FS Install Agent i

ninstall Agent

e

s

Edit item Ckrl+Enker

'Groups' Context sensitive menu - Table of parameters

Action's name Description
@‘ Add Initiates the 'Add New Group' dialog. More details can be found in 5.1.3.1.Creating
garoups
== Delete Deletes the currently selected group
Control Manage — Assigns “Managed” Status the selected item

Unmanage — Removes Managed status from the selected item.

Install Agent — Will initiate the CESM Remote Agent installation procedure on the selected
item

Uninstall Agent — Will initiate the CESM Remote Agent uninstallation procedure on the
selected item

Create Task Allows administrators to start the_add new task process for the selected workstation, unit or
group.
= Refresh Updates the currently selected group so that any recent changes to the group are reflected
in the listing.
P Edit Opens the 'Edit Group' dialog — allowing the administrator to alter settings related to this
group including Group composition, Name and Description.
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3.4 The Package Management window

3.41 Overview

A CESM 'Package' is a file that is used for the installation, maintenance, and removal of software on Microsoft Windows
operating systems. CESM 'Packages’ are the installer files for Comodo applications such as Comodo Firewall Pro and
come in the form of .msi files. You must upload the appropriate Package to CESM for the application you wish to manage
on networked computers. Once uploaded, this package can be specified as the Parameter' of an 'Install' or 'Uninstall’
action. (Note: The 'Uninstall' or 'Install' action may form part or all of a 'Sequence’ of 'Actions’ that will determine the
purpose of any 'Task’ you intend to run on a 'Managed' computer or group of computers.) Updated and new Comodo .msi
files for use as CESM packages will be provided by Comodo as part of your license agreement.

3.4.2 Opening the Package Manager window
Administrators can open the 'Package Manager' window in the following ways:

« Via the File Menu. Select ' View > Package Manager' to open the 'Package Manager' window

« Via the shortcut menu button:

Icon to access 'Package Manager' tab

« Via keyboard shortcut. Press 'CTRL + ALT + P’ to open the 'Package Manager' window

Produck Code

| Usiresz Version

| Mame | Description Code

019e57da-b123-... 3.0.17.304 Acd0abza-bl3a-...

Skatus:  Loading completed

@ Sequence Manager |[© Task Manager |EJ Request Monitor |BY Motification Manitor Package Manager I_

Once opened, the 'Package Manager' window enables administrators to add, view and re-configure CESM 'Packages'.

Window Specific Controls — Package Manager

Control's name |Description

’E‘ Refresh Updates list of packages
@ Add Enables the user to add a new package to the list. Opens the 'Add New Package' dialog. See 3.4.3.Adding a

Package to Comodo Endpoint Security Manager for a short tutorial explaining this process.

m= Delete Deletes the selected package
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E Edit

Enables the administrator to edit package parameters such as Name and Description and/or to upload an
alternative or updated .msi file.

Right clicking on any Package listed in the 'Package Manager' window will open a context sensitive menu that allows
further actions to be carried out on the group:

OE Add new item Ctri+-Ins
&= Remove ikem Chrl+Del
Create Install Sequence

Create Uninstall Sequence
& Refresh FS
F@  Edititem Chrl+Erter

Context management menu - Table of parameters

Action's name Description

Enables the user to add a new package to the list. Opens the 'Add New Package' dialog.

See 3.4.3.Adding a Package to Comodo Endpoint Security Managerfor a short tutorial
explaining this process.

Add new item

Remove item

Allows the user to delete the package

Create Install Sequence

Allows the user to create Installation Sequence for the package

Create Uninstall Sequence

Allows the user to create Uninstallation Sequence for the package

Refresh

Updates the list of packages.

Edit

Enables the administrator to edit package parameters such as Name and Description
and/or to upload an alternative or updated .msi file.

3.4.3 Adding a Package to Comodo Endpoint Security Manager

To add a package to Comodo Endpoint Security Manager:

« Open the 'Package Manager' window using any of the methods outlined earlier

«  Click the 'Add New Item' Icon (highlighted below)

- ol |

Upgrade
Code

Comodo Inkerne, .. 019e87de-b123-... 3.0.17.304

Description Wersion Product Code

‘ Marne:

9c00abza-b13a-...

¥ IS Package

Status:  Loading completed
[& Sequence Manager |[& Task Manager |Bl Request Monitor | Motification Moritar Fackage Manager
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- This will open the 'Add New Package' dialog (shown below). At this stage, you should create an appropriate
Name and (optional) Description for the Package you are about to upload.

*Mew package:CFP Package ] - X
I save

M arne: IEFF' Package

Description: IEDmu:u:Iu:u Firewall Proinstallation package

Code: IEIDDDDDDD-DDDD-DDDD-DDDD-DDDDDDDDDDEIEI

¥ Upload 51 Binary

MSIFile: |

« Next, click the ellipsis button to the right of the 'MSI File:' field (highlighted above). This will open the standard
Windows file browser:

open 21 x|

Lok | ) CESM = Qe

=7 CesmSetupbebug_rev48270. msi
CfpInstall_vista3z_43404.msi
ceCfpInstall_xp32_45404.msi

File name: IEfplnstall_:-:pEE_dBdEld.msi j Open I
j Cancel |
P

Files of bype: |MSI filees

- Browse to the local or network location to which you have saved Comodo .msi files. Select the appropriate file
and click 'OK".

- This will return you to the 'New Package' dialog where the filename of the .msi file will now be displayed in the
'MSI File:' field. Click the 'Save' button to confirm and save your new package:
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*New package:CFP Package ] - X

E Save

Mame: IEFF‘ Package

D ezcription: IEDmu:u:Iu:u Firewall Proinstallation package

Code: [o0o0000-0000-0000-0000-000000000000

¥ Upload 5] Ginam

k5] File: IE:'xF'rl:ngram Files\COMODOR emaotetd anagements Packages'\ff8ceblf-60d4d-4e3a-bI5F-1 2fdfeefdd 7 2. m=i

- The newly created Package will be listed alongside any other packages in the 'Package Manager' window:

. pcrade . R
Mame Description Come Wersion Product Cod=
[ | CIS Packags Comodo Inteme,., |019e87de-b123... | 3.0.17.304 9:-00abza-bl3a-...

CFP Packace Comodo Fireswall,,. 019e27de-b123-... 2.0.17.304 9-00abZa-b12a-...

Status:  Loading completed

[ sequence Manager ||EJ Task Manager | Fequest Monitor ||E Mobtication Motitor | 123 Package Marager

« Once the Package' has been created, it can be specified as the 'Installation Parameter' of an 'Install' or 'Uninstall’
Action in 'Sequence’ of Actions using the 'Sequence Manager' dialog:

_/I@ *New sequence: - X

E Save -

M ame: IInstaII Comodo Firewall Sequence

Deszcription: Iinstall then reboot

13 [P

Inpt | Mame E Installation parameters
Fackage CFP Package

CI5 Package
(0, "CESM has ini... | Reboat the computer \ .

- ltis possible for there to be more than one Package involved in any particular Sequence of Actions. For example,
you may want to create a single Sequence of Actions that will 'Uninstall the Comodo Firewall Package' > 'Reboot
the Computer' > 'Install the Comodo Internet Security Suite' Package > 'Reboot the Computer'.
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3.5 The Discovery Profiles window

3.5.1 Overview

Note: In terms of understanding, 'Discovery Profiles' are heavily dependent on an understanding of CESM 'Actions' and
'Sequences'. If they haven't done so already, Comodo advises administrators to familiarize themselves with Actions and
Sequences before reading this section.

A Discovery Profile is an Action that fetches data about Managed computers in a network and returns that information to
the CESM console. Armed with this data, administrators can make informed decisions about the configuration policy that
they wish to take on those Managed computers - including Windows Service control, the installation or uninstallation of
packages and the configuration of Comodo applications such as Comodo Firewall Pro. For example, the “Installed
Packages” Discovery Profile will inform the administrator as to which Packages were installed on the machine at the time
the Action was run (including any 3™ party .msi packages). The administrator can then quickly uninstall any one of those
packages from that machine by right clicking, selecting 'Create Sequence’; saving this Sequence as a Task and running
the Task on that machine or multiple machines in the network. The 'OS Version' Discovery Profile could be used to
determine which version of a Package the administrator should install on a Managed computer.

Clicking on a specific 'Discovery Profile' listed in the 'Discovery Profiles' window is firstly a convenient way of viewing all
Managed computers in the network that have had that Profile executed on them. Secondly, and more importantly, it
allows you to quickly access the data recovered by that Profile for the machine in question and use that data as a basis
for new Sequences to be implemented on Managed computers.

CESM includes 4 discovery profiles:

Discovery
Profile Name

Prerequisites for viewing data

Clicking on this Discovery Profile in the 'Discovery Profiles’
Window will show you:

OS Version

A 'Task' must have been run on at
least one machine with a 'Sequence'
that contained :

Action = 'Discover Data’
+

Discovery Parameter = 'OS Version"

A list of the names of all computers upon which a 'Discover Data' Action
with the Discovery Profile 'OS Version' has been run and the time it was
run.

To the right of this list of computers is the results panel which displays
the operating system present on the selected machine at the time the
Action was run.

Windows services
list

A 'Task' must have been run on at
least one machine with a 'Sequence'
that contained :

Action = 'Discover Data’
+

Discovery Parameter = 'Windows
Services List'

A list of the names of all computers upon which a 'Discover Data' Action
with the Discovery Profile 'Windows Services' has been run and the
time it was run.

To the right of this list of computers is the results panel. Clicking the
ellipsis button ( ... ) on the right hand side of this panel will display the
Name, State and Type of all services present on the machine at the
time the Action was run.

Right clicking on any one of these services will allow the administrator
to quickly create a new 'Sequence' containing a 'Control Service' Action
that can be used to stop, start, pause or continue that service. This
Sequence can then be used as part of a Task which can be deployed
on that individual machine or across multiple machines.

Installed products

A 'Task' must have been run on at
least one machine with a 'Sequence'
that contained :

Action = 'Discover Data’
+

Discovery Parameter = 'Installed
Product List'

A list of the names of all computers upon which a 'Discover Data' Action
with the Discovery Profile 'Installed Product List' has been run and the
time it was run.

To the right of this list of computers is the results panel. Clicking the
ellipsis button ( ... ) on the right hand side of this panel will display the
Name, Version, Publisher, Date (of installation) and Location of all
Comodo and 3" party Packages present on the machine at the time the
Action was run. ('Package’, in this instance, means 'installed using a
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.msi installer)

Right clicking on any one of these Packages will allow the administrator
to quickly create a new 'Sequence' containing an 'Uninstall Package'
Action that that can be used to remove that Package. This Sequence
can then be used as part of a Task which is used to remove the
selected Package from that individual machine or multiple machines.

CFP Config A 'Task' must have been run on at
least one machine with a 'Sequence'

that contained :

Action = 'Discover Data’

+

Discovery Parameter = 'CFP Config'

A list of the names of all computers upon which a 'Discover Data' Action
with the Discovery Profile 'CFP Config' has been run and the time it was
run.

To the right of this list of computers is the results panel. Clicking the
ellipsis button ( ... ) on the right hand side of this panel will open a
window which displays the various configuration settings that were in
use on that installation of the firewall at the time the Action was run.

Clicking 'File > Save As' at the top left of this window will allow the
administrator to save this configuration setting as a .xml file. This .xml
file can then be loaded as the basis of a new 'Sequence' containing the
'CFP Set Config' Action. This Sequence can then be used as part of a
Task to roll out those settings across multiple machines. Alternatively,
having decided this discovered profile is a good 'start' point, the
administrator may wish to change only one or two of the settings when
defining the Sequence and implement the new configuration across the
entire network.

3.5.2 Opening the Discovery Profiles window

Administrators can open the 'Discovery Profiles' window in the following ways:

Via the shortcut menu button:

Via the File Menu. Select ' View > Discovery Profiles’to open the 'Discovery Profiles' window

Icon to access 'Discovery Profiles’ tab

[EY

Via keyboard shortcut. Press 'CTRL + ALT + D'

Via context menu or 'Computers' window.

to open the 'Discovery Profiles' window

Once opened, the 'Discovery Profiles’ window enables administrators to view discovered data for selected type of profile.

Window

Inztalled product list

|
g | B

M ame Lid
Q 05 wversion 04 3fae18-E96c-4318-5443-834011 0f68de7

aaibl1b2-2
1c0a0c1d-13a3-4afc-9d05-add1 91 2F3fb

c-balbSiE1 eeth

CFP Canfig

£3d1388d-c336-4f05-a07b-d31 0ccb7d333
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Window Specific Controls — Discovery Profiles

Control's name |Description

& ‘Refresh Updates profiles' list

a ‘ Open Enables the user to view profiles of the selected Managed workstation.
Discovered
Data

Right clicking on any of four profiles listed in the 'Discovery Profile' window will open a context sensitive menu that allows
further actions to be carried out:

& Refresh F=

B OpenDiscovered data

Creake Sequence

Context management menu - Table of parameters

Action's name Description

Create Sequence Allows the administrator to create a new sequence:

* An'Uninstall Package' sequence can be quickly created from the context sensitive
menu if the 'Installed Products List' Discovery Profile is selected.

*  A'Control Windows Service' sequence can be quickly created from the context
sensitive menu if the 'Windows service list' Discover Profile is selected.

* A'Set CPF config' sequence can be quickly created from the context sensitive
menu if the 'CFP' Discovery Profile is selected.

Refresh Updates the information about profiles listed.

Open Discovered data Enables the administrator to view discovered data for selected type of profile.

3.5.2.1 'OS Version' Profile

The 'OS Version' discovery profile allows administrators to establish which operating system is installed on a target
computer (or group of computers). Clicking 'OS Version' in the 'Discovery Profiles' window will open a list of the names of
all computers upon which a 'Discover Data' Action with the Discovery Profile 'OS Version' has been run and the time it
was run.
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E. 05 version ]/E. Windows service lisk ]/E. Installed product lisk ]/E CFP Config - X

=]

=

[rata, dizcovered for profile 05 werzsion

| Computer | Discovered Time 3 %: ﬁ:l | =
B Misc
E% COrMODO-+P02 9/8/2008 2:21 PM D=V ersion 51,2600 Service Pack 2
E% COMODO-+P02 9/8/2008 216 PM
E% COrMODO-+P02 9/8/2002 211 PM

To the right of this list of computers is the results panel which displays the operating system present on the selected
machine at the time the Action was run.

The filter buttons allow the administrator to sort discovered data by categories, alphabetically and by property pages.

Controls Description

Sort by categories.

4| Sort alphabetically.

Sort by property pages.

3.5.2.2 'Windows Services' Profile

The 'Windows Services List' discovery profile allows the administrator to view (and subsequently create a Sequence to
control) the list of Windows services registered on a target computer. Clicking on 'Windows Services List' in the
'Discovery Profiles' window will open a list of the names of all computers upon which a 'Discover Data' Action with the
Discovery Profile 'Windows Services' has been run and the time it was run. This list contains name, status and control
abilities.

E. ©5 version /]/E Windows service list ]/E. Installed product lisk ]/E. CFP Config ] - X

=]

=

[rata, discovered for profile  Windows service lizt

Computer Dizcovered Time 3 %: ‘}:l | =
E% SUPPORTWISTAM 9/8/2003 3:21 PM 8 Misc
E% COMODO-#POZ 9/8/2008 3:21 PM Result < Services ist.__ 3| o

16 P

[Cy| COMODO<PO2 3/8/2008 5:00 PM

To the right of this list of computers is the results panel containing the 'Services List' for that particular machine. Clicking
the ellipsis button ( ... ) on the right hand side of this panel will display the Name, State and Type of all services present
on the machine at the time the Action was run (see below)
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f | Display Mame | Mame | State | &coept o
B Aletter Stopped AcceptMone SharedPro
: |E| ASpplication Layer Gat... | ALG Funning AcceptStop OwnProcess
|E| Application Managem... | Apphgmt Stopped AcceptMone SharedProcess
|E| YWindows Audio AudioSry Running AcceptStop SharedProcess
|E| Backaground Inteligen... | BITS Stopped AcceptMaone SharedProcess
|E| DHCP Client Dhep Running AcceptStop SharedFrocess
|E| Logical Digk Manager... | dmadrmin Stopped Accepthone SharedProcess
: |E| Logical Dizk Manager | dmserver Running AcceptStop SharedProcess ;I
0 [ — - . P . N . —
| ] 4 |

Right clicking on any one of these services will allow the administrator to quickly create a new 'Sequence' containing a
'Control Service' Action that that can be used to stop, start, pause or continue that service. This Sequence can then be
used as part of a Task which can be deployed on that individual machine or across multiple machines.

The filter buttons allow the administrator to sort discovered data by categories, alphabetically and by property pages.

Controls Description

Sort by categories.

A Sort alphabetically.

Sort by property pages.

Allows administrator to view list of Windows services registered on a target computer.

3.5.2.3 'Installed Products' Profile

The “Installed MSI packages” discovery profile allows the administrator to view which programs are present on a target
computer or computers that have been installed with the Windows installer (.msi). Clicking on 'Installed Products' in the

'Discovery Profiles' window will show a list of the names of all computers upon which a 'Discover Data' Action with the Discovery
Profile 'Installed Product List' has been run and the time it was run.

E. Installed product list

&

[rata, dizcovered for profile  |nstalled product list

| Computer | Discovered Time A
Q COMODO-=PO2 9/8/2008 &:21 P Result < Products list.__ 3|
Q COMODO-=PO2 9/8/2008 816 P
Q COMODO-=PO2 9/8/2008 711 P

To the right of this list of computers is the results panel containing the 'Products List' (those .msi packages on that
particular machine). Clicking the ellipsis button ( ... ) on the right hand side of this panel will display the Name, Version,
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Publisher, Date (of installation) and Location of all Comodo and 3™ party Packages present on the machine at the time
the Action was run. ('Package’, in this instance, means 'installed using a .msi installer)

]
| Mame | Wersion | Publisher | Installed | Location
B Comado Firewall Pro 30.17.304 Cornodo : 003
|E| Widware Tools 3.1.0000 Whdware, lne. 8/14/2002 C:A\Program FilesiWhdw. ..
|E| WebFldrs =P 9.60.7523 Microzoft Corporation | 8/13/2008
|E| Comodo CRM Agent 1.0.0.0 Comado 8/14/2008

Right clicking on any one of these Packages will allow the administrator to quickly create a new 'Sequence' containing an
'Uninstall Package' Action that can be used to remove that Package. This Sequence can then be used as part of a Task
which is used to remove the selected Package from that individual machine or multiple machines.

The filter buttons allow the administrator to sort discovered data by categories, alphabetically and by property pages.

Controls Description

Sort by categories.

A Sort alphabetically.

Sort by property pages.

Allows administrator to view list of Windows services registered on a target computer.

3.5.2.4 'CFP Config' Profile

The 'CFP Config' Profile allows the administrator to view the current configuration settings of Comodo Firewall Pro on a
particular machine. Clicking 'CFP Config' in the 'Discovery Profiles' window will display a list of the names of all
computers upon which a 'Discover Data' Action with the Discovery Profile 'CFP Config' has been run and the time it was
run.

=
D ata, discovered for profile  CEP Config

: | Computer | Digcovered Time gf: ‘."",|r | _]
= /2008 1:41 2M B Discovery data
[C,| COMODOwPO2 9122008 1:45 AM Result ¢CFP Config... 3] ]
5| COMODO-<PO2 3122008 7:47 AM
G| COMODOw<PO2 3M2/2008 7:47 AM Result
Q COMODO-+P02 9,12/2008 950 AM Comodo Firewall Pro discovered individual configuration data
[Cy| COMODO-=P02 9/15/2008 5:32 AM
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To the right of this list of computers is the results panel. Clicking the ellipsis button ( ... ) on the right hand side of this
panel will open the 'Settings Editor' which displays the various configuration settings that were in use on that installation
of the firewall at the time the Action was run:

¥ Settings Editor = X
G d m|
File
1 open ChrlH+ - : 2
| E — EETIER = Attack Detection Settings
+3hift+ o . ) ) : . ) )
l_alve;l i j iﬂ Thiz zechon allows vou to configure the Firewall's Denial of Service [DoS] protection
zettings.
------- @ My Part Sets
T % My Metwork Zones i Intsion Detection
' — TP Flacd
£ itk % ty Blocked Metwork Zones ici
. Traffic Rate |20 =~ packets / zecond HEWEG e AL pciL e
B @' Advanced Tasks = automatically blocked after it ath
s : - CaNT
%, ] ) Duration 0 =l zeconds
....... E Mebwark Security Policy
2 : : 5t How long zhould the firewall ztae
------- 1 Predefined Firewall Policies — UDP Flood emeigency moda while the host
ﬁ-ml R i
------- R Attack Detection Settings Traffic: B ate IED 3: packets / second DOS attack
....... i i i i B
's = Firewall Behaviar Settings Cruration 20 =~ zeconds B ent P hEP S e
™|
= “ﬂ:" Qe — |CMP Flood ™| Block Gratuitous SBF Fram
|_:_| Cormon Tazhks
Traftic Rate |20 = packetz / zecond
....... B My Protected Files
Diuration 20 = zeconds
------- by Quarantined Files
------- My Protected Registry Keys
------- @ by Protected COM Compone — Mizcellaneous
=~ @ Advanced Taszks ™ Block Fragmented P datagrams ™| Do packet checl
: r;;_) ] : Blocks all outgoingdncoming fragmented [P packets [& perzonal computer Yerfies the checksur
------- \ % Computer Security Palicy = harely needs to zend or receive fragmented IF packetz. These types of integrities. & persona
[ ) ] - packets are maore ugeful for routers. This option must be dizablad unless check [ ay slow dow
-------- E Predefined Secunty Policies necezzan| requires protocol ana
------- I@ Image Execution Control Setti
_______ I.\ N, Tl Do protocol analysz ™| taritar attier ME
| ik e Analyzes all incomingdoutgoing packets to verfy that they have the comrmect Monitor packets ongi
1 | | » parameters according to the specific protocol's standarts and stop therm if owry drivers to create
R e e e RO SRS RO ] RS i

[k I Cancel

Clicking 'File > Save As' at the top left of this window will allow the administrator to save this configuration setting as a
xml file. This .xml file can then be loaded as the basis of a new 'Sequence' containing the 'CFP Set Config' Action. This
Sequence can then be used as part of a Task to roll out those settings across multiple machines. Alternatively, having
decided this discovered profile is a good 'start' point but is in need of tweaking, the administrator change one or two of
the settings when defining the Sequence and implement the new configuration across the entire network.

The filter buttons allow the administrator to sort discovered data by categories, alphabetically and by property pages.

Controls Description

Sort by categories.

A Sort alphabetically.
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=] Sort by property pages.
_" Allows administrator to view list of Windows services registered on a target computer.

3.5.2.5 Example: Using 'CFP Config' Discovery Profile to roll out an existing CFP configuration onto other machines

(Note: The process outlined below describes a specific situation whereby the administrator needs to copy and re-deploy
a pre-existing CFP configuration (or copy it in large but with minor tweaks). To set and deploy a brand new CFP
configuration on networked computers, administrators should skip straight to step 3.)

If you currently have a computer with CFP installed and wish to copy and re-deploy that CFP configuration on other
computers in the network:

1. Open the “Discovery profiles” window, select the “CEP_Config” profile. Choose the machine that has the CFP
configuration you wish to use and click the ellipsis (...) button to the right of the 'Discovery Data' panel.

2. This will open the CFP 'Settings Editor' which displays the configuration settings in use on that machine at the
time the Discovery Profile Action was run. Click 'File > Save As...' from the file menu in this window and save
these configuration settings to a local or network drive as a .xml file. Note — you cannot alter the configuration of
these settings yet. If you desire to reconfigure these settings, then this is done during the next stage — creating a
'Set CFP Config' Sequence.

3. Next, open the 'Sequence Manager' and click the “*” icon to create a new Sequence. Select 'CFP Set Config' as
the 'Action’ and click 'Add".

4. Atthe 'Config Parameters' panel, click the ellipsis (....) button. This will open the CFP 'Settings Editor' window. As
you wish to roll out the settings from the computer whose 'CFP Config' discovery profile you saved in step 2., you
should now click 'File > Open' at the file menu and browse to this saved .xml file. At this stage, administrators
should make any configuration changes they wish to implement. Click 'OK' at the bottom of the 'Settings Editor'
when finished.

5. You will now be returned to the 'Sequence' configuration dialog. The 'Config Parameters' for CFP have been set
in step 4. Supply a Name and Description for the Sequence and Save the sequence.

6. To roll the configuration out to network computers, you now need to create a task that includes the Sequence you

created in steps 3 and 4. Open the “Tasks manager” window and click the “+” icon to create a new Task. To the
right of the 'Sequence' field there is an ellipsis button (...) which will allow you to choose the Sequence you saved
in step 4. After providing a Name and Description for the sequence, choose the target computers using the
'Computer’ or 'Groups' selection windows in the lower half of the Task editing dialog. If you want to run this task at
a later time, configure your preferences in the 'Schedule’ tab. Save the task.

7. Open 'Task Manager'. You can run this task immediately by right clicking on the Task name and selection
'Execute’ from the context sensitive menu. Alternatively, you may wish to schedule this task to run at a later time.
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3.6 The Sequence Manager window
3.6.1 Overview

A Sequence is one of the most important concepts in CESM. A Sequence is a set of Actions that will be executed in a
Task. Once created, a Sequence (of Actions) is added to a Task and the Task is executed on a list of Managed
computers or group of Managed computers. The Administrator can create, manage, delete, edit Sequences via the
'Sequence Manager'.

- A Task cannot be created or executed without a Sequence being added to that Task.

« A Sequence is composed of one or more _Actions. Actions are the commands that are carried out on Managed
Computers.

« Multiple Actions can be chained sequentially in a Sequence in order to carry out complex task sets.

- Actions in a Sequence are executed consecutively from the top of the list down. If any Action in a Sequence fails
then this acts as a roadblock and all subsequently listed Actions will not be performed.

- Once a Sequence has been created it can be added to a Task. Tasks are then deployed on the target computer
or groups of computers

« Any Sequence can be used in more than one Task should the administrator require.

3.6.2 Opening the Sequence Manager window
Administrators can open the 'Sequence Manager' window in the following ways:
« Via the File Menu. Select ' View > Sequence Manager' to open the 'Sequence Manager' window

« Via the shortcut menu button:

Icon to access ‘Sequence Manager' tab Eﬁ

« Via keyboard shortcut. Press 'CTRL + ALT + S' to open the 'Sequence Manager' window:

Sequence Manager

| Marme | Descripbion | Ackions counk

LE Test Sequence Test Sequence

0 | et corfig get config 1

Status:  Loading completed

[& Sequence Manager IIE Task Manager | Package Manager | [ty Discovery Profiles |

Sequence Manager — Window Specific controls:

Control's name |Description

‘ =] ‘ Refresh Updates the list of displayed Sequences to reflect changes such as newly added sequences; removed
: sequences or modifications to existing Sequences.
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@ Add

Enables the user to add a new Sequence to the list. Opens the 'Add New Sequence' dialog.

’: Delete

Deletes the selected Sequence

@ Edit

Enables the administrator to edit the Sequence's parameters such as Name and Description and/or component
Actions.

Right clicking on any sequence listed in the 'Sequence Manager' window will open a context sensitive menu that allows
further configuration:

Sequence Manager

& |gh == | Fg

| Descripkion | Actions count

Status:  Loading completed

CH  Addmewitern  Chel+Ins
=

Rermove item Chrl+Del

Create Task

[ sequence Manager IIE Task Manager | Pal & Refrash Fg

P Edit ibemn Chr+Enter

Context sensitive menu - Table of parameters

Action's name

Description

Add new item

Enables the user to add a new Sequence to the list. Opens the 'Add New Sequence
dialog.

Remove item

Allows the user to delete the Sequence.

Create Task

Allows the user to create a CESM 'Task' based on the selected 'Sequence.’

Refresh Updates the list of displayed Sequences to reflect changes such as newly added
sequences; removed sequences or modifications to existing Sequences.
Edit item Enables the administrator to edit the Sequence's parameters such as Name and

Description and/or component Actions.

3.6.3 Creating a Sequence and Adding Actions to that Sequence

- Prerequisites. Because all Sequences of Actions are ultimately deployed onto networked computers via a
CESM Task, administrators are advised to first:

Ensure that all Network Structures have been imported and that target computers have 'Managed' status
and have the CESM Remote Agent Installed. For a tutorial explaining how to import network structures,
see Importing Network Structures. For more details on managing computers using the administrative
console, see The Computers and Group Manager Windows. For more details on assigning managed
status to computer, see Preparing Imported Computers for Remote Management.
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« The appropriate Comodo Packages (or third party packages) have been uploaded to the CESM
Administrative interface.

To create a new Sequence:

«  Open the 'Sequence Manager' window using one of the methods outlined earlier. At the Sequence Manager
window, click the green 'Add' symbol (shown below).

k¥

| Ciescription | Aictions counk

Discover Profiles Obkain precise configuration of target computers 4

Status: Loading completed
[ Sequence Manager | [ Task Manager | Package Manager |[& Discovery Profiles |@, Request Manitor |m Motification Maritar

«  This will open the 'New Sequence' tab:

-~ E]E Mew sequence: - X

‘] E S 1 Type a Mame (mandatory) &
. P E— Description (optional) for the new ‘
Marne: [ |
ame || Sequence.

Click the ‘Add' icon to reveal a list of
Action types that can be added to the
sequence. Choose the desired Action(s) -
and click "Add’. 9

The following table contains more detailed descriptions of each of the Actions available within a Sequence.

3.6.3.1 Table of Actions — Definitions and Usage

Action Name Description

Reboot the computer Adding this Action to a sequence will reboot the target computer or group of computers. If
the 'Reboot..." Action is part of a chain of Actions in a Sequence, then typically it is the final
Action in that Sequence (for example Action 1 = Install Package. Action 2 = Reboot)
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Required Parameters: Shutdown Timeout. You should set actual reboot delay in seconds.

Install package

This Action enables the administrator to install a Comodo (or 3™ party) .msi package onto
the target computers or group of computers (for example, this Action would be used to
install Comodo Firewall Pro). This Action can only be executed if the appropriate CESM
'Package' has been uploaded to the interface. See section 3.4.The Package Management
Window for more details.

Required Parameters: MS| package name to be selected by the administrator. See 'Adding
a new package for more details.

Note: Some .msi packages may require the machine to be rebooted in order to complete
the installation. Where this is the case, administrators should add the ‘Reboot the
Computer’ as the last Action in the Sequence).

Uninstall package

Enables the administrator to uninstall Comodo (or 3“ party) .msi packages from a target
computer or group of computers (for example, this command would be used to uninstall
Comodo Firewall Pro prior to installation of an updated package. Alternatively, it could also
be used to uninstall other, 3" party, applications that are deemed surplus to requirements.)

Note: Before running this Action, it is advisable that the administrator first establish which
version of the package(s ) are installed on target machine by running a Task containing a
Sequence with an 'Installed Packages Discovery Profile' on the machine. For more details,
see 'Discover Data' Action and section 3.5.The Discovery Profiles Window

Required Parameters: Behavior of the uninstallation action

Control Windows service

The 'Control Windows Service' Action enables the administrator to remotely stop, start,
pause or continue a Windows service that is registered as present on a target computer.

Note: Before running this Action, It is advisable that the administrator first establish which
Windows services are running on the target machine by first running a Task containing a
Sequence with a 'Windows Services List Discovery Profile' on the machine. For more
details, see 'Discover Data' Action and section 3.5.The Discovery Profiles Window

Required Parameters:

- Specification of Control Command to be issued to the Windows Service — either 'Start’,
'Stop', 'Pause’ or 'Continue')

- Specification of the Name of the Windows service to be controlled by the command.

Discover data

The 'Discover Data' Action allows administrators to collect system information about
Managed computers in a network. Once in possession of this data, administrators can
make informed decisions about the configuration policy that they wish to take on those
Managed computers. There are four types of 'Discover Data' known as 'Discovery Profiles'
— one of which must be selected as a parameter of the Action when creating the Sequence:

*  OS Version — Fetches Operating System information from target computers

*  Windows Services List — Collects a list detailing the Name and State of Windows
services on a target machine

» Installed Product List — Fetches a list of all Comodo and 3™ party packages
installed on a target machine (specifically, those applications that were installed
with a .msi installer)

» CFP Config — Collects the current configuration settings for Comodo Firewall Pro
on target machines

Once a 'Discover Data' Action has been run, the information is returned to the CESM
console and can be viewed (i) By selecting the specific Discovery Profile in the 'Discovery
Profiles' window (ii) By right clicking on an individual Managed computer or CESM Group in

the 'Computers' or 'Group Manager' window and selecting 'Open Discovered Data'.

http://www.comodo.com

44



http://www.comodogroup.com/banking/twofactor.html
file:///C:/Marketing/Comodo End Point Security Manager/Admin Guide/chm version/Comodo Endpoint Security Manager User Guide_chm_20080930_185042/cesm_comp_group_windows.html
http://www.comodogroup.com/banking/twofactor.html

C:0-M-0-D-0

Creating

Required Parameters: Specification of type of Discovery Profile (OS version, Windows
service list, Installed product list, CFP Config)

CFP Set Config The 'CFP Set Config' Action allows the administrator to roll out a specific configuration of
Comodo Firewall Pro settings to individual or multiple computers in a network. These
settings can be deployed at any point after the CFP package has been installed on those
target machines.

Required Parameters: Administrator must specify the CFP configuration settings in the
'Settings Editor’

- Select the Action or Actions you wish to include in the Sequence. In the example below we have chosen to add
four 'Discover Data' Actions to the Sequence. For each of these 'Discover Data' Actions, we have selected a
different 'Discovery Profile' by modifying the control in the 'Discovery Parameters' control to the right.

_/@ *ilew sequence: * X
[H save = 1 After choosing the Action ‘Discover Data
you need to choose the "Discovery
Marme: |f—'~|| Dizcaver Profiles Sdquence Profile’ from the ‘Discovery Parameters’
panel.
Description: IIn&taIIEd Products - Segices - 0
T 3 |p-=
Input E 2 E Discovery parameters
Dizcovery Profile Installed products hst
[windows zervices list) Digcover data
[0S wersiaon) Dizzover data
[CFP Config) Digcover data
2 The chosen ‘Discovery Profile’ will
appear as the ‘Input’ for the “Discovery =
Data’ Action. Actions can be re-ordered overy Profile
using the blue arrows above the Input’ header t profile on which dizcovery process to be
|rmed
|

- Click 'Save' to confirm your choices. This new Sequence can be viewed and/or modified via the 'Sequence
Manager' Window:

8 |op = | |
| Mame | Descripkion | Ackions count

IE Instal Comodo Firewall Sequence Install then rebook

T | Discover Profiles Obtain precise configuration of target computers |4

T | all Ciscover Profiles Sequence Installed Products - Services - 05 - CFP Config 4

Mame, Description and Action Count of the
Sequence that has just been created. This

Sequence can now be called upon by a Task = stominent etk ication Manitor
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- This Sequence is now available to be used as a Sequence (of Actions) in a Task . It is during the creation of a
Task that the target computers for the Actions specified in the Sequence are chosen. Please see the next section
3.7.The 'Task Manager' window for more details.

3.7 The 'Task Manager' window
3.71 Overview

A CESM 'Task' is comprised of a Sequence of Action(s) that is executed on a Managed Computer. The Task Manager
window allows the administrator to execute any Task — thereby deploying the Actions defined in the Sequence in that
Task (including sequences designed to install Comodo packages; install 3rd party .msi packages; implement Comodo
Firewall configuration settings on all Managed network items; discover and control Windows services on those computers
and more.)

- A Task cannot be created or executed without a Sequence first being added to that Task. Before attempting to
create a task, please ensure that you have created at least one Sequence.

- Executing a Task on a computer or group of computers means executing the Action or Actions that are contained
in that Task's 'Sequence’.

- Tasks can be executed immediately or can be scheduled to run at a predetermined time (Daily, Weekly, Monthly,
Once)

- A Task can only be executed on a Managed Computer which has the CESM Remote Agent installed upon it.

« Asingle Task may be executed on any Imported Network item - including individual computers; entire Active
Directory Domains; entire Workgroups or all computers in a CESM 'Group' (of computers)

« The success or failure of a Task can be viewed in real-time from the Task Result Manager window. This window
also contains a history of the results of all Tasks run in the past.
3.7.2 Opening the Task Manager Window
Administrators can open the 'Task Manager' window in the following ways:
« Viathe File Menu. Select ' View > Task Manager’to open the 'Task Manager' window

« Via the shortcut menu button:

Icon to access ‘Task Manager' tab &

« Via keyboard shortcut. Press 'CTRL + ALT + T' to open the "Task Manager' window

| Mame | Descripkion

E get config task, cfp get config task

Status:  Loading completed

[ Sequence Manager | [® Task Manager Package Manager |l& Discovery Profiles |
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Task Manager — Window Specific controls:

Control's name |Description

Refresh Updates the list of displayed Tasks to reflect changes such as newly added Task; removed Tasks or
! modifications to existing Tasks.

o
&

":E:" Add Enables the user to add a new task to the list. Opens the 'Add New task' dialog.

\: Delete Deletes the selected Task.

@ Edit Enables the administrator to edit task's parameters such as Name and Description and/or action, schedule.
& Execute Runs the Task on the network items that were specified during the creation of the Task.

Right clicking on any selected Task in the 'Task Manager' window will open a context sensitive menu that contains the
same controls as outlined above:

DR Addnewitem  Chrl+Ins
&= Remove ikem Ckrl+Del
B Execute

& Refresh Fs
F@  Edititem Ctrl+Enker

3.7.3 Creating and Executing a Task

Prerequisites. Before creating a CESM Task, administrators are advised to first:

« Ensure that all Network Structures have been imported and that target computers have 'Managed' status
and have the CESM Remote Agent Installed. A Task can only be executed on Managed computers that
are connected to the CESM Central Service via the CESM Remote Agent. For a tutorial explaining how
to import network structures, see Importing Network Structures. For more details on managing computers
using the administrative console, see The Computers and Group Manager Windows. For more details on
assigning managed status to computer, see Preparing Imported Computers for Remote Management.

« Ensure the appropriate Comodo Packages (or third party packages) have been uploaded to the CESM
Administrative interface. (This is required for certain Actions such as “Install Package' )

- Ensure they have defined at least one Sequence containing at least one Action to be deployed on the
imported, Managed Computers.

To create a new Task:

« Open the "Task Manager' window using one of the methods outlined earlier. This will open the Task Manager
window. This windows displays all existing Tasks that have been created. To begin adding a new Task, click the
green 'Add' symbol (shown below).
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| Description
B Install Comoda Firewall Pro Install CPF - Rebook Machine

Status;  Loading completed

[ Task Manager

«  This will open the 'New Task' dialog. Firstly create a Name and Description for the Task. Task 'Name's are
mandatory — Descriptions are optional. It is good practice to choose Task Names that accurately describe the
purpose of the Task (or more accurately, the purpose of the Action(s) within the sequence of that Task.)

_/E *Mew task:Discover All Data ] - X
0 E Save -
1
Cemmen | SChEdmel Type a Mame (mandatory)
M arme: IDisu:u:uver Al Data -al}—— & Description (optional) for the new Task

Dezcription: IInstaIIed Products - Services - 05 - CFP Config — —=——

Sequence: | Di 0

Target: & Computers " Groups
Compuiters I M ame | Description |
=[] & FRoaot O % Test Group 2 Wista Machines
=1 (& domain O % windows =P . Group with Windows XF 05
- =[]=R Computers
- [JE coMoDo-xPo2 o

- [Ce SUPPORTWISTADT
=[] @ wORKGROUR

=g COMODO PO

~ [ SUPDORTYISTADZ

- Secondly, add the Sequence (of Actions) that this Task should implement. (If you haven't done so already, you
should first create a Sequence and define Actions within that Sequence.) To select a Sequence, click the ellipsis
button (...) at the end of the 'Sequence' field. This will open a list of existing Sequences:

http://www.comodo.com 48



http://www.comodogroup.com/banking/twofactor.html
http://www.comodogroup.com/banking/twofactor.html

C-0-M-0-D-0

Creating
_/E *hew task:Discover All Data ] - M
) Bl save - 2
Comman | Elhealdl | Choose a Sequence for the task by
selecting the ellipsis button and choosing
Mame: IDisc:Dver AllData from the list of available sequences.
Click "OK to confirm your choice.
Description: IInstaIIed Products - Services - 05 - CFP Config ﬁ

Seguence: | Iﬁ 0

Target: Chooze the sequence (0] Cancel

Install Comodo Firewall Sequence

il Discover Profiles Sequence

| Dezcrption |
1 Test Group 2 Yizta Machines
1 Windows XP .. Group with Windows <P 05

— Details

All Discover Profiles Sequence

Next, choose the Target computers for the Task. Target computers can be selected using the 'Computers' panel

at the lower left of the 'New Task' dialog. Alternatively, administrators can select a predefined CESM 'Group' of
machines as the target for the task:

/E *New task:Discover All Data 3 - X
@ Hsave - Choose Target computers from the ,
CEmiEn | S chedule I heirachy displayed in the 'Computers’ panel..
Alternatively, a user-defined ‘Group’ of computers
I ame: |Disu:u:w'er Al Data can be mem asine Targ:_a-ts. LISE.IhE radio
buttons to switch between either option.
Dezcriptian: |In3talled Products - Services - 05 - CFP Car
Sequence: |.-'1'-.II Dizcover Profiles Sequence ﬁ
Target: = Computers  Groups
Computers I M ame I Dezcription I

O % Test Group 2 Wizta Machines
O % windows %P .. Group with Windows 3P 05

= (m] & Foot

-[v]ER COMODO-RPO2
[¥]E SUPPORTWISTAD 9
=[] & WORKGROUP

-] COMODO-#PO

= [CJEY SUPDORTYISTADZ
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« Schedule the Task (optional). Administrators have the option to schedule a time and date for the execution of
the Task by accessing the 'Schedule' tab of the 'New Task' dialog:

oy j Mew task: - X
ESave -
Cormmon Schedule |
— Estimated few nest iuns at:
Day of Month EIru:Ie.r of Weekday  Manth Count: [10 ﬁ
1 [J14 1 27 7 First [w] January
02 [d15 ] 28 O Second [w| February Tue, 39,2008 8:40:55 A -
i wied, 941042008 8:40:55 AM
Every (day): [1 g2 dlEda U Thi 2 et They, 8/11/2008 B 4055 A
04 17 [ 30 1 Fourth [w] April tok e
05 018 0O 3 [ Last vl May Fri, 9/12/2002 8:40:55 Ak
Start from: I 9/ 8/2003 'I Sat, 9/13/2008 5:40:55 &AM
C16 [ 115 Day of Wesk Mo Sun, 9/14/2008 840,55 AM
Time: | manssam = | | |C1 7 L[] 20 bl July Mor, 9/15/2008 8:40:55 AM
e OA [ Sunday [w] August Tue, 341642008 5:40:565 Ak
098 [z2 [ Monday ] September haded, 941742008 B:40:55 AM
[J10 7] 23 [ Tuesday v Dctober Thu, 341842008 5:40:55 &M
111 7 24 [0 “Wednesday [w| Movember
12028 L Thursday ] December
130 2 [ Friday
[ Saturday LI
Form element Type Description
additional
information
Enable Check-box Enables scheduling of the task. Administrators must select this box in order to
implement the Scheduling feature for the Task.
Type Drop-down list | Tasks can be scheduled to execute:
Daily — task is executed daily
Weekly - task is executed weekly
Monthly - task is executed monthly
Once - task is executed single time at specific time and date.
Every (day): The Task is executed between once every specified number of days. For example,
if '2" is chosen then the Task is performed every 2 days at the specified time.
Start from: Task execution start date.
Time: Task execution time.
Day of Month Check-box Task is executed at specified day of a month.
Order of Weekday Check-box Task is executed at specified week of a month.
Day of Week Check-box Task is executed at specified day of a week.
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Month Check-box Task is executed at specified months of year.
Estimated few next runs at: Shows the timetable of the estimated next runs of the task. Default amount: 10

Once the administrator has successfully created and saved the new task, it becomes available in the Task Manager

window:
TaskManager v x
g |oh = | @ [
| Marne | Descripkion

E Install Comodo Firewall Pro Install CPF - Reboot Machine

B Discover All Data

Installed Products - Services - O3 - CFP Config

EE:I Add new item Chrl+Ins

The new task is displayed in the Task Manager
window. (Click ‘Refresh if necessary).

The task can, if required, be manually executed
on the target computers by right - clicking and
selecting ‘Execute’

&= Remove ikem Chrl+Del

Execute

Refres Fa

Status: Loading completed i Edit item Crl+Enter

[ sequence Manager ||El Task Manager | Package Manager |@, Discovery Profiles | Request Manitor ||E Mokification Monitor |

After executing a Task, Administrators can check it's success or failure by opening the 'Task Result Manager'. Please see
the next section for more details.

3.8 The Task Result Manager window
3.8.1 _Overview

The 'Task Result Manager' window enables the administrator to view whether a Task executed on a target computer,
network or CESM group was successful or not. If a Task failed for any reason, then the administrator can use this window
to identify which particular Actions have failed and on which specific computers the fails occurred. Furthermore,
administrators can quickly create a custom Task to re-run only those failed actions on the affected computers. The
current status of any 'in-progress' tasks can be updated by clicking the "Refresh’ button — allowing administrators to check
the ongoing progress of a task and to estimate how much time remains before task completion.

3.8.2 Opening the Task Result window
Administrators can open the Task Result' window in the following ways:
« Via the File Menu. Select ' History > Task Result' to open the 'Task Result' viewer.

« Via the shortcut menu button:

Icon to access 'Task Result' tab

« Via keyboard shortcut. Press 'CTRL + SHIFT + T' to open the 'Task Result' viewer.
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-0

_/E Task Result Manager ]

=

£y

4

Result | Started Completed Statuz Reszult Code Meszage =
—-é’ Dizcover Profiles 9/15/2008 8:3232 M 9/15/2008 83232 M Failed
= {? COMODO-=PO2 9/15/2008 8:32:32 AW 3/15/2008 8:32.32 AM  Succeeded
- 8% Discover data 05 version) 9/15/2008 8:32.32 AWM 9/15/2008 3.32.32 AWM Succeeded (00000000
- ¥ Discover dataWindows services list]  9/15/2008 8:32:32 AWM 9415/2008 8:32:32 AM  Succeeded O=00000000
- ¥ Digcover data(Installed products list])  9415/2008 8:32.32 4M  9415/2008 83232 M Succeeded (=00000000
~ ¥ Discover data [CFP Config) 9AR/2008 8:32:32 AWM 9552008 33232 AWM Succesded O=00000000
= Q SUPPORTYISTAM 91542008 8:32.32 M 9/15/2008 8:32.32 M Failed
- ¥ Discover data 05 version) 9/15/2008 8:32:32 AWM 9/15/2008 8:32:32 Ak Failed 0=FFFFFFFF Target computer SUPPORTWISTAD
? Dizcover data,[windows services list) Pending 00000000
? Dizcover data [Installed products list) Pending (=00000000
- ¥ Discover data [CFP Canfig) Pending 00000000
+.§ COMODO-+PO1 9/15/2008 8:32:32 AW 9/15/2008 B:32:32 AM  Failed
i @@ SUPOORTWISTAOZ 91542008 8:32.32 M 9/15/2008 8:32.32 M Failed
- (9 Install Comodo Firewall 9/9/2008 10:34:02 PM - 53/9/2008 10:34:02 PM Succeeded
= {? SUPPORTYISTAM 9/9/2008 10:34:02 PM - 9/9/2008 10:34.02 PM  Succeeded
¥ Install package Package CI5 Pack...  9/9/2008 10:34:02 PM 9/9/2008 10:34:02 PM  Succeeded 00000000
i ¥ Reboot the computer (0, "CESM ha.. 9/9/2008 10:24:02 PM  9/9/2008 10:34:02 PM  Succesded (0x00000000

e

Every Task is represented as a row with the Task name, its success or failure status, its start and end time and other

details. Expanding the Tree hierarchy will reveal the target computers within the Task and the Actions that have been, are
being or will be executed on those target computers. To view the very latest status of any task, administrators should

click the 'Refresh' button.

3.8.3

Task Result Manager — Table of Columns, Controls and Icons:

Control name

Description

& | Refresh

Updates the list of executed and in-progress Tasks.

Results Column Icon

Description

@

Task Status = Succeeded. Entire Task, including all component Actions in the Task's Sequence, were

executed successfully on all target machines .

&

Task Status = Executing. Task is currently being executed. This means at least one component Action on

at least one target Machine in the Task has yet to be completed.

Task Status = Failed. At least one Action on one target computer was not executed successfully

Target Computer Status = Succeeded. All Actions on the named target computer were successfully

executed

Target Computer Status = Executing. At least one Action on the named target computer is currently

being executed.

Target Computer Status = Failed. At least one Action on the named target computer has failed to

execute successfully.

Action Status = Succeeded. The named Action has been executed successfully on the target computer.
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Action Status = Pending. Can have two meanings. (1) CESM has not attempted to execute this action on
the target computer because of the failure of an Action that preceded it. (2) This action is currently queued
and will be executed after successful execution of the Action(s) that precede it in the Sequence

EE]

Action Status = Executing. This Action is currently being executed on the target computer.

¥

Action Status = Failed. This Action has failed to execute successfully on the target computer. CESM will
not attempt to execute any subsequent Actions that may have been listed in this task. All subsequent
Actions will Automatically be given a status of 'Pending'.

Column Name

Description

Started Displays the time that CESM began executing the Task or Action named in the 'Result' column.
Completed Displays the time that CESM completed execution of the Task or Action named in the 'Result' column.
Status Displays the status of the Task, Target Computer or Action listed in the results column
Actions that were successfully completed have a status of 'Succeeded'
Actions finished with an error have a status of 'Failed'
Actions that are currently being executed have a status of 'Executing'
Actions awaiting execution in a queue have a status of 'Pending'.
Result Code Actions that failed to successfully execute will generate a specific error code. The administrator
can reference this result code to help diagnose the problem.
Actions that successfully executed always generate the code '0x00000000'
Message An explanatory message associated with the Result Code described above.

The following graphic shows a simple example of a Task result as viewed through the Task Result Manager window:

( This Task....

) All Actions on the

first computer were

\ executed successtully

= é’ Dizcover Profiles
- ¥ COMODOEPO2

- ¥% Discover data,[05 version] -
- ¥ Dizcover data fwindows services list) Thiz action an the

..has been run
an twio target
computers

http://www.comodo.com

- ¥% Discover data,[Installed products list] second computer failed. ..
- ¥ Dizcover data JCFP Config) -
# SUPPORTVISTAD] /
- 8 Dizcover data,[05 version| [ .meaning the
¥ Discover data windows services list) subsequent actions were

? Dizcover data [Installed products list] ::"“*_._ not E}{EELI’[EIU and_ha:‘fe
~ ¥ Discover data,[CFP Canfig) -—A status of ‘Pending
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As can be seen in the example above, the failure of a single Action on one target computer will mean that Task is given a

status of 'Failed'.

Right clicking on any Task, Target Computer or Action listed in the "Task Result Manager' window will open a context
sensitive menu that provides further administrative options.

& Refresh Fs

Create task with Failed computers

Create sequence with Failed ackion

This context sensitive menu shown above allows the administrator to create a custom Task that is designed to (1) Run
only on those machines that failed the original Task and (2) Run only those Actions that originally failed on those

machines.

Task Result Manager — Context Sensitive Menu

Menu Option

Right Click on:

Description

Create task with
failed computers

Any Task with a
status of 'Failed'

@

Enables the user to create a new Task with only the target computers for which Task
execution was not successful. Opens the 'Add New task' dialog, with the 'failed' computers
automatically pre-selected as the target machines. The new Task will not include any
computers that passed the original task.

Having addressed the issue causing the error, administrators can use this functionality to
quickly roll out the same Sequence of actions to only those computers that were affected
by the original issue without having to re-deploy to the entire network.

Create sequence
with failed action

Any Target
Computer with a
status of 'Failed'

¢

Enables the user to create a new Sequence consisting of only those Actions from the
original Task that returned a status of 'Failed' or 'Pending'. Selecting this option will open a
new Sequence with those Actions already populated. The new sequence will not include
any Actions which were successfully executed during the original Task.

This feature can be used in combination with 'Create task with failed computers' to create
a highly targeted Task that implements only those Actions that failed and only on those
computers in the network which were affected by those fails.

For example:

An administrator wishes to deploy a Task on an Active Directory network containing 150
workstations. This Task contains a Sequence which consists of four actions. The first
three are 'Install Package' Actions whilst the fourth is a 'Reboot' Action. On 145 of the
workstations the Task is executed successfully. However, on the remaining 5, only the first
two Actions successfully executed while the third failed (thus also preventing the execution
of the fourth Action). Once the administrator has identified * and fixed the issue causing
the error he or she can, using the 'Create Sequence with failed Action' feature, create a
sequence consisting of just those third and fourth actions. This Sequence can then be
added to a Task that was created using the 'Create Task with failed computers' feature.
This task can then be deployed to execute only the previously 'failed’ actions on only the 5
affected computers (out of the 150 in the network). This can be a great time saver in large
networks.

* To help identify problems on the target workstation, the administrator may wish to
consider running one or more Discovery Profile Actions on those machines.

Refresh

Anywhere in the
window

Updates the list of executed tasks.
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3.9 The Notification Monitor window
3.9.1 Overview

The 'Notification Monitor' enables the administrator to view (and react to) all service status messages sent by CESM
Central Service. 'Notifications' are messages sent to the CESM Administrative Console by the CESM Central Service in
response to service related commands issued by the Administrative Console. A service related command issued by the
CESM Administrative Console includes items such as installing or uninstalling the CESM Remote Agent on a target
machine.

- The Naotification Monitor window enables the administrator to view messages regarding the success or failure of
commands issued to the CESM Central Service such as Install/Uninstall CESM Remote Agent

« The Monitor also displays warnings and critical messages sent by the Central Service regarding issues such as
service connection status and service crashes.

- Administrators should take care to differentiate the Notification Monitor from the Task Result window (which is
used to monitor the success or failure of user-defined Tasks such as the installation of Comodo Firewall Pro on
target computers)

- Administrators will find the Notification Monitor especially useful when troubleshooting any issues relating to the
installation of the CESM Remote Agent on target computers.

- The Notification Monitor is intended to quickly inform the administrator of the latest events. Once individual
Notifications have been viewed/and or dealt with, the administrator has the option to clear them from the list.

- The Notification History window is a permanent archive of all Notification messages and can be referenced
should the administrator wish to view messages that were removed from the Notification Monitor.
3.9.2 Opening the Notification Monitor
Administrators can open the 'Notification Monitor' window in the following ways:
« Viathe File Menu. Select ' View > Notification Monitor’ to open the 'Notification Monitor' viewer.

« Via the shortcut menu button:

Icon to access 'Notification Monitor’ tab 3.8

« Via keyboard shortcut. Press 'CTRL + ALT + N' to open the 'Notification Monitor' viewer.
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Agent installation Failed, Error=20070035 (The network path was not found, (Exception from HRESULT: 0x80070035)) at phase=e_conneck

I
& 1 See | Created | Computer | Product Mame | Product Yersion = |
A Bgent installation Failed. Error 35 (The net o 7

A [ Agent installation Failed, Error=50070035 (The netwark, ., | 95,2005 7:05 PM 9YS/Z008 7:05 PM COMODO-xP0] [ CRM Server 09
Ay [ Agent uninstallation Failed, Error=80070035 (The netw... | 9/5/2005 7:05 PM 9J5/2008 7:05 P COMODO-2P01 | CRM Server 0.9
{2} | Agent installation Finished successfully 8/14/2008 11:07 AM 8/14/2008 11:07 AM SUPQORTYIS... |[CRM Server 0.9
m £ | Agent installation Failed, Error=8007052e (Logon Failor, .. |[S/14/2008 11:06 AM 8/14/2008 11:06 AM SUPDORTYIS... |CRM Server 0.9
2] | Agent installation Finished successfully &f14/2008 1049 AM 8/ 142008 10:49 AM COMODO-2P01 [ CRM Server 0.9

{2} | Agent installation Finished successfully a/14/2008 10123 AM 8/14)2008 10:23 AM SUPPCORTWIS... |[CRM Server 0.9 -

\é 24 | Agent installation Failed, Error=80070035 (The netwark. .. [8/14/2008 10:15 AM 8/14/2008 10:18 AM SUPPCRTWIS... |[CRM Server 0.9 -

«I il

pt 9
Juence Manager ||:B Task Manager | Request Monitor (B Motification Monitor Package Manager

N &‘ication Monitor — Table of Columns, Controls and Icons

Item Name Type Description
(Message) Icon Notifications that are classified as 'Messages' typically inform the administrator of the successful
completion of a command on a target machine. For example, the successful installation of the
Comodo Remote Agent on the computer that is named in the 'Computer' column.

(Warning) Icon Notifications that are classified as 'Warnings' alert the administrator to potential network issues
that may impair CESM's ability to deploy Tasks and monitor Requests.

(Error) Icon Notifications that are classified as 'Errors' inform the administrator of the failure of CESM Central
Service to execute a command on a target computer. For example, an 'Error' notification will be
generated if CESM Central Service was not able to complete the installation of the CESM Remote
Agent on the computer that is named in the 'Computer' column.

(Critical) Icon Notifications that are classified as 'Critical' alert the administrator to high severity errors that may
or have already prevented CESM from functioning normally. For example, a critical application
crash.

Description Column A text description of the specific notification. In the case of notifications classified as 'Error' or

header 'Critical' (error), the description will also contain an error code and a precise description of the
reason for the error.
Creal % I35ee Column Shows the time and date that the notification was generated by the CESM Central Service.
header
Received Column Shows the time and date that the CESM Administrative Console received the notification from the
header CESM Central Service
Computer Column The name of the workstation to which the notification pertains. Clicking on the target computer's
header name will open the 'Computers' window — allowing the administrator to quickly view details about
the computer in question and/or issue further commands to that computer.
Product Name Column Displays the name of the CESM product or service that generated the notification. In most cases
header this will be the CESM Central Service.
Product Version Column Displays the version number of the product named in the 'Product Name' column.
header
Control The 'l See' button allows the administrator to mark the selected notification as 'viewed' and will
remove the notification from the list. Notifications that are removed from the 'Notification Monitor'
can, if needed, be accessed via the 'Notification History' window (which keeps a permanent
record of all notifications).
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Filter Clicking the 'Messages' button enables the administrator to add all 'Message' notifications to the

* Messages list of displayed notifications

/A Warnings Filter Clicking the 'Warnings' button enables the administrator to add all ‘Warning' notifications to the list
of displayed notifications

/i Errors Filter Clicking the 'Errors' button enables the administrator to add all 'Error' notifications to the list of
displayed notifications

e Criticals Filter Clicking the 'Criticals’ button enables the administrator to add all 'Critical' notifications to the list of
displayed notifications

3.9.3 The Notification History Window

The Notification History window is a permanent record of all notifications that have been received by the CESM
Administrative Console. Messages removed from the Notification Monitor can still be viewed using the Notification History
window.

Administrators can open the 'Notification History' window in the following ways:
- Viathe File Menu. Select ' View > Notification History' to open the 'Notification History' viewer.

« Via the shortcut menu button:

Icon to access "Notification History' tab ‘ﬁ ‘

«  Via keyboard shortcut. Press 'CTRL + SHIFT + N’ to open the 'Notification Monitor' viewer.

3.10 The Request Monitor

3.10.1 Overview

The 'Request Monitor' window enables administrator to view and react to alerts from Comodo Packages that have been
installed and are running on Managed computers. (Packages include CESM controlled Comodo applications such as
Comodo Firewall Pro). Each request contains information sent by a Comodo product which requires the administrator's
attention. Administrators can simply allow or block an activity or choose a predefined policy for the application which
generated the activity. All answers supplied by the administrator are saved as rules on the target computer that originally
generated the request — meaning there is no need to answer the same request many times. The administrator can also
deal with requests in 'batches' by providing the same answer simultaneously to multiple requests. If a request is missed
for any reason then the request will expire and the default answer will be automatically deployed to the computer.
However, this answer will not be saved as the default behavior and a request of the same nature on the same computer
will be reported to the administrative console as another request

- Each request has an expiration period. If administrators do not respond to a request before that request expires
then the 'Default Answer' will be applied.

« An archive of all requests can be viewed in the 'Request History window.

3.10.2 Opening the Request Monitor window

Administrators can open the 'Request Monitor' window in the following ways:
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- Via the File Menu. Select ' View >Request Monitor’ to open the 'Request Monitor' viewer.

« Via the shortcut menu button:

Icon to access "Request Monitor' tab o)

«  Via keyboard shortcut. Press 'CTRL + ALT + R’ to open the 'Request Monitor' viewer.

Request Maonitar
AgeintID=5429; WinWord is trying to open TCP connection to 123,123, 123,123 port 123

o Description Computer Created Expired At Received ;;nnu.::lzv:t Eg::;ﬁt

B | AgeintiD=84... WwoRKSTATION 1/11.09.2008 .., [11.09.2008 ... |11.09.2008 ... |CFP 3.0

Allow (default) :

Deny | AgeintlD=84... worksTATION 2/ 11.09.2008 ... |11.09.2008 ... | 11.09,2008... |CFP 3.0
13 |AgeintlD=84... \woRKSTATION 4| 11.09,2008 .., |11.09.2008 ... |11.09.2008... |CFP 3.0
3 AgeintlD=84... \worksTaTiON 3 11.09.2008 .., |11.09.2008 ... |11.09.2008 ... |CFP 3.0
3 |AgeintlD=84... worksTATION 3| 11.09.2008 ... |11.09.2008... |11.09,2008 .
mm_
AES| AgeintlD=84.,, MORKSTATION 4 11.09,2003 . 11,09,2008 , 11,09, 2008 ,

Count: 353

B} Motification Monitor Request Monitor

Request Monitor — Table of parameters

Column Name | Description

Description ‘ @ Enables the administrator to view detailed information about the request.

Computer Enables the administrator to view the computer from which the request was received.

Created Enables the administrator to view the date and time that the request was propagated on the computer listed in
the 'Computer' column.

Expired At Enables the administrator to view the time at which the request expired.

Received Enables the administrator to view the date and time that the request was received by the CESM Administrative
Console

Product Name Enables the administrator to view the name of product that sent the request. (for example, Comodo Firewall
Pro)

Product Version Enables the administrator to view the version of product that sent the request.

Control Description

Clear Expired Enables the administrator to remove expired requests from the list by selecting the 'Clear Expired' button.
(note — Requests that are removed from the Request Monitor can still be viewed in the 'Request
History' window.

Response pane Enables the administrator to react to the received request by selecting a preset response. The 'Allow' and 'Block'
responses are always available for any request. There may also be additional response choices listed under the
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default 'Allow' and 'Block' responses. The additional responses that are available for any one request are
dependent on the nature of the request and on the product that propagated the request.

Right clicking on any Request listed in the 'Request Monitor' window will open a context sensitive menu that allows the
administrator to select a response to an individual request or a batch of requests. Again, the contents of the context
sensitive menu are dependent on the product that generated the request and the nature of that request. The example
below shows the context sensitive menu for a particular type of request generated by Comodo Firewall Pro:

Allow (default)
Deny

Treat as Intaller or
Updater

Treat as Trusted
Application

Treat as Window
System Service

Treat as Isolated

Application
Treat as Limited
Application
Context Sensitive Menu - default Options
Action's name Description
Allow Allows the request from the Comodo package running on the source computer
Deny Blocks the request from the Comodo package running on the source computer

All remaining responses listed in the context sensitive menu are product specific. For example, Treat as Installer or
Updater' is a response that is specific to Comodo Firewall Pro. It usually occurs when the user of the computer is
attempting to install a new program that the Firewall does not recognize. It is, however, beyond the remit of this document
to explain the nature of all possible product specific response options. In order to respond in an informed manner to such
product specific requests, administrators are advised to familiarize themselves with the specific Comodo product and the
user guide associated with that product. Guides for all products are available through the Comodo website or will be
supplied upon request.

3.10.3 The Request History Window

The 'Request History' window is an archive of all received requests including all requests that the administrator has
removed from the Request Monitor window.

Administrators can open the 'Request History' window in the following ways:

« Via the File Menu. Select ' History >Request History' to open the 'Request History' viewer.

« Via the shortcut menu button:
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Icon to access "Request History' tab Q

« Via keyboard shortcut. Press 'CTRL + SHIFT + R' to open the 'Request History' viewer.

&1 Request History | v X I
1 of 54571 | b B &
Answer Answered Status Description Computer Created E:!:DII'E.'d Received

ﬂ-_-_

LS| Expired AgeintlD=842 . |\worksTamion 2 11.09.2008 521 11.0659. 2008 5:31 11.09.2008 5:21

LI Expired AgeintlD=842. . \worksTaTion 1| 11.09.2002 5:21 11.05. 2008 5:31 11.09.2008 5:21

LS| Expired AgeirtlD=842... |worksTaTioN 2| 11.09.2008 5:21 11.09.2008 5:31 11.09.2008 5:21

LI Expired Ageint|D=842. . \worksTaTion = | 11.09.2002 5:21 11.05. 2008 5:31 11.05.2008 521 |»
£ | *
Count: 54971

Request History — Table of parameters

The column structure and information available in the Request History window are similar to those in the Request Monitor
window with the following two additions:

Column Name |Description

Answer Enables the administrator to view the response that the administrator supplied in the Request Notification
window. If the Request expired before a response was supplied then this cell will be blank.

Answered Enables the administrator to view the time and date that the response identified in the 'Answer' column. If the
Request expired before a response was supplied then this cell will be blank.

Administrators can update the list of currently displayed requests by right clicking anywhere in the 'Request History'
window and selecting 'Refresh’.

4 Importing Network Structure
4.1 Section Overview

This section outlines the preliminary steps required to establish control of networked computers under Comodo End-Point
Security Manager. Ultimately, any computer (or group of computers) must be designated as a CESM 'Managed' computer
in order for an administrator to define and schedule tasks for the Comodo applications installed upon it. To complete this
process, you will need to carry out the following steps:

i. Import networked computers into the CESM Administrative Console
ii. (Optional) Create computer 'Groups' within CESM Administrative Console to simplify management

iii. Assign 'Managed' status to those computers that you wish to control

iv. Install the CESM Remote Agent on those Managed computers
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After completing steps (i) through (iv) you will have successfully finished the initial setup of your CESM configuration and
can begin to set tasks for the Comodo applications installed on your chosen Managed machines. (Full details on each
aspect of creating and setting Tasks can be found in ‘The Administrative Console’. A walk through example can be found
in ‘Managing Computers using the CESM Administrative Console’

411 |Initiating the import

After successfully installing and logging into the CESM Administrative Console the first task an administrator should
complete is to import their network structure. CESM allows administrators to import computers from two sources: Active
Directory or from a Windows Workgroup.

To begin importing a network structure:

«  Click the 'Import' button on the 'Computers' task bar above the Computer list pane
OR

- Right-Click anywhere inside the Computer list pane to open the context sensitive menu

- Select a source from which to import a list of networked computers — either 'Active Directory Import' or
'Workgroup Import'

{Erloon Blogont (B |8 B P €E
Computers v BX
8 | -|F| & E

B! Active Directory Import

‘Workgroup Irnport

=] 6

Click the ‘Import’ Button above the computer list pane

% CESM Console

Compers J e ud 2
aa7h1 1h2-24e-4672-0d3c-halbSlil se56

Lol d- L 3a3-4af c-9d05-add) Se L 2fefh

[ Sequance Manasger | (D Task Manager | B3 Package Manager | [ Discovery Profies

Active Direckary Irnport

Waorkgroup Import

Stabus:  Loading completed o
|58 computers [ Group Mansger |

Control »

Shiow
Hide: . i m
Alternatively, Right-Click anywhere
R Open Discovered data inside the computer list pane to
access the same options

Create Task

&  Refresh FS

Details
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CESM can manage an unlimited number of networked computers so, administrators should repeat this process until all
computers for which management is required have been successfully imported. Full explanations of importing using

either source can be found in the following sections:_Importing from Active Directory and Importing from a Workgroup.

4.1.2 Importing from Active Directory

Choosing to import computers from Active Directory will open up the following preferences dialog:

l_i Import Active Directory computers El

—Active Directony Domain |

£+ |mport from current domain

" Impart from specified domain contraller

Controller.  [192168.0.1

Login: I

Fazsword: I

— Importing options
% |mport computers only
™ |mport domain contrallers anly

i~ |mport computers and domain controllers

v |Ipdate arganization units

r |mpart changed complters only

<7 OK |§L

Active Directory Import — Table of Parameters

Active Directory Domain

Import from current domain Selecting this option will import all computers from the Active Directory domain that the
(Checked by default) administrator is currently logged into.

Import from specified domain Selecting this option allows the administrator to specify an alternative Active Directory
controller domain from which computers will be imported. Choosing this option requires
administrators to specify the following details:

Controller: Administrators should enter the internal IP address of the Active Directory domain
controller from which they wish to import.

Login: Enter the user-name of a user with administrative rights to domain controller from
which they wish to import.
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Active Directory Import — Table of Parameters

Password: Enter the password of the user specified in the 'Login’ field

Importing Options

Import Computers Only Selecting this option means that only computers will be imported from the domain
specified in the 'Active Directory Domain' section. Domain controllers belonging to that
domain will not be imported.

Import Domain Controllers Only | Selecting this option means that only domain controllers will be imported from the
domain specified in the 'Active Directory Domain' section. Computers belonging to that
domain will not be imported.

Import Computers and Domain | Selecting this option means that both computers and domain controllers will be
Controllers imported from the domain specified in the 'Active Directory Domain' section.

Update Organizational Units|Selecting this option means that organizational units' names (tree folders names) will

(Checked by default) be updated automatically.
Import Changed Computers Selecting this option means that only computers whose configuration has been
only modified will be imported.

When the Active Directory import process is finished, the full list of imported items will be displayed in a tree in the
Computers pane of CESM manager:

8 8- F|FEF |
Computers | -
= ¥ Root
- I test

%— : EH Domnain Controllers
R WINZKIEE3ZDC

- G Computers

- (R YMLWINXPROZ2-2
- [y VM3XPROB4-1

- [ YMIWINYISTAG-1
- [y V1¥P325P2-1095
-y YMZVISTAG4-1034

Ay W2KBEER4-2 =]

Status:  Loading completed

€8 Computers | % Group Manager |

Administrators now have the following broad options:

« Add More Computers: Administrators can add further computers to the list by repeating the Active Directory
Import Process and/or using by using the Workgroup import process.
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- Create Groups from these Computers: Creating user-defined groups of computers is perhaps the easiest and
fastest way to roll out tasks to multiple machines or entire networks. Please refer to the section 'Managing
Groups of Computers' for more details on the steps involved in this process.

- Manage these computers: At this stage, all computers and/or domain controllers in the Domain have
'Unmanaged' status (Unmanaged status is indicated by the Grey color of the icon next to the computer's name).
In order for CESM to establish control of these computers, two further actions must be taken:

(1) Assign 'Managed' Status to the computer(s). Full instructions on how to create Managed computers
can be found in section Assigning Managed Status to Imported Computers

(2) Install CESM Remote Agent on the computers. Full instructions on installing Agents onto computers
can be found in section Installing CESM Remote Agent

4.1.3 Importing from a Workgroup

Choosing to_import computers as Workgroup will open up the following preferences dialog:

l_ﬂ Import Workgroup computers El

Wiorkgroup name ITestWDrkGrDud

e 0K z,\gl:ancel |

Workgroup Import — Table of Parameters

Workgroup name Administrators should enter the name of a network Workgroup which they wish to
import. Clicking OK will import the computers belonging to that Workgroup into the
Computer list pane.

When the Workgroup import process is finished, the full list of imported items will be displayed in a tree in the Computers
pane of CESM manager:
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Computers
8 |8 - [F [ &

Computers |

- Ry WMLWINVISTASZ
i WMLKPROEGE-2

5

Status;  Loading completed

GE Computers |5 Group Manager
Administrators now have the following broad options:
« Add More Computers: Administrators can add further computers to the list by repeating the Active Directory
Import Process and/or using by using the Workgroup import process.

- Create Groups from these Computers: Creating user-defined groups of computers is perhaps the easiest and
fastest way to roll out tasks to multiple machines or entire networks. Please refer to the section 'Managing
Groups of Computers' for more details on the steps involved in this process.

- Manage these computers: At this stage, all computers and/or domain controllers in the Workgroup have
'Unmanaged' status (Unmanaged status is indicated by the Grey color of the icon next to the computer's name).
In order for CESM to establish control of these computers, two further actions must be taken:

(1) Assign 'Managed' Status to the computer(s). Full instructions on how to create managed computers
can be found in section 5.2.1.Assigning Managed Status to Imported Computers

(2) Install CESM Remote Agent on the computers. Full instructions on installing Agents onto computers
can be found in section 5.2.2.Installing CESM Remote Agent

41.4 Additional Information

Work-group computers will not be imported if they are not powered on. Any Workgroup

® . . .
computers that were previously powered-off can be imported by re-running the
"'Workgroup Import' process.

® Any newly added computers can be imported into the list by re-running 'Active Directory'
Import or 'Workgroup Import' using either of the two methods outlined above. (The list of
computers displayed in the tree can also be refreshed by right clicking in the Computer
List pane and selecting 'Refresh’ from the context sensitive menu.
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5 Workstation/Workgroup Management

5.1.1 Managing Computer tree items

Right-clicking on any computer or Workgroup in the Computer or Group Manager Windows will open a context sensitive
menu that allows the administrator to directly manage that item:

5.1.2

E:  Active Directory Import Hows service list
Warkgroup Import alled product lisk
onktrol > Manage
Shiow Unmanage
Hide Install agent

o

Ininstall agent

Cpen Discovered data
Create Task
Refresh FS

Dietails

Context management menu - Table of parameters

Action's name

Description

Active Directory Import

Imports the list of computers you want to manage from Active Directory. More...

Workgroup Import

Imports the Workgroup of computers you want to manage. More...

Control Manage — Assigns 'Managed' Status to the selected item
Unmanage — Removes 'Managed' status from the selected item.
Install Agent — Will initiate the CESM Remote Agent installation procedure on the selected
item
Uninstall Agent — Will initiate the CESM Remote Agent uninstallation procedure on the
selected item

Show Hidden computers can be made visible at Computers' panel again by clicking the 'Show all'
button.

Hide Hides the selected item so that it is not displayed in the tree. This is handy, for example,

should an administrator wish to hide unmanaged computers and only view '‘Managed'
computers. Note: Computers can not be deleted from the display, but in case they are not
needed at the moment - they can be hidden.

Open Discovered data

Allow the administrator to view 'discovered' data about the selected item. Discovered data
includes OS version, Windows service list, Installed product list, CFP Config.

Create Task

Allows administrators to start the New Task process for the selected workstation, unit or
group.

Refresh

Updates the list of computers displayed in the tree from the CESM server.
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Details Allows the administrator to view details for the selected object such as Name, GUID, SID,
Creation date, Date of last modification, DNS (for workstations only), Status (for
workstations only)

Most of the actions in the table above are also available for tree nodes, which means that the Action will be applied to
every computer in the branch below.

The number of simultaneously managed computers is limited by CESM License.
Usage of 'Expand all' and 'Collapse all' buttons makes exploring the Computers tree even more convenient.

5.1.3 Managing groups of computers

If you need to perform any actions on a set of workstations, especially if you need this set more than once — the best way
is to create a group.

® Note, if a group of computers is changed it will be reflected in existing tasks scheduled for this group.

5.1.3.1 Creating groups

You can create your own groups of desired computers and assign them as a target for:
- Execution of tasks
«  Setting status of computers to “managed”
« Installation of CESM Agent.

To create new group:

i. Switch to Group Manager tab.

Status:  Loading completed

CE Computers |8l Group Manager

ii. Right-click to open the context sensitive actions menu:

OE Add mew item Chrl+-Ins
Remove item Ckrl+Del
| Control 3 Manage
Create Task Unmanage
& Refresh FL Inskall Agent
— Uninstall &gent
i@ Edititem Ctrl+Enter

ii. Point to and click 'Add new item'.

iv. This will open the 'New Group' dialog box. Fill out the form that appears, specifying the new group's name and
description.:
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B save ~

_/% *Mew group:Test Group

I ame; ITest Eroup

Cp~

Description; Itest

v. To begin adding computers to this new group, click the green 'Add Computer' symbol as shown:

_/-% *New
E Save

M ame:

Descriptian:

-

group:Test Group ]

-

ITest Group

Itest

Choose computer

Add Zancel | I

ompukers |

—-|i| @ Root
—|- [m] €2 domain
=0E" Cmputers

: Dlﬂ SLPPORTYISTAD]
- E @ WORKGROUP

- [JE comopo-xpot

W] ED SUPOORTVISTADZ

vi. Check off those workstations, controllers, domains and/or Workgroups you want to combine in this group then
click the 'Add’ button to the right. The list of computers you selected as members of this group will be displayed in
the list of group members:

_/% *Mew group:Test Group ]

E Save -

I arne: |Test Group

Dezcription: Itest

O~ o=

| Mame

| DMS MWame | Status | Created | todified

SUPOORTYISTADZ |Licensed 8/14,/2008 11:04... | 8/14/2008 11:04...

£ | SUPOORTYISTADZ
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vii. Next, click the 'Save' button or select one of the following Save options:

E Sawve -

H  save Chrl4+35 —

Save and Close —_
Save and Create Task

- Save, Create Task, Close L
THEmE

Tip: The 'Save' button has “smart saving” ability. Administrators that are familiar with the Administrative Console can
select 'Save, Create Task, Close' to immediately begin the Task creation process with this Group pre-selected as the
target.

viii. This new group appears in the Group Manager pane. It can now be referenced as the target of new tasks when
creating or editing new tasks.

| MName | Description

& Test Group

5.2 Preparing Imported Computers For Remote Management

In order to manage remote computers from the CESM Administrative Console, each computer must be assigned
'Managed' status and have the CESM Remote Agent Installed upon it. A CESM 'Managed' computer means that Central
Service can send and receive data to and from the CESM Agent installed on it.

5.21 Assigning Managed Status to Imported Computers

Once imported, assigning Managed status to a computer, Domain, Workgroup or user-defined CESM Group of
computers is simply a case of right-clicking on the item you wish to manage and selecting 'Control > Manage":
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Campu
8|86 @ EH 8B
Computers | | Mame
= € Root
T E dmain R Windows service list
i == Computers

% COMODO-¥

[ SUPPORTY

= @ WORKGROUP
5} COMODO-XPO1

(]

Trckallad meadyct Jisk

& SUPOORTYISTS

B Active Directory Irmpork
Workgroup Import ger |[@ Task Manager | @ Pac
onktrol r | Manage
Shaw Unmanage
Hide Install agent

Open Discovered data

Create Task

Refresh FS

Dietails

Assigning 'Managed' status to a machine will change the color of the icon representing that machine from Grey to Light

Blue:

ninstall agent

R |
Computers I =
=l @ Root
I I test

%— &l Domain Controllers
. Rk WINZKIEE32DC

=] EI_! Camputers

s ,
Computers I =
=i @ Root
= I test

%— ; @H Diomnain Controllers
© e g WINZKIEE3ZDC
= EI_! Computers

B 01T
- By WMERPROES-1
- gy WMUIWINVISTAGS-1
- Bk ¥1¥P325P2-1095

EE Computers |y Group Manager |

- [y WMZVISTAGS-1034
[k WEKBEEG4-2

Status:  Loading completed

ﬂ WM3IHPROG4-1 B}  Active Directory Impaork
By YMAWTINVISTAGRS-1
[ ¥1KP325P2-1095 workgroup Import
[y YM2ZYISTABS-1034 | Control 5 Manage
- [y WZKBEEE4-2
= Urrnanage
Status:  Loading completed Show
Hide Install agent

Dpen Discovered data

IUninstall agent

FS

Create Task
F Refresh
Dietails

G Computers |8 Group Manager |

- Entire Domains / Workgroups or user-defined groups of computers can be assigned 'Managed' status by
selecting the name of the domain or Workgroup at the top of the tree, right-clicking and selecting

'Manage'.

- Similarly, Managed items can be stripped of their status by right clicking on the item(s) and selecting

'Unmanage’
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- ltis only possible to manage as many computers as are specified by your license agreement. CESM will
warn and prevent you if you attempt to manage more items than are permitted by your license.

« Important: After assigning 'Managed' status to a computer, Administrators still need to ensure that they
have installed the Comodo Remote Agent on that computer to establish control of the item. See

Installing Remote Agents for more details

5.2.2 Installing CESM Remote Agent

Installing the CESM remote agent is the second step towards managing a remote computer using the Administrator
interface (the first being to designate that computer as a Managed Computer). The CESM Agent component must be
installed on every remote computer that you wish to manage. This section describes how to install the agents onto
managed PC's directly from the Administrator interface.

/' Another Reminder: CESM Remote Agent should only be installed only on computers that have
been successfully designated as a 'Managed Computer' in the CESM Administrative Console. If
you haven't done so already, you first need to assign 'Managed' status to the computer(s) you
wish to control. For more details, please refer to section 5.2.1. Assigning Managed Status to

Imported Computers

To install the CESM Remote Agent on a Managed computer:
i. Open the CESM Administrative Console.
ii. Right-click on the Managed Computer (or group) that you wish to install the agent on

iii. From the context sensitive menu, select Control > Install Agent.

Computers I | [ame
= & Root

_ E' g E& Windows service list

- =g

[EL | 1netalled n oduck lisk

E SLUPPCOR Active Direcktory Import
= & WORKGROUP Warkgroup Import snager |[€ Task Manager | @ P
- @ comoDo-
] SLIF'OORT'-.-'| Control » | Manage
Show Inmanage
Hide Install agent:
El Open Discovered data Uninstall agent

Create Task,
& Refresh F5

Details
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iv. Selecting 'Install Agent' from the context sensitive menu will open the 'Install Agent' configuration dialog:

Install Agent x|

| Agent IErm-'-‘-.gent_:-:E#_I].H.El.El.msi j |
& Diract

Login I

Paszwiord I

= Manual

Folder IE:'&F‘ngram FilezhCOMODONR emotetd anagement |

< OK |

At the 'Install Agent' configuration dialog:

- Select the version of the agent you wish to install from the Agent drop down menu (see 5.2.2.1.About Agent
Versions should you need more details)

- Enter the local administrator login name and password for the target Managed Computer (use the format
'user@domain' in the 'user’ field for computers imported with Active Directory).

- Click 'OK' to connect to the Managed PC and install the agent

«  For successful installation of the Agent, the user (whose user name and password were entered in the
dialog shown above) should have administrator privileges on the remote Managed computer.

- Each Agent is bound to the Central Service that executed its installation. It is not possible to manage
computers through Agents that were installed by another instance of CESM Central Service.

After the CESM Agent has been installed onto the target machine(s), the Agent will attempt to establish connectivity with
the CESM Central Service. If the connection attempt is successful then the color of the icon representing that machine
will change from Light Blue (Managed but not connected to Central Service) to Green (Managed and successfully
connected to CESM Central Service) :
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Campuaters Cormputers
s e EE = | s | B-[EE= |
Computers |ﬂ Zompukers |ﬂ
- Mgy ¥1¥P325P2-1095 | - [y Y1XP325P2-1005 [
|ﬂ YIM1WYINEPROG2-1 |ﬂ WMIWINSPROSG2-1
- [ YMLWINYISTAZZ-1 - Ry YMLUWINVISTAZ2-1
|ﬂ WINZKSEESZ-1 Iﬂ WINZKSEESZ-1
|ﬂ WINZKIEESZ-3 Iﬂ WINZKSEESZ-3
|ﬂ YM1WINRPROS2-4 Iﬂ WMIWINKPROS2-4
- (Mg YM1EPROGS - Ry YMILXPROES
- ek Y1¥P323P3-1001 - Ry Y1¥P325P3-1091
|ﬂ YMLWINYISTASEZ-2 Iﬂ WMIWINYISTASZ-2
- [y YMLWINYISTAZZ-3 oy YMIWINVISTA32-3
- WINZKIEESZ-2 - g WINZKIEE32-2
R WIKSEE32-953 - Mgy W2KBEE32-953
- ey WEKSEE3Z-951 Ry W2KBEE32-951
ek YMZWINYVISTAGS-1 - M WMEWINYISTAGE-1
E"}- V2K ZEERSRZ-1091 P B VY2K3EEG4R2-1091
- Ry YMEWISTAGY-1034 =] R YM2VISTAGH-1034 =
Status:  Leading completed Status:  Loading completed

|l;:|E Computers |5 Group Manager | |";-'E Computers | % Group Manager |

Managed. Agent not installed or not connected Managed. Agent installed and connected
Administrators can also check the “Notification monitor” window in the Administrator Console interface to make sure
Agent installation has been successfully completed.

5.2.21 About Agent Versions

Comodo provides 32 bit and 64 bit versions of the Agent. Administrators should choose the appropriate version for the
target Managed PC from the 'Agent' drop-down menu:

| Install Agent x|

Agent I Crmdigent_«E4_0.9.0.0.mesi j
 Ditect  [Fihaent #86 0.9.0.0 msi

Login I

Pazzword I
" Manual

- For target Managed Computers with 32 bit operating systems select 'CrmAgent x86 X.X.X.X.msi'

- For target Managed Computers with 64 bit operating systems select 'CrmAgent x64 X.X.X.X.msi'
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5.2.2.2 Uninstalling CESM Remote Agents

CESM Agents can be uninstalled by right clicking on the computer (or group of computers) and selecting 'Control >
Uninstall Agent' :

Computers | | Mame | De
= € Root
_— El domain s | ek
{ _@H Compukers
- G COMODO-#POZ |
: !ﬂ SUPPORTYISTADL Status:  Loading completed
= Eﬁ WORKGROUR llb Sequence Managet ]I@'Task Manager | P

E"l! COMODC-xPO1
FY% SUPCORTYR

B Active Directory Impork
Warkgroup Impork

| Control 3 |

Manage

Shiow nmanage

Hide

Install agent

| Ininskall agentl

Bl  OpenDiscovered data

Creake Task

# Refresh

Details

« Uninstalling the Agent from a computer will mean Comodo products installed on that computer will no longer be
manageable from the CESM Administrative Console — even if the computer retains it's 'Managed' status. All
tasks scheduled to that computer will also fail. The CESM Administrator Console will, however, continue to
attempt to run any tasks scheduled to that computer until such time as those tasks are deactivated.

6 Managing computers using the CESM Administrative Console

This section takes the form of a tutorial explaining how an administrator can install then monitor installations of Comodo
Firewall Pro on networked computers. The step-by-step walk-through is intentionally high level and is intended as a
complement to the more detailed explanations provided in section 3.

6.1 Prerequisites
- The Central Service and the Administrative Console have been installed. (See Installing Comodo End Point
Security Manager for more details).

- The Network structure has been imported. (See Importing Network Structure for more details).

- To imported computers has been assigned status 'Managed'. (See Assigning Managed Status to Imported
Computers for more details).
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-« The remote Agent on target workstations has been installed. (See Instaling CESM Remote Agent for more
details).

«  All target computers have been powered on.

« Any versions of Comodo products, that were not designed to be managed by Comodo End Point Security
Manager have been manually uninstalled from target machines. (This includes the .exe versions available for
download from, for example, http://www.personalfirewall.comodo.com ). CESM is designed to manage Comodo
packages that have been installed using a .msi installer

6.2 Installation and Management of Comodo Firewall Pro using CESM

6.2.1 Step 1. Run a full set of Discovery Profiles on the Managed Computers

While not essential to the deployment of Comodo Firewall, running a Discovery Profile Sequence on imported, Managed
computers will provide administrators with very important configuration information about the computers they are about to
manage using CESM. For a full description of Discovery Profiles, see section 3.5.The Discovery Profiles window

To run a set of Discovery Profiles:
«  Open the 'Sequence Manager' window by selecting ' View > Sequence Manager'

« Click the 'Add New Sequence' Icon (highlighted below).

Eﬁ@ﬁ% AR PR Ob

(8 1d =

a] .
i | Marne click here to add new sequence

Status:  Loading completed

F&] Seguence Manager [ Task Manager | Package Manager |@ Discovery Profiles |

« This will open the 'Add New Sequence' dialog. At this stage, you should create an appropriate Name and
Description for the sequence you are about to create. In the example shown below, we have chosen to name the
Sequence 'Discover Profiles'

Next, you need to choose the Actions that will be executed in this Sequence. Select the 'Discover data' Action by
checking the box alongside it's name and clicking the 'Add' button.
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_/@ *Sequence:Discover Profiles

E Sawve -

M arne: IDiSu:u:u'-.fer Frofiles

De=cription: Igetting precize configuration of target computers

|+EE"3*=

[puat Chooze the action Add | Cancell

(05 wersid [0 choat the computer
[ Install package

[1 Urinstall package

[] Contral Windows service

— Dekails:
Discover data

« Next, choose the type of Discovery Profile. (The red exclamation mark indicates that you cannot save this
Sequence until a 'Discovery Parameter' has been chosen.) Select a Discovery Profile type from the drop-down
list by clicking the ellipsis button (...) at the Discovery Parameter panel on the right (as shown below).

_/Iﬁ *gequence:Discover Profiles ] - X

H save -~

M amne:; IDiscwer Profiles

Dezcription; Igetting precize configuration of target computers

'l' + E,?' =
[t | Mame E Discovery paramelters
(05 version) Dizcover data Discovery Profile

! Digoover data

EH Discovery parameters
Dizcovery Profile Windows zervices list _-
05 werzion

Inztalled pr
CFP Config
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- The 'Windows Service list' Discovery Data Action has now been added to the Sequence. Repeat this procedure
for the other three types of Discovery Profile. The completed Sequence containing four Discover Data Actions
should look similar to the graphic below:

_/@ *Sequence:Discover Profiles

E Save -

I armne: IDiSn:u:-ver Prafiles

D ezcription; Igetting precize configuration of target computers

t | |dp- e
[ Fiput I arne:
[O5 werzion] Digcover data

M Pwfindows gervic.. | Discover data

[Ingtalled product... | Discover data

[CFP Canfig] Dizcover data

« Click 'Save":
E Sawve -
a H save Chrl4+5 —
Save and Close —
: Save and Create Task
::: Save, Create Task, Close L
TIameE

« Next we need to add this Sequence to a Task that will execute the Discovery Profile Actions on the Target
Computers. Open the 'Task Manager' tab by selecting 'View > Task Manager'

« Click the 'Add New Task' Icon (highlighted below)

Task Manager

| Mame click here to add new task | Description
Test Task,

E get config task cfp get config task

Stakus:  Loading completed
[ Sequence Manager |[{ Task Manager Package Manager | [ty Discovery Profiles |

«  This will open the 'Add New Task' dialog (shown below). At this stage, you should create an appropriate Name
and (optional) Description for the Task you are about to create.
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0 E Save -

Cormrmor | Schedule I

M arme: IDisu:u:uver Prafiles

Dezcription: IDisu:u:uver data on target computers

Sequence: | Dujl P

Target: % Computers " Groups
Compuiters I M ame | Dezcription
= [#] @ Fioot O % Test Group 2 Vizta Machines
- ain indowes =F roLp wi indows

] & domai O & windows %P .. G th Wwindows >

= EL;E Compubess
B warksTATION_1_x%P
(vl works TATION 2_xP o
PlERwarksTATION_ 3_xP

VB works TATION 4_xP

B worksTATION, 5 2P

] B WORKSTATION_ | VISTA
[l ERwarksTATION 2_wisTA
VIR worksTATION 3 ViSTA
I hworKsTATION 4_nsTA
“lEL womksTATION 5 ViSTA

1 | o
L ————..

« Next, click the ellipsis button to the right of the 'Sequence' field (highlighted above). This will open the 'Choose
Sequence' dialog. Choose the 'Discover Profiles' Sequence you created earlier and click 'OK' :

Target: Choose the zequence (8] 4 | Cancel |

Ingtall Comodao Firewall Sequence

get config

inztalled product lizt sequence
Windows Services List

15 “erzion Sequence

Combined Dizcoveny Profile Sequence
05 Yersion

Dizcover Profiles

—Dekails ]

«  This will return you to the 'New Task' dialog where the name of the Sequence will now be displayed in the
'Sequence'’ field:
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Cammon | Schedue |

Mame: IDisc-:wer Frofiles

Description: IDisu:-:wer data on target compkers

Sequence: |Disu:u:ﬂ-.-'er Profiles Ea ...

T —rmmbe -_— —

- Select the target Managed workstations, controllers, domains and/or Workgroups you want to discover data for.

Target: % Computers

Compubers [

=l [#] & Roat
=l [+] & domain
= |E|__'E Computess
] BR woRKs TATION_1 %P
[lEf worksTaTION 2_xP
VB woRKs TATION 3 _xP
[l works TaTION_4_xP
[P1 worses TaTION_g_xP
Bl worksTaTION ;) ViSTA
V] A WORKS TATION 2_vISTA
[l worksTaTION_3_visTA
IR WORKS TATION_4_wisTA
B worksTaTION 5 ViSTA

« Click the 'Save' button to confirm and save the new Task.

«  Open the 'Task Manager' window (View > Task Manger ). Select the task you have just created and click the
'Execute’ icon as shown below:

Task Manager
8 |op == [l © .
| MName | Description

& Discover Profiles iscover Profiles on taraet computers
E Discover Profiles on Failed ... | Discover Profiles on Failed computers
E Discover Profiles besk supertesk

«  This will execute the Task on the target computers. Open the 'Task Result Manager' ( History > Task Results) to
check whether the Task executed successfully or not. (More details on the Task Result window can be found in
section 3.8.The Task Result Manager window

To view the discovered data about the target machines you need to open the 'Discovery Profiles' window ( View >
Discovery Profiles). The Discovery Profiles window lists the four types of profile. Clicking any of the profiles will
open a list of computers upon which that profile has been run. The graphic below shows a typical 'Windows
Services' list:
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E. ©5 version /]/E Windows service list ]/-E Installed product lisk ]/-E CFP Config - X

=]

=

[rata, dizcovered for profile  Windows service ligt

Computer Dizcovered Time 3 %: ﬁ:l | __:I
Q SUPPORTYISTAM 94842008 8:21 P B Misc
Q COMODO-+POZ 9/8/2008 8:21 P Rezult < Services list . 3| o

[Cy| COMODO#P02 3/8/2008 5:00 P

- To the right of this list of computers is the results panel for the selected machine. Clicking the ellipsis button ( ... )
on the right hand side of this panel will display those details. In the case of the 'Windows Service list' profile
shown above, it will display the Name, Version, Publisher, Date (of installation) and Location of all Comodo and
3" party Packages present on the machine at the time the Action was run. Similarly, the OS Version profile will
inform the administrator of the exact version of Windows that is running on the target computer.

« For more details on the functionality, operation and uses of Discovery Profiles, see section 3.5.The Discovery
Profiles window

6.2.2 Step 2. Upload the Comodo Firewall installation Package to the CESM Console

The next step is to upload the Comodo Firewall installation .msi package to the CESM Administrative console so that it
can be installed on target computers. Switch to the 'Package Manager' window ( View > Package Manager ) and click the
'Create a new package' icon.

|
| o | o Eil

‘ Marne:

Upgrade
Code

Description Wersion Product Code

¥ IS Package Comodo Inberne,.. 019e87de-b123-.,. 3.0.17.304 9c00abz2a-bi3a-...

Status:  Loading completed

[& Sequence Manager |[£ Task Manager |l Request Manitor |4 Motification Maritar l Package Manager ‘

«  This will open the 'Add New Package' dialog (shown below). At this stage, you should create an appropriate
Name and (optional) Description for the Package you are about to upload.
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*New package:CFP Package ] - X
E Save

Mame: IEFF‘ Package

D ezcription: IEDmu:u:Iu:u Firewall Proinstallation package

Code: [o0o0000-0000-0000-0000-000000000000

¥ Upload 5] Ginam

MSIFile: |

« Next, click the ellipsis button to the right of the 'MSI File:" field (highlighted above). This will open the standard
Windows file browser:

open 2| x|

Look jn. | &3 CESM Q2 -

File name: IEfplnstall_:-:pSE_dEdEld.msi j Open
Filez of type: IMSI filez j Cancel |
s

- Browse to the local or network location to which you have saved Comodo .msi files. Select the appropriate file
and click 'OK'.

- This will return you to the 'New Package' dialog where the filename of the .msi file will now be displayed in the
'MSI File:' field. Click the 'Save' button to confirm and save your new package:

*New package:CFP Package -~ X
E Save

Mame: IEFF‘ Package

D ezcription; IEDmu:u:Iu:u Firewall Proinstallation package

Code: [o0o0000-0000-0000-0000-000000000000

¥ Upload 5] Ginam

k5] File: II::'xF'rl:ngram Files"COMODOR emaotetd anagements Packages'\ff8ceblf-60dd-de 3a-b95f-1 2fdfeefd4 7 2. msi

- The newly created Package will be listed alongside any other packages in the 'Package Manager' window:
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Package Manager
8 op == |
M Descripti Ligieias Versi Product Cods
ame SCFIpEan Coce Ersion rogauc (nlw

d | CIS Packags Comodo Inteme,., |019e87de-b123... | 3.0.17.304 9:-00abza-bl3a-...

CFP Packace Comodo Fireswall,,. 019e27de-b123-... 2.0.17.304 9-00abZa-b12a-...

Status:  Loading completed

[ sequence Manager ||EJ Task Manager | Fequest Monitor ||E Mobtication Motitor | 123 Package Marager

« Once the Package' has been created, it can be specified as the Parameter of an 'Install package' Action or an
'Uninstall package' Action in a Sequence (see Step 3, below).

For more details on the Package Manager, see section 3.4.The Package Management window

6.2.3 Step 3: Create a Sequence of Actions to install the Comodo Firewall Package on Managed computers

«  Open the 'Sequence Manager' window ( View > Sequence Manager)
«  Click the 'Add New Sequence' Icon

- This will open the 'Add New Sequence' dialog. At this stage, you should create an appropriate Name and
(optional) Description for the Sequence you are about to create (for example, 'Install CFP').

«  Click the 'Add New Item' icon and select the Actions - 'Install package'. Click 'Add". You now need to specify the
parameters of this Actions from the panel to the right.

- 'Install package' — select the CFP .msi package you have uploaded:

_/@ *New sequence: X
E Save -

M ame: |In$tall Comodo Firewall Sequence

Description; Iinstall then reboot

R

| FipLat

| Mame E Installation parameters
Package CFP Package -
CI5 Package
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«  Click 'Save'. This Sequence of Actions can now be added to a Task to be deployed on the target machines. (In
fact it can be re-used in as many Tasks as required)

6.2.4 Step 4: Add the Sequence to a Task and execute that Task on Managed Computers

« Open the 'Task Manager' window ( View > Task Manager )
«  Click the 'Add New Task' Icon

- This will open the 'Add New Task' dialog. At this stage, you should create an appropriate Name and (optional)
Description for the Task you are about to create.

« Select the desired target computers in the 'Targets' field editor and save the Task. ( Alternatively, select a
predefined CESM 'Group' of computers as the target of the Action.)

Save -

Comman I Scheduls I

I arne; |Install CFP

Dezcription: |installatiu:un of cfgl

Sequence: |Install Comodo Firewall Sequence | B | ---

Teneet " Computers * Groups
Computers | MNarmne | Description |
- [ Root O % TestGrowp 2 Vista Machines
- []&& domain & Windows %P Group with Windows %P 05
- [ ]5H# Compubers
[ |EhwarssTaTIoN 1 P
QE;WDRRSIATIDH_Q_IP

*  You can execute the Task:
« Immediately by selecting 'Save and Execute'

« Manually at any time in the future by first saving then selecting the Task in the "Task Manager' window
then clicking the 'Execute’ icon

- At a scheduled time by configuring your preferences using the 'Schedule' tab
« The progress (success or failure) of the Task can be checked using by viewing the Task Result Manager.

- If required, the administrator can now specify and deploy a precise Comodo Firewall Pro settings configuration to
be implemented by running a 'Set CFP config' Action on those computers. For more details, see section
3.5.2.5.Example: Using 'CFP Config' Discovery Profile to roll out an existing CFP _configuration onto other

machines and section 3.6.3.1.Table of Actions — Definitions and Usage

More details about Tasks can be found in section 3.7.The 'Task Manager' window
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6.2.5 Step 5: Managing Requests (Alerts) from Comodo Firewall Pro on Managed Computers

Comodo Firewall Pro is designed to protect computers from internal and external threats by combining a powerful packet
filtering firewall and a host intrusion prevention system. Both these components will generate alerts on the target PC
whenever software attempts to perform an action that is not permitted by the firewalls configuration settings. Comodo
Endpoint Security Manager is designed to allow administrators to centrally manage these alerts using the 'Request
Monitor'. Instead of the end user seeing the alerts, they are relayed to the CESM Administrative Console as 'Requests'.
From here the administrator can allow or block the Request or respond with a product specific answer. If multiple
computers generate the same request then the administrator has the option of applying his response to all those
machines in a single action. This feature, in combination with the ability to quickly specify and roll out a secure firewall
configuration policy across an entire distributed network, makes CESM one of the most powerful end-point security
management tools available.

To view and react to requests from Managed Computers, first open the 'Request Monitor' by selecting 'File > Request
Monitor'.

Request Maonitar
AgeintID=5429; WinWord is trying to open TCP connection to 123,123, 123,123 port 123

o Description Computer Created Expired At Received ;;nnu.::lzv:t Eg::;ﬁt

B | AgeintiD=84... WwoRKSTATION 1/11.09.2008 .., [11.09.2008 ... |11.09.2008 ... |CFP 3.0

Allow (default) :

Deny | AgeintlD=84... worksTATION 2/ 11.09.2008 ... |11.09.2008 ... | 11.09,2008... |CFP 3.0
13 |AgeintlD=84... \woRKSTATION 4| 11.09,2008 .., |11.09.2008 ... |11.09.2008... |CFP 3.0
3 AgeintlD=84... \worksTaTiON 3 11.09.2008 .., |11.09.2008 ... |11.09.2008 ... |CFP 3.0
3 |AgeintlD=84... worksTATION 3| 11.09.2008 ... |11.09.2008... |11.09,2008 .
ma__
AES| AgeintlD=84.,, MORKSTATION 4 11.09,2003 . 11,09,2008 , 11,09, 2008 ,

Count: 353

B} Motification Monitor Request Monitor

The Request Monitor will display a list of all Requests generated by the computers upon which Comodo Firewall Pro has
been installed. Having selected a particular Request, the administrator can provide his Response either from the pane to
the left or by right-clicking and selecting a Response from the context sensitive menu. Alternatively, the administrator can
group-select multiple Requests and issue the same response to all selected computers at once. Full details on using the
Request Monitor can be found in section 3.10.The Request Monitor
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7 About Comodo

Comodo is a leading global provider of Identity and Trust Assurance services on the Internet, with over 200,000
customers worldwide. Headquartered in Jersey City, NJ with global offices in the UK, Ukraine and India, the company
offers businesses and consumers the intelligent security, authentication and assurance services necessary to ensure
trust in online transactions.

As a leading Certification Authority, and in combination with the Digital Trust Lab (DTL), Comodo helps enterprises
address digital ecommerce and infrastructure needs with reliable, third generation solutions that improve customer
relationships, enhance customer trust and create efficiencies across digital ecommerce operations. Comodo’s solutions
include SSL certificates, integrated Web hosting management solutions, web content authentication, infrastructure
services, digital e-commerce services, digital certification, identity assurance, customer privacy and vulnerability
management solutions.

For additional information on Comodo — Creating Trust Online ™ please visit www.comodo.com

Comodo Group Inc Comodo C.A.

US Headquarters, 3rd Floor, Office Village,

525 Washington Bivd., Exchange Quay, Trafford Road,
Jersey City, NJ 07310 Sal.ford, l.VIanchester M5 3EQ,
Tel: +1.888.COMODO.1 United Kingdom.

Tel Sales: +44 (0) 161 874 7070
Fax Sales: +44 (0) 161 877 7025

www.comodo.com sales@comodo.com
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